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«30 6e3onacHocmos Heobxooumo naamums,

— ﬂmcymcmsue pacnaayueameca»
YuHcmoH Yepyunns

o e I

e CmpemumesnbHoe pa3sumue UHEPOPMAYUOHHbIX mexHono2ul npusenu
K ¢hopmupoeaHuo UHPOPMAYUOHHOU cpeobl, oKa3sviearouwjeli eausHue
Ha ece cgepbl Yenosevyeckou odeamenbHocmu. CospemeHHble Mmemoobl

n0100100) obpabomku, nepeoa4u U HaKonaeHUa uHgopmayuu cnocobcmeyrom

rMosie/snEeHUl0 Yepo3, C8A3AHHbIX C BO3MOMCHOCMbIO Nomepu, UCKaXEeHUsA

U packpbimusa OaHHbIX, AOPECOBAHHbIX UAU MPUHAOAEHAWUX KOHEYHbIM

101101001 nosb3osamesnsam. Mosmomy obecneyeHue UHOPMAYUOHHOU

6e3onacHOCMuU KOMMbIOMEPHbIX cucmem u cemel aenaemcs OOHUM

U3 eedywux HanpaeneHUU paszsumus UHEGOPMAYUOHHbLIX mexHoao02ul.

Mpobnema 3awjumsl uHgopmayuu AeademMcd  MHO20MNAAHOe80U

U KOMI/EeKCHOoU U oxeambieaem psAo0 8aXCHbIX 300aY.

L40000L LY

e Bbicmaeka npeocmasssem KHU2U [0 mMexHos02uUAM, cpeocmeam
u memooam 3auwjumel UH@GoOpmayuu 8 UHEPOPMAYUOHHbLIX cucmemax,
8 cemu WNHmepHem, paccmampueaem  pa3aAuUYHbIE  ACMeKmbl
UHopmayuoHHoli be3zonacHocmu npednpuamul, KOMMIbIOMEPHbLIX
cemel U KOpropamueHbIX cucmem.
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UHdopmauvoHHas
6e30MacHoOCTb:
3aliuTa U HanageHve

110100100

L40000L1L L

101101007

11,0000101:

bupiokos, A. A. WUHpopmayuoHHaa be3onacHOCMb:
3awjuma u HanadeHue / A. A. bupiokos. — Mockea : MK
Mpecc, 2013. -473 c.

B u3gaHWUM NpMBOAATCA KaK TexHuyeckas WHdbopmaums,
onucbiBalWas aTakM UM 3aWMTy OT  HUX, TaK MU
pekomeHgaumMm no obecnevyeHnto UHGOPMALMOHHOWM
6e30nacHOCTM € COOTBETCTBYWOWMMWU  MPUMEPaAMM.
PaccmoTpeHbl npaKTUYeckne npumepbl Aa8 OpraHu3aumu
3alWUTbl NEePCOHANbHbIX AAHHbIX.



Bacunwros AB. Bacunores RA.

Beaonachocms U ynpasnenue
GOCMYIOM B UAGOPMaRUOHAIX
CUCEMAK

110100100

L40000L1L L

101101007 K

11,0000101:

Bacunokoes, A. B. bezonacHocme u ynpaeneHue docmynom
8 UHhopmMayuoHHbIX cucmemax : y4ebHoe nocobue / A. B.
Bacunoekos, U. A. Bacunbkos. — Mockea : @opym : UHppa-
M, 2013. - 367 c.: un.

B nocobuu npeanoreHbl Ana nydyeHua noaxoapl, 6asosas
KOHUEeNUUaA, NPUHLKUNbI NOCTPOEHUA cnuctem 6e3onacHoCTH
M  OUEHKWM YypoBHA 6He3onacHoCcTM WHPoOpMaLuM B
NHPOPMALMOHHbIX cUcTemay, ceTax n
aBTOMATU3MPOBAHHbLIX cucTemax ynpasaeHna. C  3Tux
No3nUKNIA paccmaTpuBaloTca MHPoOpMaUMA U yCnoBUA eé
06paboTKM B NHPOPMALMOHHbIX cucTemax:
NoTeHUWaibHblE yrposbil, BO3MOXHble KaHa/bl
HEeCaHKUMOHMPOBAHHOIO A0CTyrna, MeToAbl, CpeacTBa
M CACTEMbI YyNpaBiaeHMA B YycnoBuax obecneyeHun
6e3onacHocTu.



110100100

BBEAIEHHE B HHDOPMALHOHHYHD
,40000111 BESBNACHOETh

1. Mangs, B.5.[ophares,
B.H.Kagones, B. M. Douns,
LI Jgpacasciui, A Noengaroesa

101101001

11,0000101:

BeedeHue 8 uHpopmayuoHHyto 6e3onacHocme : yyebHoe
nocobue / A. A. Manmiok, B. C. FTop6amos, B. U. Koponee u
op.; nod ped. B. C. lopbamoea. — Mockea : lopavas
nuHua-Tenekom, 2013. — 288 c.

B CUCTEMATUSUPOBAHHOM Buge MN310XKEeHbl OCHOBbI
MHPOPMALMNOHHOMN 6e3onacHocCTH. PaccmoTpeHsl
KOHLENTYAa/IbHblIE n MmeToaosiorm4yeckme dCMNeKTbl n
NnpakTnyeckne metTogabl peweHUnAa OCHOBHbLIX MPUKAAOHbIX
33a4  MHPOPMAUMOHHOM  He3onacHocTU.  PacKpbiThbl
BOMPOCHbI 3aWunThbl VIHCI)OpMaLI,MVI oT
HECAaHKLUMOHMPOBAHHOINO AO0CTyNa M Kpuntorpadpuyeckomn
3aWmnTbl MHPopmauun. O6obWEH maTepunan, CBA3AHHbIN C
3aWUTOM OT YyTeYKM WUHPOPMALUMM MO TEXHUYECKUM

KaHanam 7 NPOTUBOAENCTBUEM BPeAOHOCHOMY
nporpammHomy obecneyeHuto. [lpeacTaB/iieHbl OCHOBbI
NPOEKTUPOBaAHUA KOMIMJIEKCHbIX cucTem 3aLNTBI

nHbopmaumMm nNpu  aBTOMATU3UMPOBAHHOM  0bpaboTke
NAHHbIX.




: WH®OPMALVNOHHAS
2 BE30
110100100 n arLAui;%in
NHOOPMALWN

L40000L1L L

101101001

11,0000101:

UHgpopmayuoHHasa 6e3zonacHocme u awyuma
uHgopmayuu : yyebHoe nocobue dna eysoe / 0. IO.
fpomos, B. O. [lpayes, O. I. UsaHoea, H. I. Lllaxos. —
Cmapeiti Ockon : U39-e0 THT, 2014; 2010. - 384 c.

B yyebHOM nocobunm  paccmaTpuBalOTCA  BOMPOCHI
NHGOPMALMOHHON H6e30MacHOCTU U 3aWmTbl HPOPMaLUK
B aBTOMATU3MPOBAHHbIX cUCTEMaX 0OpPaboOTKM AaHHbIX,
BOMPOCbl  3aWMTbl  MHPOPMALUMM B  MEPCOHAsIbHbIX
KOoMnbloTepax. M310KeHbl  OCHOBHble  noaxodbl U
NPUHUMMbI NOCTPOEHMA CUCTEM 3aLLUUTbI U PacYETa YPOBHA
6e30NacHOCTM AaHHbIX B aBTOMaTU3MPOBAHHbIX CUCTEMAX
06paboTku uHPopmaumn, Kpuntorpapuyeckne MmeToabl
3aWUTbl MHGOPMaLUMK.



Wuednos B.A., Meuamyusn M.B,
Jauuma KonugeHyuanbHoi
UHGopMaluL
110100100

L40000L1L L

101101001 \

11,0000101:

NMwelinos, B. A. 3awuma  KoHpudeHyuanbHol
uHgopmayuu : y4yebHoe nocobue 0dna eys3oe / B. A.
NweiiHos, M. B. MeyamyHsaH. — Mockea : @opym, 2013. -
253 c.

KHuMra noceAlWeHa OpPraHM3auMoHHON U  TexXHUYEeCKOoM
3alnTe KOHbMAeHUManbHOM wHPopmauun. B paboTte
N3N0XKEHbI OCHOBHbIE BOMPOCH! 3aLLUUTDI
KOHGUAEHUMANbHOMU MHbOPMALUKM N Pa3InUYHbie Noaxoabl
obecneyeHua 6e3onacHOCTM MHPOPMALIMM B COBPEMEHHbIX
YCNI0BUAX.



, A.W. Kynpunon,
e

3ALLUTA
WHOOPMALIUK
110100300

L40000L1L L

101101001

HHEOPMALMOMHAR BERONACHOCTE o=

11,0000101:

MenoHukoes, B. 1. 3awyuma uHgpopmayuu : y4ebHUK Ona
ey3oe / B. I[l. MenvHukos, A. WU. KynpusHos, A. T.
Cxupmanadse ; nod ped. B. I1. MenbHukoea. — Mockea :
Akademus, 2014. - 296 c.

OnucaHbl  OCHOBHble  KOHLENTya/ibHble  MOJIOKEHUS
NHPOPMALMOHHOM Be30NacHOCTM AeATENbHOCTU 0OLWEeCTBa,
KOMMJIEKCHOWM (OpraHM3aUMOHHON,  TEeXHUYECKOM n
NHPOPMALMOHHOM) 3aWUTbI MHbopmaLumu B
roCy4apCTBEHHbIX  CTPYKTypax. PaccmoTpeHa  yrposa
6e30nNacHOCTM  Pas3/INYHbIX  CTPYKTYP  OeATEeNbHOCTW.
N3noxeHbl  MeToAo/IoTMYecKne OCHOBbl W Hay4HO-
OpraHM3auMoHHaA KoHuenuusa obecneyeHna  3aWMThI
MHGOpPMaLMKU, NOCTPOEHUSA, CUCTEMbl UMHPOPMALNOHHOWM
6e3onacHocTu. [lpuBeaeHbl CBeAeHWA O MNPOrpamMmHO-
annapaTHbIX CPeacTBax, MOAEeNAX YNPaBAEHUA MOJAUTUKOM
H6e3onacHocTw.
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YEBHUK pznnrep
A5 BY308
" CTAHBAPT TPETLEIO NOKOJIEHUS]
w opef N\ \* Ao
- g 8
: by

= B. u H. Osmdpep
KommbioTepHbie

EC TN

TIpHHIHIIBL, TEXHOJOIHH, IIPOTOKOIbI

5-e u3aHue

PEKOMEHA0BAHO
MHHHCTEPCTBOM OGPA30BAHHS W HAYKN PO

Onucpep, B. . KomnoiomepHbie cemu. [IpuHyunei,
mexHosn02uu, NPomokKonol : y4yebHuk ona eysoe / B. I.
Onudpep, H. A. Onugpep. — 5-e u3d. — CaHkm-llemepbype :
Mumep, 2016. - 992 c.

B yLIE6HMKe N3N10XKeHbl 6a3oBble 3HAHUA O npmnHUMUnax
NOCTPOEHNA KOMMbIOTEPHDbIX CETEI‘;I, AdaHa XapPaKTePUCTUKaA
TPaAUUNOHHbBIM 7 NnepCneKTUBHbIM TEXHO/IOMNMAM
JIOKaNbHbIX U rNobanbHbIX CETEI;'i, npeacrtaB/ieHbl crnocobbl
CO34aHUNA KPYMNMHbIX COCTaBHbIX cetTen u ynpasaeHnAa TakKumm
CeETAMMN.



OPFAHM3ALIMOHHO-I'IPABOBHE

OCHOBbI 3ALMTS)

VIHOOPMALIY
110100100

L4000011)

101101001

11,0000101:

OpzaHu3ayuoHHO-nNpasossie OCHOBbI 3awumel
uHgopmayuu : y4ebHuk ona eyzoe / B. U. AeepyeHkos, M.
10. Peimos, M. /1. Tynak u dp. — Cmapeild Ockon : U30-60
THT, 2021. - 343 c.

B yyebHMKe paccmaTpuBaloTCA BOMPOCbI OPraHM3aLMOHHOM
OCHOBbI cuctembl 6H6e3onacHoctu Poccuinckon depepaunm,
obecneyeHna 6e30MacHOCTU FOCYAaPCTBEHHbIX CEKPETOB U
KOHOUAEHUMAaNbHON UHPOPMAUUKN, NULEH3UPOBAHUA U
cepTuPmnKaumum [eatenNbHOCTU no  3awmte MHPopmauuun.
MpeanoxeHa KOHUenunsa NOCTPOEHUA CUCTEMbI
6e30nacHOCTM  NpeanpusaTMs, ONucaHbl  MNpPaBoOBble U
OpraHM3aLUMOHHbIE OCHOBbI CO3A4aHMA U PYHKLMOHUPOBAHUA
cnyxbbl 6e3onacHoctn. PaccmoTpeHbl obuwime Bonpockl
NOCTPOEHUA  CUCTEMbI  IKOHOMMYECKOM  He3onacHoCTU
06beKTa 3aWMTbl, COBPEMEHHbIE TEXHOJIOTUM U NOoAXOAbl
BeAeHUA KOHKYPEHTHOM pasBeaKu 7
KOHTppa3BeablBaTe/ibHOe obecrneyeHne 3IKOHOMUYECKOWM
AeATeNbHOCTN OpraHu3aLUmu.



OEECHE"IEHVIE BE3ONACHoCTY

KPUTUYECKY
MHCDOPMALlMOHHbI))((

NH®PACTPYKTYP
110100100

L4000011)

101101001

11,0000101:

Peimos, M. 0. O6ecneyeHue 6e3onacHocMu Kpumu4ecKux
UH(POPMAYUOHHbIX UHGhpacmpykmyp : y4ebHuK ona ey3oe /
M. 1O. Peimos, H. O. MycueHko, 4. A. /leicoe. — Cmapeolii
Ockon: U30-60 THT, 2021. - 220 c.: un.

PaccmoTpeHbl  BOMPOCbI, MNOCBAWEHHbIE 0becneYyeHuto
6e30MacHOCTM OOBEKTOB KPUTUYECKUX WHGODOPMALIMOHHbIX
NHPPACTPYKTYP. WM3NOXKeHbl UCTOpUKM pPas3BUTUA npouecca
obecneyeHna 6e30NacHOCTU KPUTUYECKNX MHDOPMALIMOHHbIX
NHPPACTPYKTYP W ONbiTa  BbINOJHEHUA  AHANOMMYHbIX
NPOLLECCOB B MHOCTPaHHbIX rocyaapcrBax. [poseaéH o630p
OCHOBHbIX MNONOEHUN HOPMATMBHO-NPaBOBOM ba3bl B chepe
6e3onacHOCTM WMHPOPMALMOHHBLIX WMHPPACTPYKTYP, ONUCaH
NOPAAOK BbINOJIHEHUA MePONPUATUIMA B PaMKax TPeboBaHUM
rocyJapcTBeHHbIX perynatopos. 0606ueHbl npasBuna WU
nopAaoK npoueaypsbl KaTeropmMpoBaHuUA 0b6beKToB
KPUTUYECKUX WMHPOPMALMOHHBIX WMHPPACTPYKTYP, a TaKxKe
TpeboBaHMA 1 NOPAAOK PaboT NO CO3AaHUIO N SKCNyaTaUUK
cuctem 6e30nacHOCTM 3HAYMMbIX 0O bEKTOB.




110100100

L40000L1L L

101101001

11,0000101:

Cemu u meneKoMMyHUKayuu : y4eb6HUK U NPAKMuKym
ona akademuveckoz2o 6akanaspuama / nod ped. K. E.
Camyiinoea, U. A. WLanumoea, 4. C. Kynaboea. — Mockea :
IOpaiim, 2016. - 364 c.

B yuyebHMKe paccmaTpuBalOTCA aKTyasIbHble KOHLUEeNuum
COBPEMEHHOIO COCTOSIHMA CETEM WU CUCTEM nNepeaauu
nHpopmaumnm. MU3n0xKeHbl acnekTbl U YPOBHU OpraHM3aLmm
ceten — OoT GU3MYECKOro A0 YPOBHA MPUIOXKEHUN MOAENMN
B3aMMOAENCTBUA OTKPbITbIX cuctem. [aétca onucaHue
naeasbHON MOAENU B3aUMOLENCTBUA OTKPbITbIX CUCTEM
TEeNEeKOMMYHMKaunMK. PacKpbiBatoTcA OCHOBHble MOAENN,
TEXHO/IOTMW U  MNPOTOKO/bI  AO0CTyNa pPas3/IMdHbIX Ccpen,
nepegayn AaHHbIX. B KHUre B MO/IHOM Mepe OTparKeHbl
NPMHUMNbI MOCTPOEHUA ceTer nepedaym AaHHbIX W
HACTPOMKK ceTeBOro obopyaoBaHuA.



B. A. Yenyxux

Ydebroe nocobue

Ko Hoe obec|
110100100 nHbopmaymoHHoi GesonacHocTn
aBTOMaTMU3MPOBaHHbIX CUCTEM

L40000L1L L

101101001

11,0000101:

YenyxuH, B. A. KomnnekcHoe obecneyeHue
uHgpopmayuoHHoU 6e3zonacHocmu
asmomamu3upoeaHHbiX cucmem : yyebHoe nocobue 0na
ey3o0e / B. A. YenyxuH. — Komcomonbck-Ha-Amype : U30-60
Komcomonoscko2o-Ha-Amype 20c. mexH. yH-ma, 2014. -

207 c.

PaccmaTpuBaloTCA  OCHOBHble  BOMpocbl  obecneyeHus
KOMMNaeKcHon 6e3onacHoctu. [loapobHo pasbupatorca
MmeToabl M cpeactsa  3awmtbl MHoOpmauum  OT
HECAaHKLUMOHMPOBAHHOIO BMeLIATEeNbCTBA. M3n0XKeHbl Bce
acneKTbl MHPOPMALMOHHOM 6e3onacHoCTH
aBTOMAaTU3MPOBAHHbIX CUCTEM - topuamyeckme,
OpraHM3auUMOHHblie,  anmnapaTHble WU NPOrpaMMHbIE.
N3yyeHbl NpUHUKUNBLI 3alUTbl OT BUPYCOB U 3aWUTbI
NMHOOPMALMM OT HECAHKUMOHMPOBAHHbLIX AEUCTBMK NO
NCNOJ/Ib30BAaHMNIO KOHPMAEHUMNANbHON MHDOPMaLMW.
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Wensom B.O.

WHO®OPMALIMOHHAS
BE3ONACHOCTb

W SALHTA WHOOPMAUMM
m_—wh——
it s

LWaHbauH, B. ®. UHpopmayuoHHaa 6e3onacHocme / B. ®.
lanbeuH. — Mockea: MK [lpecc, 2014. - 701 c.

KHura noceaweHa metoaam KOMMJIEKCHOro obecneyeHus
NHPOPMALNOHHOM 6e3onacHoCTy, TEXHO/IOTMAM
N cpeactBamM MHOFOypoBHEBOM 3awuTbl  MHGOPMaLUMK
B KOMMNbIOTEPHbIX cucTtemax K cetax. CHopmynnpoBaHbl
OCHOBHble MNOHATUA MHPOPMAUMOHHOM He3onacHOCTH
M 3aWuTbl MHOOPMAUMKW, AaH  aHAAM3  yrposam
NMHPOPMALMOHHOM 6He3onacHOCTM B  WMHPOPMALMOHHbIX
CUCTEMAx W KOMMbIOTEPHbIX ceTax. [lpeactasneHobl
NPUHUMNbI NOAUTUKM MHOPMALUMOHHON 6e3onacHoCTw.
N3n0eHbl MeXAyHapoAHble N OTeYeCTBEHHbIE CTaHAAPTbI
NHPOPMALNOHHOM 6e3onacHocTw. OcBeLleHbl
0COOEHHOCTU U MHPPACTPYKTYpPaA «0BNAAYHBIX» BbIYUCAEHUN.
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J/1IeKTPOHHbIe pecypcbl U3 NOANUCHbIX
3NEKTPOHHO-6MBANOTEUHbIX cUCTEM

WH®OPMALIMOHHAS
BE30MACHOCTb M 3ALUUTA
UH®OPMALMK

E.B. Dawsicxan, H.B. Inneapun
HHOOPMAIHOHHAS
BESOMACHOCTD
KOHCTPYKIJHI 9BM H CHCTEM

Sa 18

HupopManMoHEas
6e30MacHOCTh
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P
MUCuC 9)

[Coers——

NE.Baxapos

WHO®OPMALIMOHHASA
BE30MACHOCTb U 3ALUMTA
WH®OPMALIUK

“ IPR BOOKS

baxapos, /1. E. UH¢popmayuoHHaa 6e3onacHocMeb u
3awuma uHgpopmayuu (paszdenvl Kpunmozpagua u
cmeaaHozpadpus) : npakmukym / /1. E. baxapos. — Mockea
: U30amenockuii Jom MUCuC, 2019. - 59 c. // IPRbooks :
3N1eKMpOHHO-6ubnuomeyHasn cucmema. - URL:
https://www.iprbookshop.ru/98171.html (dama
obpawjeHua: 14.09.2021). - Pexcum docmyna: no
noonucke.

B NpaKTUKyme pacCMOTPEHbl BOMPOCbI MNPUMEHEHUA
Kpuntorpapmyecknx  aaroputmMoB C  OTKPbITbIM WU
CEKPEeTHbIM KA4YOM, TpeboBaHUA K KpunTorpadpuyeckmm
Xaw-pyHKUMAM U cpeactsam GopMMPOBAHUA SNEKTPOHHOMN
noanucu. ,ﬂ,aPOTCFI OCHOBDbI CTeI'aHOI'pa(I)M‘-IeCKVIX
aJropnTmos NPUMEHUTE/IbHO K BOMPOCam 3aWunThbl
WHTENNEKTYya/IbHON COOCTBEHHOCTM nNyTemM BHeApeHuA
LI,VI(I)pOBbIX BOAAHbIX 3HAKOB.


http://www.iprbookshop.ru/
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HudopmanmoHHasa
6e3onacHOCTh

h IPR BOOKS

MopayHos, A. B. UHpopmayuoHHaa 6e3onacHocMo :
y4yebHo-memoduyeckoe nocobue / A. B. MopayHos. -
Hoeocubupck : Hoeocubupckuli 2ocydapcmeeHHbll
mexHu4eckuli yHueepcumem, 2019. — 83 c¢// IPRbooks :
3N1eKMpOHHO-6ubnuomeyHasn cucmema. - URL:
https://www.iprbookshop.ru/98708.html (dama
obpawjeHua: 14.09.2021). - Pexcum docmyna: no
noonucke.

y‘-l@6HO-M€TO,EI,VI‘-I€CKO€ nocobue BKJIlOYaeT: OMUCaHue
OCHOB 3aluTbl MHPOpMaAUUK, coaeprKaulenca B 6Hasax
AaHHbIX; WMHPOPMALMOHHbBIX PECYypCoB; VYrpo3 YTEeYKU
MHPOpMaLUMKM; aKTyasbHbiIX Yyrpo3 6HesonacHocTM AnA
OUHAHCOBO-KPEAUTHbIX OPraHM3auui, a TaKKe aBTOPCKYH
METOAUKY OLEHKM PUCKOB HapylleHUa MHPOPMALMOHHOM
6e3onacHocTM Ha npeanpuatuax. [llpuBoaAatca obwwme
cBefieHnA 06 adPeKTUBHbIX MeToAax 3aWmnTbl MHGoOpMaL UK
6a3 gaHHbIX.



http://www.iprbookshop.ru/
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B o;rauusauuﬂx
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” IPR MEDIA
wmnimcrso

“ IPR BOOKS

PeeHuebix, A. B. UHpopmayuoHHaa be3onacHocmb @
op2aHu3zayusax :@: y4ebHoe nocobue / A. B. PegHugbix. —
Mockea : Ali NMu Ap Medua, 2021. - 83 c. // IPRbooks :
3N1eKMpOoHHO-6ubnuomeyHasn cucmema. - URL:
https://www.iprbookshop.ru/108227.html (dama
obpawjeHua: 14.09.2021). - Pexcum docmyna: no
noonucke.

B y‘-IE6HOM nocobuwm pacCMOTpEHbI OCHOBHbIE MONOXKEHUA
MH(I)OpME:]LI,VIOHHOﬁ 6e3OI'IaCHOCTM, KOTOpbleé Heoxoamnmo
yyinTbiBaTb nNpun peweHnn 3SKOHOMUKO-YNMPaBAEHYECKUX
3aa4y4 Ha NnpeanpuaTnax m B OpraHMU3aunAax. anBe,ﬂ,eHbl
npakTnyeckmne dCMNeKTbl 6e3onacHOCTH VIH(I)OpmaLI,VIM,
aKTya/ZibHble  AnA  nosb3oBaTesien  UMHPOPMALUNOHHbIX
TEXHOIOTUIN B Pa3/INYHbIX chepax.



http://www.iprbookshop.ru/
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h IPR MEDIA

“ IPR BOOKS

Cysopoea, I. M. UHpopmayuoHHaa 6e3zonacHoCMb
yuyebHoe nocobue / I. M. Cyeopoea. — Capamoe
By3oeckoe obpa3oeaHue, 2019. — 214 c. // IPRbooks
3N1eKMpOoHHO-6ubnuomeyHasn cucmema. - URL:
https://www.iprbookshop.ru/86938.html (dama
obpawjeHua: 14.09.2021). - Pexcum docmyna: no
noonucke.

B yyebHOM nocobum paccMOTPeHbl TeopeTudeckne U
NMPaKTUYeCKMe BOMPOCbI OpraHM3auuM U ynpas/ieHUs B
cpepe wnHPOpPMaUMOHHOM b6e3onacHOCTU rocygapcrTea W
3aWMTbl  MHPOPMALMKN;, KOMMNIAEKC B3aMMOCBA3AHHbIX
npobnem B obecneyeHuMn bHesonacHoOCTM MHPoOpmaLUM B
peXxnme cekpetHoctn. Ocoboe BHMMaHME yaeneHo 3aluTe
MHbopmaLmnu Ha npeanpuaTUM, cocTaBaAloLWein
KOMMEPYECKYIO TaMHY, TEXHONOrM4Yeckon uHPopmMauun
Hay4YHO-TEXHUYECKOro XapaKTepa.



http://www.iprbookshop.ru/
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p IPR MEDIA

h IPR BOOKS

®ununnoe, b. U. UHPopmayuoHHaa 6eszonacHocMe.
OcHo8bl HadéxcHocmu cpedcme ceas3u : yvyebHuk / b. U.
®ununnoes, O. I. lllepcmHeea. — Capamoe : Al IMu 3p
Medua, 2019. - 227 c. // IPRbooks : anekmpoHHO-
6ubnuomeyHasn cucmema. - URL:
https://www.iprbookshop.ru/80290.html (dama
obpaweHun: 14.09.2021). - Pexum Odocmyna: no
noonucke.

B HacTosleMm yyebHMKe paccMaTpuBaloTCA TeopeTmyecKkume
M NPaKTUYECKNEe acneKTbl TEOPUU HAOENHOCTU C/OXKHbIX
TEXHUYECKUX 0OBEKTOB U cUCTEM. ABTOpaMK npeasiaraeTcs
CUCTEMATMYECKOoe N3N0XKeHUe MeTo/08 OLEeHKMN
nokasaTenen HaAEéKHOCTU, AMAarHOCTUPOBAHMA U KOHTPOAA
annapaTHbIX cpeacTs. OTpa’keHbl nccnenoBaHms
MaTeMaTUYECKUX  moaenemn HaAEKHOCTH cpeacTs
UMPPOBON TEXHUKU, TE/IEKOMMYHUKALUMOHHBLIX CETEN W
cpeacTs  CBs3W;  NpeAcTaBAeHbl  TUNOBble  3adayu
HaAEXHOCTU U KOHTPOA U MYTU UX pPeLLleHus.

E. &
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h IPR BOOKS

®omuH, 4. B. 3awyuma uHpopmayuu: cneyuanusupo8aHHsle
ammecmoe8aHHble  NPo2PaMMHbIe u  npo2pammHo-
annapamHsie cpedcmea : npakmukym / 4. B. ®omuH. -
Capamoe : By3oeckoe o6pasoeaHue, 2021. - 218 c. //
IPRbooks : anekmpoHHO-6ubnuomeyHaa cucmema. — URL:
https://www.iprbookshop.ru/110329.html (dama
obpaweHusn: 14.09.2021). — Pexcum docmyna: no noonucke.

MpakTUKym coaepxnt nabopatopHbie paboTtbl no paboTte B
nporpammax 6e3B03BpPaTHOrO yAaneHUs AaHHbIX C HocuTenewn
nHpopmauum «Tepbep», pa3paboTKM U KOHTPOANA MoAenemn
pa3rpaHUYeHnA NpaB AOCTyNna W KOHTPOJA UX BbINONHEHUA
«PeBn3op XP», KOHTPONA WU3MEHEHUN 0O6BEKTOB ¢$HalnoBOM
cuctembl «PuKe». PaccMoOTpeHbl CKaHep ceTeBbIX YA3BUMOCTEMN
NoKanbHOM cetn «PeBusop CeTu», cuUCTeMbl  3aWMUTbI
nHpopmauymm «Crpaxk NT» wm «Secret Net», nporpammHo-
annapaTHble KomnaeKcbl 3awmtbl MHPopmauum «Cobonb» U
«AKKOpAa».
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HUudopranmoEas
6e30MacCHOCTE

h IPR BOOKS

®omuH, []. B. UnhopmayuoHHasa 6ezonacHocmeo : y4ebHo-
memooduyeckoe nocobue 0na cmydeHmoe 3a04HOoU
¢opmbl obyyeHua HanpaeneHua nodzomoeku 38.03.05
«busHec-uHgpopmamuka» / [. B. ®omuH. — Capamos :
By3oeckoe obpasoeaHue, 2018. — 125 c. // IPRbooks :
3N1eKMpOHHO-6ubnuomeyHasn cucmema. - URL:
https://www.iprbookshop.ru/77318.html (dama
obpawjeHua: 14.09.2021). - Pexcum docmyna: no
noonucke.

y‘-lE6HO-M€TO,EI,VI‘-I€CKO€ nocobue no OCBOEHUIO
ANCUUNANHDI «MHbopMaumoHHan 6e3onacHoOCTbY
coaepxuTt CUCTeEMAaTU3NPOBAHHbIE 6a3oBble TeopetTnyeckmne
ceBeaeHuna COOTBETCTBYHOLWEN ANCLUUNNHDI, NATb
nabopaTopHbiXx paboT, NpMMepHbie BapuaHTbl MUTOrOBOM
KOHTpOﬂbHOVI paGOTbI N 3K3aMEHAUMNOHHOTIO TeCTa.
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lWaHbeuH, B. ®. UHpopmayuoHHaa 6e3zonacHocme u 3aujuma
uHgpopmayuu / B. @. LllaHbeuH. — 2-e u3d. — Capamos :
Mpogobpaszoearue, 2019. — 702 c. // IPRbooks : anekmpoHHo-
6ubnuomeyHasn cucmema. - URL:
https://www.iprbookshop.ru/87995.html (dama obpaweHus:
14.09.2021). — Pexcum docmyna: no nodnucke.

N3noxeHbl MeToApbl KOMMNNEKCHOro obecneyeHus
nHdopmaumoHHo 6He3onacHOCTU, TEXHONOIMM U  CpeacTBa
MHOroypoBHEBOM  3aWMTbl MHOOPMALMM B  KOMMbIOTEPHbIX
cuctemax M cetax.  Packpbitbl  yrpo3bl  MHGOPMALMOHHOM
6e30nacHOCTM B MHPOPMAUMOHHbLIX  CUCTEMAX U  CceTax.
MpeacTaBneHbl NPUHLUMMBI NOANTUKN MHGOPMALIMOHHOM
6e3onacHocTU. PaccmoTpeHbl  cTaHAapTbl  MHGOPMALMOHHOM
6e30nacHOCTU. AHANU3MPYHOTCA O0COBEHHOCTM U UHPPACTPYKTYpa
«0bnayHbIX»  BbluMcneHMn.  OcBelleHbl  KpunTtorpadpuyeckme
MeToAbl U aNroOPUTMbI 3alUTbl MHGOPMALMK, MEeToAbl U CPeacTBa
naeHTMduKaumm, ayteHTMPUKaumm M ynpaBaeHuMa [OCTynom B
MHGOPMALMOHHbBIX CUCTEMAX, METOAbI U cpeacTBa GpoOpPMUPOBaAHUSA
BMPTYa/ibHbIX  3alUMLIEHHbIX  KaHa/oB U WCNO/JIb30BaHMA
MEeKCeTEBbIX SKPAHOB.



http://www.iprbookshop.ru/

110100100

L4000011)

101101001

11,0000101:

BEICINEE OB2AS0BAHNE

BN Sapwins, A K Safaw

HHOOPMALIHOHHAR
BESOMACHOCTD

i SALIATA HHQOPMALIHH

INeKTPOHHO-6MbnnoTeyHas
cucrema

[ Znanium com|

bapaHoea, E. K. UH¢popmayuoHHaa 6e3onacHocme u
3awjuma uHgpopmayuu : y4ebHoe nocobue / E.K.
bapaHoea, A.B. babaw. - 4-e u30., nepepab. u don. —
Mockea : PUOP : UH®PA-M, 2021. - 336 c. //
Znanium.com : 3neKmMpoHHo-6ubnuomeyHaa cucmema. —
URL: https://znanium.com/catalog/product/1189326
(dama obpawjeHus: 14.09.2021). — Pexcum docmyna: no
noonucke.

MpeactaBnieHbl o0b6WME NONOXKEHUA WHPOPMALMNOHHOMN
6e3OI'IaCHOCTM, U3NO0XKEHBLI MaTeEpPUMasibl O BPEOJOHOCHbIX
nporpammax " 3allnte OT HWUX, AdHbl dHA/IUN3 N OUEHKA
NMHOOPMALMOHHBIX  PUCKOB, Yrpo3 WU  YA3BUMOCTEWM
KOMMbOTEPHbIX CUCTEM.
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E.B. Dausiexax, H.B. Hnncapun

HHOOPMAITHOHHAR
BE3OMACHOCTD
KOHCTPYKIIHI 3BM H CHCTEM

YHYHEEHOE NOCOCEHWE

INeKTPOHHO-6MbnnoTeyHas
cucrema

[ Znanium com|

FuHxckasa, E. B. WHgopmayuoHHaa 6e3onacHoCcmMo
KoHcmpykyuli 9BM u cucmem : yyebHoe nocobue / E. B.
FuHckas, H. B. YuvyeapuH. — Mockea : UH®PA-M, 2021. -
118 c. // Znanium.com :@ 3neKmpoHHO-6ubauomeyHan
cucmema. - URL:
https://znanium.com/catalog/product/1178152 (éama
obpawjeHua: 14.09.2021). - Pexcum docmyna: no
noonucke.

KHura noceALleHa BOMPOCam obecneyeHunn
nHpopmaymoHHon besonacHoctn IBM, cuctem u ceten.
OTaenbHoe BHMMaHWe yaeneHo Bonpocam 6e30nacHOCTU
cuctem CAD/CAM/CALS/PLM.
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OCHOBBI
HHOOPMAITHOHHON
BE3OIACHOCTH

NPEITNIPHATHA

INeKTPOHHO-6MbnnoTeyHas
cucrema

[ Znanium com|

» | OO

MpuwuHa, H. B. OcHoegbl uHgopmayuoHHoOU
6e3zonacHocmu npednpuamusn :@ yyebHoe nocobue / H.B.
MpuwuHa. — Mockea : UH®PA-M, 2021. - 216 c. //
Znanium.com : 3neKmMpoHHo-6ubnuomeyHaa cucmema. —
URL: https://znanium.com/catalog/product/1784437
(dama obpawjeHun: 14.09.2021). — Pexcum docmyna: no
noonucke.

B y‘-IE6HOM nocobuwm paccMoTpeHbl OCHOBHbIE TMOHATUA,
onpeaeneHna, nonoxXeHna n metTogosiorm4eckme nogxobl
K opraHn3sauunun KOMM/IEKCHOW CUCTemMbl 3aWunThbl
nHpopmauymmn. Ocoboe BHUMaHMe yaeneHo npobaeme
YyesnoBeyeckoro ¢pakropa.
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SAIITHTA
HHOOPMALIHH
H HHOOPMAIIHOHHAA
BE3OIACHOCTD

INeKTPOHHO-6MbnnoTeyHas
cucrema

[ Znanium com|

» | OO

Coives, 10. H. 3awyjuma uHgopmayuu u UHPOpMayUOHHAA
6eszonacHocmb :@ yvyebHoe nocobue / KO.H. Coiyes. -
Mockea : UH®PA-M, 2021. - 201 c. // Znanium.com :
3N1eKMpOoHHO-6ubnuomeyHasn cucmema. - URL:
https://znanium.com/catalog/product/1013711  (éama
obpawjeHua: 14.09.2021). - Pexcum docmyna: no
noonucke.

PacKpblTbl OCHOBbl MHGPOPMALMOHHOM Be30nacHOCTH,

PacCMOTpPEHDI pa3/inyHble yrposbl 6esonacHoCTH
nHdopmaumm, NPOaHaN3NPOBaHDI BPeAOHOCHble
nporpamMmmbl U MeToAbl 3aWWUTbl OT HUX, W3/0XKEHA
TEXHOJ/I0TUA MOCTPOEHMA 3aLWMLLEHHbIX

dBTOMATU3NPOBAHHbBIX CUCTEM.



https://znanium.com/catalog/searchext

110100100

L40000LLY

101101001

11,0000101:

SALLKUTA
UHOOPMALIK
B BAHKOBCKUX

CUCTEMAX

YHOPaUT
k OBPA3OBATEAbHAS
MNAAT®OPMA

BHykos, A. A. 3awjuma uH¢popmayuu 6 baAHKOBCKUX
cucmemax : y4ebHoe nocobue Ans sy3oe / A. A. BHykos. — 2-e
u30., ucnp. u don. — Mockea : Usdamenoscmeo Opaiim, 2021.
- 246 c. // IOpailim : anekmpoHHo-6ubnuomeyHasa cucmema.
— URL: https://urait.ru/bcode/468273 (dama obpaweHus:
14.09.2021). - Pexcum docmyna: no noonucke.

PaccmoTpeHbl OCHOBHble MOHATUA 3aWMTbl MHPOPMaLUK,
NpaBoBas CTOPOHA 3awutbl WHPoOpmauMm B bOaHKax U
6aHKOBCKUX cucremax, KoHuenununm wm npuHUunol NOJIUTUKU
6e3onacHOCTM B BaHKax U BaHKOBCKMX CUCTEMAX, TEXHUYECKoe
obecneyeHne 6e3onacHOCTU KOMMepyecKkoro 6aHka. O606LWéH
MaTepunan o6 aTakax Ha uudpoBYy MOAMNUCb, ANTOPUTMbI,
KpMNTOCUCTEMY, NpPeAcTaB/ieHbl aNropUTMbl  3N1EKTPOHHOM
umdbpoBor nognucu, nonurpadpuyeckme u ronorpaduyeckme
MeToAbl 3aWnTbl OT PanbCnUPUKALUUN OOKYMEHTOB M LLEHHbIX
6ymar. OcBelleHbl BOMPOCbI MPUMEHEHUSA NPOTrPaMMHOro
obecneyeHna ANA  KOHTPOANA MNOAJMHHOCTM [AOKYMEHTOB,
peweHnn p[na 3awmtbl KOPMOPAaTUBHOM U KOMMEPYECKOWM
nHbopmauum.
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MHOOPMALIMOHHAS
BE3OMACHOCTb 1 3ALLMTA
HHOOPMALIN

3eHkos, A. B. UHpopmayuoHHaa b6e3zonacHocme u 3awuma
uHgopmayuu : yvebHoe nocobue dna ey3oe / A. B. 3eHKos. —
Mockea : U30amenscmeo KOpalim, 2021. - 104 c. // Opaiim :
3n1eKmpoHHo-6ubauomeyHasn cucmema. - URL:
https://urait.ru/bcode/477968 (dama obpaweHus:
14.09.2021). - Pexcum docmyna: no noonucke.

Kakue npaBa B WHPOpPMAUMOHHOM cdepe rapaHTUpyer
rpaxkgaHam KoHctutyuma Poccuinckon depepaunn? Yem
Kpuntorpadma oTanMYaeTca OT cTeraHorpadmm?  Kakosbl
CPaBHUTE/IbHbIE NMPEMMYLLECTBA U HEJOCTAaTKU CUMMETPUYHbIX
N ACMMMETPUYHbIX wndpos? CywecTtsyloT an  wuodpsl,
abconoTHO ycTtonumBble K B31oMy? Kak Teopua 4ucen
obecneynBaeT KOHPUAEHLUMANbHOCTb U AYTEHTUYHOCTb MNpPU
obmeHe coobuieHnamn? OTBETbl Ha 3TU U ApYyrue BOMPOCHI
ynTaTtenb HaMAET B AaHHOM M3aaHuUKU. Kypc ABNAETCA KPaTKUM
BBeAeHMEM B WMHPOPMALMOHHYIO 6e30MacHOCTb M 3aWmTy
MHPOPMALUMN N COOEPMKUT NEKLUN, YNPAXKHEHUA, MaTEpPUanbI
ANA NPAaKTUYECKUX 3aHATUIM N NnabopaTopHbIX paboT.
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KaszapuHn, O. B. [pozpammHo-annapamHele cpedcmea
3awumel  uHgopmayuu. 3awuma nNPO2PAMMHO20
obecneyeHusa : y4ebHUK u npakmukym 0na ey3oe / O. B.
KasapuHn, A. C. 3a6abypuH. — Mockea : U30amenbcmeo
IOpaiim, 2021. - 312 c. // IOpaiim : 3neKmMpoHHO-
6ubnuomeyHasn cucmema. - URL:
https://urait.ru/bcode/471159 (dama  obpawjeHus:
14.09.2021). - Pexcum docmyna: no nodnuckxe.

MpeactaBneHbl TeopuAa W NpakTMka 6esonacHocTy
nporpammHoro obecneyeHua; mepbl, MeToabl MU Cnocobbl
3alMTbl NPOrpamMmm OT AEeCTPYKTUBHbIX YrPO3 B NpoLLecce mnx
BO3HUKHOBEHMA WU  peanmsauum B COBPEMEHHbIX
MHPOPMaALIMOHHbIX cMcTeMaX. M3103KeHbl OpraHnM3auMoHHO-
TEXHUYECKUNe " HOPMaTMBHO-NPaBOBbIE acrnekKTbl
pa3paboTKM WM 3KcnayaTauumM nporpamm, B TOM 4ucne
npouecc cepTMdMKauumM NPOrpaMMHbIX KOMMJIEKCOB MO
TpeboBaHMAM 6e3onacHOCTU MHOPMaLUN.



https://urait.ru/

UHOOPMALIMOHHAS

Cysopoea, I. M. UHpopmayuoHHaa 6e3zonacHoCMb
yuyebHoe nocobue dnsa sy3oe / I. M. Cyeopoea. — Mockea
U3damenbcmeo Opaiim, 2021. — 253 c. // Opaiim
3NeKMpoHHo-6ubnuomevyHaa cucmema. - URL:
https://urait.ru/bcode/467370 (dama  obpawjeHus:
14.09.2021). - Pexcum docmyna: no noonuckxe.

B Kypce pacCMOTpeHbl TeopeTUuyeckne u npaKkTuyeckue
BOMPOCbI  OpraHM3auuMm M ynpasneHna B  chepe
MHPopMaLUMOHHOMN 6e30nacHOCTM rocyaapcTBa M 3aWUTbl
MH(I)OpmaLI,VIM; KOMMJZIEKC B3adaMMOCBA3adHHDbIX npo6neM B
obecneyeHnn 6esonacHoCcTM WHPoOpMaAUUM B pexume
CEKPETHOCTH. Ocoboe BHUMaHUe vaeneHo 3aute Ha
npeanpuaTum nHbopmaumu, COCTaBNAOLWEN
KOMMEPYECKYIO TaMHY, TEXHONOINM4Yeckon uHPopMaLUn
HAY4YHO-TEXHNYECKOTIO XapaKTepa.
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YepHoea, E. B. MWHPopmayuoHHaa bezonacHocmeo
yenoeeka : y4ebHoe nocobue Ansn ey3oe / E. B. YepHoea. —
2-e u30., ucnp. u don. — Mockea : U30amenbcmeo Opaiim,
2021. - 243 c. // IOpaiim : anekmpoHHO-6ubauomeyHan
cucmema. — URL: https://urait.ru/bcode/476294 (dama
obpaweHun: 14.09.2021). - Pexum Odocmyna: no
noonucke.

[NaBHas LeNb Kypca — NO3HaKOMUTb CTYAEHTOB C OCHOBaMM
obecneyeHna MHPOpMaLMOHHONW 6e30NacHOCTU M 3aLLUUTDI
nHdopmaumm, BbipaboTtaTb NpeacTaBleHNne O 3HAYMMOCTU
npobnembl obecneyeHna 6e30nNacHOCTU /NNYHOCTUM B
MWUPOBOM MHPOPMaLMOHHOM coobliecTse, chopmmnpPoBaTH
OCHOBHble  31eMeHTbl  MHPOPMALMOHHOMN  KYAbTypbl,
pa3BUTb MHGOPMALMOHHbIE 7 06LEeKYyNbTYPHblE
KOMMeTeHUMN, 3HauMmble AN YCNewHOro JAMYHOCTHOrO
pa3BUTMA U NpodpeccMOoHabHOro PocTa.
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Llleanos, A. 0. 3awyjuma uHgpopmayuu: 0CHO8bI meopuu :
yuyebHuKk 0na ey3oe / A. I0. llez2noe, K. A. Llleanos. —
Mockea : U3damenbcmeo IOpaiim, 2021. - 309 c. //
IOpaiim : anekmpoHHO-6ubnuomeyHaa cucmema. — URL:
https://urait.ru/bcode/469866 (dama  obpaweHus:
14.09.2021). - Pexcum docmyna: no noonuckxe.

Llenb yyebHMKa — CUCTEMHOE W3N0XKEHUE OCHOBHbIX
NPUHUMMIOB M METOA40B MaTeMaTUYEeCKOro MoAeIMpoBaHus,
a Tak»e dopmanbHOro n HebopmMaabHOro NPOEKTUPOBaAHUA
cucTem  3awmtbl  MHbOPMauUMKM, 06pasyloLWMX OCHOBY
Teopun 3awmtbl MHGopMmauun. B yyebHMKe npmsBoaATCA
OCHOBblI MaTeMaTUYeCKOM Teopun 3aLLnTbl MHGOPMaLMK, a
TaK¥e ocHoBoMnonarawuwme noaxodbl K noctpoeHuto C3U,
yto nossonsetr chdopmupoBaTb Yy  obyyatloLerocs
onpefenéHHylo  cuctemy  B3r1S40B  Ha  BOMPOCHI
NPOEKTUPOBaAHNA TaKUX CUCTEM. PaccmaTpuBaemble B KHUTE
noaxodbl K MaTeMaTMYeCKOMY MOAENUPOBaHUIO ANA
HarnAAHOCTU UAMIOCTPUPYIOTCA MPOCTbIMU NPUMEPAMMU.

E. &
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A6upaposa, A. A. Metop o6ecneueHua nHpopmauyuoHHoi 6esonacHoctu / A. A.
A6upaposa // QocTtuxkeHua Hayku U o6pasoBaHua. — 2020. — Ne 4 (58). - C. 11-
12. — URL: https://www.elibrary.ru/item.asp?id=42487669 (paTta obpalieHus:
14.09.2021). — Pexkxum gocTtyna: Ana 3apernctpmp. nonb3oBaTenen.

Fnywenko, E. C. UHpopmauuoHHaa 6esonacHocte / E. C. MnyweHko, T. H.
lWapbinosa // Colloquium-journal. — 2020. — Ne 3-1 (55). - C. 41-42. — URL:
https://www.elibrary.ru/item.asp?id=42479263 (paTta obpaweHua: 14.09.2021). —
Pesknum gocTtyna: Ana 3aperncTpmp. noab3oBaTenem.

DasbipoBa, E. H. Metoauka OULEHKM AOCTaTOMHOCTU CUCTEMbI 3aLUTbI
KomnbiotepHoit uHopmauuu / E. H. Aasbipgosa, A. 0. Kpiokosa, O. A.
Nandunosa // BectHuk BopoHexckoro uHctutyra ®CUH Poccuu. — 2020. — Ne 1.
— C. 68-78. — URL: https://www.elibrary.ru/item.asp?id=42845832 (paTa
obpaweHuna: 14.09.2021). — Pexkum goctyna: And 3aperncTpup. nosb3oBaTenei.
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