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1 OOume mooKeHus

Pabouas nporpamma 1 pOHI OIIEHOUHBIX CPEJICTB AUCIUILINHBI «AHAU3 U 3aIuTa BeO-
MIPUJIOKEHU» COCTABIICHBI B COOTBETCTBUU C TPeOOBaHUSIMHU (peliepaibHOrO rocyAapCTBEHHOTO
00pa30BaTeNLHOTO CTaHIApTa, YTBEPKIEHHOTO npukazoM MuHoOpHayku Poccuiickoii @enepa-
1n oT 26.11.2020 Nel1457, u ocHOBHO#M nipodeccrnoHanbHO 00pa30BaTeIbHOM MPOrpaMMBbl
MOJTOTOBKH «AHAIN3 0€30MacHOCTH HH()OPMAIIMOHHBIX CUCTEM» 110 criernanbHocTH «10.05.03
HNudopmanmonHasi 6e30macCHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM.

3agaun O0ecneunTh OCBOEHUE OCHOB:

AUCIHUIIINHBL ® [IPOBOJUTH AHAM3 M BBIMOJIHATH IOCIEIOBATEIFHOC TECTHPOBAHHE BCEX
croco0o0B aTaku Ha BeO-npuioxkenuit o kinaccuduranmu OWASP Top 10.

OcCHOBHEBIE 1. Kownuemnmuu Be0-caiToB

pazziesbl / TeMbI Unbeknun

JIUACIIUILINHBI

CoOoNORWN

B3nom ayreHTH(UKAINU U ceaHca
VYTeuka BaKHBIX JaHHBIX
Buemnne XML 00beKThI
Hapymienue koHTpoIs 1ocTymna
Heb6e3onacnas koHpurypanus
MesxcaiiToBbIii cKpunTUHT (XSS)
Hebe3onacHas aecepuanusanus
10 Hcnonb30BaHuEe KOMIIOHEHTOB C U3BECTHBIMU YA3BUMOCTSMHU
11. OrcyTcTBHE KYpHAJIMPOBAHUSI U MOHUTOPHHTA

2 IlepeyeHb NIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUsI 1O AUCHUILIMHE (MOYJII0),
COOTHECEHHBIX C HHIMKATOPAMH JOCTUKEHUS] KOMIIeTeHIIUH

[Tponiecc u3ydeHus TUCHUIUIMHBI «HanMeHOBaHUE TUCIUTUIMHEI)Y» HampaBlieH Ha (op-
MUpOBaHUE Cleayromux KommnereHuuii B coorBerctBuu ¢ ®I'OC BO u ocHoBHO# 00Opa3oBa-

TEJIbHON MPOrpaMMON:

Kon n HauMeHOBaHUEe KOMIIE-
TEeHIIUHU

I/IHI[I/IKaTOpI)I JOCTHIXCHU

[Inanupyemsle pe3ysbTaTsl
00y4YeHHs 10 JUCLUIUINHE

oOmenpodeccuoHaibHbIC

OIIK-13 CnocoGeH opranu-
30BBIBaTh U MPOBOJUTH AHa-
THOCTHKY M TECTUPOBAHUE
CHUCTEM 3alllUThl HHpOpMaIUH
ABTOMATU3UPOBAHHBIX CH-
CTEM, IPOBOJUTH aHAIU3 ysI3-
BHMOCTEH CHCTEM 3alIUTHI
uH(pOpMaIUK aBTOMATHU3HPO-
BaHHBIX CHCTEM;

OIIK-13.1 3HaeT ocCHOBHbIE
MOJIXO/bI K MPOBECHHIO aHa-
TM3a 3AIUIIEHHOCTH U TECTH-
POBaHUS CUCTEM 3allUThl UH-
(dhopmaruu aBTOMaTU3UPOBAH-
HBIX CUCTEM

OIIK-13.2 YMmeeT BoIOUpaTh
[IPOrpaMMHOE U amIapaTHoe
oOecrnieueHue AJisi IpOBEACHUS
aHaJM3a 3aIlUIIEeHHOCTH U Te-
CTHPOBAHUS CHCTEM 3aIUTHI
uH(pOpMalnY; TPOBOJAUTH aHa-
T3 YSA3BUMOCTEHN CUCTEM 3a-
IIUTHI HHPOPMAILIUK aBTOMATH-
3UPOBAHHBIX CUCTEM

OCHOBHBIX ITOJIXOJIOB K TIOUCKY
uHbOpMaIlMd B KOMIIBIOTEP-
HBIX CHCTEMaX, CeTIX, Ouo-
JUOTEYHBIX POHIAX HCIONb-
30Bath OBM g mowmcka uH-
dbopMalii B KOMITBIOTEPHBIX
CHUCTEeMaX, CeTAX, OMONMmoTed-
HBIX (hoHMIA

norcka MHGOpMaUU B KOM-
MBIOTEPHBIX CHUCTEMAaX, CETsX,
OnOMMOTEeYHBIX (HOHTAX
METOJIOB TIOMCKA, W3yYeHUs
CHCTEMaTH3alMu W 00001Ie-
HUA UWH(QOpPMAlUM HA WHO-
CTPaHHOM SI3bIKE ocy-
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OIIK-13.3 Biageer HaBbIKaMH
MIPOBE/ICHUS aHAIHM3a 3allH-
IIEHHOCTH aBTOMAaTU3HPOBAH-
HBIX CHCTEM, TECTUPOBAHUS
CHCTEM 3aIIUThl UHPOPMALIUU
ABTOMATH3HPOBAHHBIX CHCTEM,
MIPOBE/ICHUS aHAJIM3a YsI3BU-
MOCTEH CUCTEeM 3allUThl WH-
(dhopMaluu aBTOMaTU3UPOBAH-
HBIX CHCTEM

IIECTBIIATh TIOMCK, W3YYCHHE,
0o0001IeHne W cucreMaTu3a-
oy MH(GOpPMaMK Ha HHO-
CTPaHHOM SI3bIKE paboTsI
C HAYYHO-TEXHHUYECKOM WH-
(dbopmarueit, HOpMaTUBHBIMU U
METOJIMYCCKUMU MaTepHallaMu
B cdepe mnpodeccrnoHaTbHOM
NESATEIIbHOCTH Ha WHOCTPaH-
HOM $I3bIKE

3 MecTo nucuMIUIMHBI (MOIYJIsA) B CTPYKTYpe 00pa3oBaTeIbHOM MPOrpaMMbl

JlucuurmuinHa BXOJUT B cocTaB Osoka 1 «JIMCIUIIIIMHBI (MOYJIH)» M OTHOCUTCS K 0051-

3aTEJILHON YacCTH.

Mecto aucumruinHbl (3Tan GOpMHPOBAHHS KOMIIETEHIIMH) OTPAXKEHO B cxeme (popmu-
pOBaHMS KOMIETCHIIMU, MPEJCTABICHHOW B NOKyMeHTe OyeHouHvle mamepuansi, pa3MelleH-
HOM Ha caiite yHuBepcutTera WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03
HUngopmayuonnas bezonacnocms agmomamusuposanuvix cucmem /Oyenounvle Mamepuavl).

JuctuiuimHa ««HanMeHoOBaHUE JUCHUIUIMHBIY YaCTUYHO peayindyercs B (opme mpak-
TUYECKOM TOATrOTOBKH. [IpakTHdeckass OArOTOBKA OpraHU3yeTcs IMyTeM IMpOBeIeHUs, Jabopa-
TOPHBIX PabOT, BBIMOJIHEHHS KYPCOBBIX/ pabOT, MHBIX BUIOB y4eOHOMU ACITEIHHOCTH.

4 CopepxxaHue IUCHUILIMHBI (MOYJs1), CTPYKTYPHPOBaHHOE [0 TeMaM
(pa3zaesiaM) ¢ ykazaHueM OTBEIE€HHOI0 HA HUX KOJMYECTBA aKaJeMUYeCKHX
4acoB ¥ BU/JIOB y4eOHOH padoThl

4.1 CTpykTypa H cojep:KaHHe TUCIUIIHHBI 1J151 04HOIi (popMBbI 00yUeHHst

Z[I/ICI_II/IHJ'II/IHa «AHamnu3 u 3aluTa Be6-HpHJIO)KeHPII>i» HU3y4acTCAa Ha 5 Kypce, 9 CEeMCCTpC.

OO0mast Tpym0EMKOCTh JTUCIUTUIMHBI COCTaBIISET 3 3., 108 4., B TOM umcie
KOHTaKTHasi paboTa 00yJaromuxcs ¢ npenojgasareieM 64 4., IpOMEKyTOYHAs aTTECTAIlUs B
dbopme 3adera ¢ OIEHKOH, CaMOCTOsTeNbHAs paboTa oOyuatomuxcs __ 44 9,

HanmeHnoBaHue pa3zienoB, TEM U CO-
JepyKaHue MaTeprana

Bunel yue6HOM paboThl, BKIIIOYasi CAMOCTOATEIbHYIO pa-
00Ty 00yJaronmxcs ¥ TPYA0EMKOCTb (B yacax)

KonrtakTHas padota
npenojaBaTes ¢ 00yJaromu-

MHUCHA

IIpom.

Jlexuuu

[IpakTu-
YECKHE
3aHATUSA

JlaGopa-
TOPHBIC
paboThI

HNKP CPC

aTTCCT.

Konnermmuu BeO-caiiToB. [IpuHImmGI
paboTel  BeO-cepBepoB U BeO-
npuinoxkeHui. [lpunnuner 6e3omac-
HOCTH BeO-caiiToB U BeO-
npunoxxkeHuid. Yro takoe OWASP.
O0630p knaccupukanuu OWASP
Top 10. 3HaKOMCTBO C MHCTPYMEH-
TaMH  JUIS  BBIIOJHEHUS  aTak.
HacTtpoiika nabopatopuu
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HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-
00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCA

Jlexknuu

IIpakTu-
YEeCKUe
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

NKP

[Tpom.
aTTecT.

CPC

Nuabsexiuu. YTto Takoe MHBEKIIUHM U
MOYEeMY OHHM CTaHOBATCS BO3MOXK-
HbeiMu. He SQL unbeknuu. [Ipocteie
SQL unbekiuu. Cnensie SQL uHb-
CKIINH

B3iiom ayreHTH(UKaIMU U ceaHca.
Ataku Ha ayTeHTH(DUKAIUIO. ATaku
Ha yMpaBJIEHUE CEaHCOM

YTeuka BaXHBIX NaHHBIX. [IpuHIM-
Ibl aTak, NPUBOASIIUX K YTEUKe
JTAaHHBIX

Buemmune XML 06bexThl. UTO Ta-
Koe BHeIIHHE 00beKTh XML
(XXE). IlpuHiumne! atak Ha BHEIII-
HHe 00beKTEl XML

Hapymenne koHTpos gocrymna.
Konnenuuu DOR. [Tpunuuns! arak
Ha (pyHKIIMOHAIBHBIA ypoBeHb. UTO
Takoe o0xo katanora. [Ipegnasna-
yeHue 3arosioBka xocra B HTTP.
KoHuenmnuy noaxiro4eHus J0Kajb-
HOTO WM yhaneHHoro ¢aia. Ipy-
M€ BO3MOXHOCTU OTPaHUUYEHUS J10-
ctymna. YTo Takoe mojjienka 3amnpo-
coB Ha ctopoHe cepBepa (SSRF).
Urto Takoe BHemHNE 00HeKTH XML
(XXE)

Heb6e3onacnas konduryparus.
[TpuHIMIBI aTak HAa KOH(QUTYpAIHIO.
[Tpou3BoabHBIN JOCTYI K (aiinam B
Samba. ®aiin MeXTOMEHHOM MOJIH-
tuku Flash. Obiuue pecypcsl B
AJAX. MexcaiiToBast TpacCUpOBKa
(XST)

MexcalToBbIi cKpunTUHT (XSS).
Konnenuuu XSS. OTpaxeHHbIe
XSS. Yro takoe JSON. Yro Takoe
AJAX. Yto Takoe ¢pyakuus Eval.
Yro takoe atpudytr HREF. UTto Ta-
koe phpMyAdmin. Xpauumsie XSS
Hebe3onacHas necepuanusanusi.
Yro Takoe cepuanuzalus u Aecepu-
anusanus. [IpuHune! aTak Ha He-
0e30MacHyI0 IecepHan3alnIo

16

16

22




HanmenoBanue pa3znenos, TEM U CO-

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-
00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

epKaHue MaTepuania MUCSI [Tpom.
AP P ukp | P CPC
[Ipaktu- | JlabGopa- aTTecT.
Jlekuuu | 4Yeckue | TOpHBIE
3aHATUS | paboTHI
Hcnonp30BaHne KOMITOHEHTOB C H3-
BECTHBIMH ysi3BUMOCTsIMU. KoH1ien-
IIUY NHBEHTAPHU3AIMH YSI3BUMOCTEH.
Uro Takoe nepenoiaHeHue 0ydepa
OTCcyTCTBHE )KYPHAIUPOBAHUS U
MoOHUTOpHHTa. KOHIEeNIINY KypHa-
JIMPOBAHUS B BEO-TIPUIIOKECHUSX
IK3amen - - - - -
UTOTro 32 32
10 AUCIHUTJIHHE B TOM
B TOM
YHCIIC B
YHCIIC B
dbopme
paK dopme
P - IIpaKTH- - - 44
THYe- .
. 4eCKOi
CKOM
OJITO-
HOJTO-
TOBKHU:
TOBKHU: 3
8

* peanuzyercs B (popMe MPaKTUYECKOUN MOATOTOBKH

5 OmueHo4HbIe CpeacTBA IS IPOBeIeHNs TeKYyLero KOHTPOJIsl U
NMPOMEKYTOYHOM aTTeCTANMH 00y4aI0IHXCS 10 JUCHHILIHHE (MOLY1I0)

@OHBl OLEHOYHBIX CPEJCTB Ul NMPOBEACHUS TEKYIIEro KOHTPOJIS YCHEBAeMOCTU U
IPOMEKYTOYHOW aTTECTAllMU OOCYXIAIOTCS M YTBEPXKIAIOTCS Ha 3acemanuu kadenpsl. [loi-
HBIM KOMIUIEKT KOHTPOJIBHBIX 3a/IaHUN U UHBIX MAaTEPHAIIOB, HEOOXOAUMBIX /I OICHUBAHUS
pe3yabTaToB OOY4YEHUS MO JUCHUIUIMHE (MOIYIIO) XpaHUTCS Ha Kadeape-pazpaboTunke B Oy-
Ma)XHOM HJIM 3JIEKTPOHHOM BHJI€, TaKkKe (POHJIbI OLIEHOYHBIX CPEJICTB JAOCTYIHBI CTYyJI€HTaM B
JUYHOM KaOMHeTe — pa3fien yueOHO-MeTOAnUecKoe 0OecrieueHue.

6 YueOHO-MeTOAMYECKOEe M HHPOPMALMOHHOE 00ecedeHHe TUCIUTITUHBI

(MmonxyJis)

6.1 OcHoBHasi ¥ 10NOJHUTEJILHAS JUTEepaTypa

[lepeueHs peKOMEHyeMOWH OCHOBHOUM M JOMOJHUTEIHLHOW JUTEPATyphl MPEJCTaBICH Ha
caiite yHuBepcutreta WWW.Knastu.ru / Haw ynuseepcumem / Obpazosanue / 10.05.03 Hnpopma-
YuonHas 6e30nacHoCms a8MoMamusuposanHvlx cucmem / Pabouuii yuebnwiii naan / Peecmp nu-

mepamypul.

6.2 CoBpemeHHbIe IpodeccHOHATbHBbIE 0a3bl JAHHBIX H HHGOPMALIMOHHbIE
CIIPABOYHbIE CHCTEMbI, HCIOJIb3yeMble NP 0CyLecTBIeHUH 00pa30BaTeIbHOI0

6



http://www.knastu.ru/

nmpouecca 1nmo TMCumIlinHe

Kaxxnomy obyvaromemycsi odecrieueH 1octyn (yAaaeHHBIA TOCTYI), B TOM YUCIE B CITy-
yae MPUMEHEHHUS DJIEKTPOHHOTO OOYYEHHUs, NUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHH, K
COBPEMEHHBIM MPO(PECCHOHANBHBIM 0a3aM NaHHBIX U MH(POPMAIIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPbIMH Y YHUBEPCUTETA 3aKIFOUEH JOTOBOP.

[lepeuenb pexkOMEHIyEeMbIX TPOPECCHOHATBHBIX 0a3 NaHHBIX W WH(GOPMAIMOHHBIX
CMPABOYHBIX CHCTEM IPEICTABJICH Ha caiiTe yHuBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpazosanue / 10.05.03 Ungopmayuonnas 6e3onacnocms asmomamusuposantvlx cucmem |
Pabouuii yueonwviii nnar / Peecmp 95C.

AkTyanpHast HTHPOpPMaIUS MO 3aKIIOUYEHHBIM Ha TeKYIIUNA y4eOHBIH IO/l TOTOBOpaM IMpH-
BeJZleHa Ha cTpanuile HayuHno-texandeckoit onbnmoreku (HTH) Ha caiite ynuBepcurera

https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HH(GOPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«HTEepHeT», HEOOXOAMMBIX /15l OCBOECHHS TUCHUILIUHBI (MOIYJIs)

Ha crpanune HTB M0XHO BOCHOB30BaThCsi HHTEPHET-PECYPCAMU OTKPBITOTO JOCTYIIA
10 YKpYIHEHHOU rpymnme Hanpasinenuid u cnenuansaoctedd (YI'HC) 10.00.00 Undopmanmonnas
0e30MacHOCTb!

https://knastu.ru/page/539

HaszBanue caiita \ DIIEKTPOHHBIN ajipec

CaiiThl 2JIEKTPOHHBIX ()OHJJOB HOPMATHBHO-TEXHUYECKOH TOKYMEHTALIUHU 110 CTPOUTEIILCTBY

baza nanHbIX HOPMAaTUBHBIX JOKYMCHTOB JIs1

http://www.norm-load.ru
CTPOUTENIbCTBA OecIIaTHas).

BecruiaTHast HH(GOPMAIHOHHO-CITPABOYHAS CH-
CTeMa OHJIAlH J0CTYyIIa K ITOJHOMY COOPaHHUIO0 http://gostrf.com
TEXHHUYECKUX HOPMATHUBHO MMPABOBBIX aKTOB PD.

TexHoskcnepT. DIeKTPOHHBINA (HOH/ TPaBOBOM U

. http://docs.cntd.ru
HOPMATUBHO-TCXHUYCCKOU JOKYMCHTAIIUU.

C IICJIBIO ITOBLIMICHUA KaY€CTBA BEACHU S O6p330BaTCJ'[BHOI\/’I ACATCIIBHOCTH B YHUBCPCUTCTC
CO3/1aHa ANEKTpOHHAas HH(POpMAIIMOHHO-00pa3oBaTenbHas cpena. OHa moapasymMeBaeT OpraHu-
3alMI0 B3aUMOJIEHCTBHUS MEX]ly 00yJaroIMMHKCS U MIPENnoaBaTesI MU Yepe3 CUCTEMY JIMUHBIX
KaOWHETOB CTYJIEHTOB, PACIOJIOKEHHBIX Ha OUIIMAIBHOM CaiiTe yHUBEpCUTETa B MH(POpMAIIH-
OHHO-TEJIEKOMMYHUKAIIMOHHOU ceTn «MHTepHeT» 1o anpecy https://student.knastu.ru. Co3gan-
Hasi ”HGOPMAIIMOHHO-00pa3oBaTeIbHas cpe/ia MO3BOSIET OCYIIECTBIATh B3aUMOJICHCTBIE MEXK-
Ny y4aCTHUKaMHU 00pa30BaTeIbHOTO MPOIIEcca MOCPEICTBOM OPTaHU3aIluH TUCTAHITHOHHOTO
KOHCYJBTHPOBAHUS IO BOIIPOCAM BBITIOJIHEHHUS TPAKTHUECKUX 3aJaHHA.

7 Opranm.aunOHﬂo-nenarornquKne yciaoBusi

Opranuzanus o0pazoBaTeIbHOIO MPOoLEcca perjaMeHTupyeTcs y4eOHbIM TUIAHOM M pac-
MUCcaHUeM y4eOHbIX 3aHATUU. SI3bIk 00ydeHus (mpenonaBaHus) - pycckuil. s Bcex BUAOB
ayJUTOPHBIX 3aHATUN aKaJIeMUYECKUI Yac YCTaHABIMBAETCS MPOJIOIDKUTEIBHOCTBIO 45 MUHYT.

[Ipn dopmupoBanuu cBOe MHAMBHAYaTbHON 00pa3oBaTeNbHON TpaeKTOpUH O0yuaro-
IIMHCS UMEET MPaBoO Ha Mepe3ayeT COOTBETCTBYIONUX JTUCHMIUIMH U MPO(ECCHOHAIBHBIX MOJTY-
JIel, OCBOEHHBIX B MPOIIECCE MPEANIECTBYIONMIETO 00YUIEHUs, KOTOPBIM OCBOOOKIAaET 00ydaroIIie-
rocsi OT HEOOXOIUMOCTH UX MMOBTOPHOTO OCBOEHHUS.

7.1 O6pa3oBaTe/ibHbIE TEXHOJIOTHH



http://www.knastu.ru/
https://knastu.ru/page/3244
https://knastu.ru/page/539

VY4eOHbIi mporecc Mpu MPEnojaBaHuu Kypca OCHOBBIBAETCS] HA MCIIOJIB30BAHUH TPAIU-
IIUOHHBIX, HTHHOBAIIMOHHBIX M MH(QOPMALMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTUH. TpaguinoH-
HBbIC O6pa3OBaTeJIBHbIe TCXHOJIOTHU MPCACTABJICHBI JICKOIUAMU U CEMHUHAPCKUMU (HpaKTI/I‘-IeCKI/I-
MH) 3aHATHAMU. VIHHOBallMOHHBIE 00pa30BaTE/IbHbIE TEXHOJIOIMH UCIOIb3YIOTCS B BUJE LIMPO-
KOTO TIPUMEHEHUS! aKTUBHBIX M MHTEPAKTUBHBIX (OPM npoBereHus 3anatuil. Mudopmarmonasie
00pa30oBaTe/IbHbIE TEXHOJOIMHM PEATU3YIOTCS IMYTEM AaKTUBHU3ALUU CAMOCTOSTENBHOW pPabOThI
CTYZICHTOB B MH(OPMAIIMOHHOHN 00pa30BaTeIbHOI cpefe.

7.2 3aHATHA JeKIHOHHOI'0 THUIIA

JIEKIIMOHHBIN KypC MPEanoaracT CUCTeMaTU3UPOBAHHOE M3JI0KEHHUE OCHOBHBIX BOIIPO-
COB y4eOHOrO IJIaHa.

Ha niepBoii iekumu eKTop 00s13aH MpeayNpeauTh CTYAEHTOB, IPUMEHUTENIBHO K KaKOMY
0a30BOMY y4eOHUKY (YUeOHMKaM, y9eOHBIM TTOCOOUSIM) OyIeT IPOYUTAH KypC.

JIeKIMOHHBIN KypC AOJDKEH JaBaTh HauOoNbLIM 00beM MHpOpManuu U 00ecreunBaTh
6osee rirybokoe NOHUMaHKUE Y4eOHBIX BOIPOCOB IPH 3HAYUTEIBHO MEHbILEH 3aTpaTre BpeMeHH,
YeM 3TO TpedyeTcst OONBITMHCTBY CTYIEHTOB Ha CAMOCTOSTEIILHOE N3YUYeHUE MaTepraa.

7.3 3aHATHS CEMHHAPCKOI0 THNA

CemuHapCcKue 3aHATHS IPEICTABISAIOT COO0H ETaIU3aLHIO JIEKIIHOHHOTO TEOPETHIECKO-
ro MaTepuaia, IPOBOISATCS B IIEJISIX 3aKPEIUICHHS Kypca H OXBAThIBAIOT BCE OCHOBHBIC Pa3ieibl.

OcHoBHOW (hOpMOY TPOBEICHHSI CEMHHAPOB SIBISIETCS 00CYXKIeHHe Hanbosee mpooieM-
HBIX ¥ CJIOKHBIX BOIIPOCOB IO OT/EIBHBIM TEMaM, a TaKke pa3dop NMPHUMEPOB U CHUTYaIHH B
ayJUTOPHBIX YCJIOBUSAX. B 00S3aHHOCTH IpemnojaBaTelisi BXOAT: OKa3aHHE METOIUYECKOH IT0-
MOIIIY ¥ KOHCYJIBTHPOBAHHE CTYCHTOB [0 COOTBETCTBYIOLIMM TEMaM Kypca.

AKTHBHOCTH Ha CCMHUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIUM KPUTCPUSAM!

* OTBETHI HA BOMPOCHI, Mpe yIaracMble MPenoaaBaTeeM;

* y4acTHe B JUCKYCCHAIX;

* BBITTOJIHEHHE MTPOEKTHBIX U MHBIX 33JaHUH;

* ACCHCTHPOBAHHE TPENOIABATEIIO B IIPOBEICHUH 3aHSATHIA.

OTBeT f0JKeH ObITh apryMEHTUPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCTIOKHBIM, COJIEPKATh
CCBIJIKHM Ha UICTOYHHKU.

Jloknazapl U ONIIOHUPOBAHHE JOKJIAJ0B MPOBEPSIOT CTENEHb BIIAJACHUS TEOPETHUECKUM
MaTepHaoM, a TaK’Ke KOPPEKTHOCTh U CTPOTOCTh PACCYKICHHH.

OrneHrBaHuE 3aJ]aHU, BBHINOJHEHHBIX Ha CEMUHAPCKOM 3aHSATHUH, BXOJHUT B HAKOIUICH-
HYIO OILICHKY.

7.4 CamocrtosiTesibHAsi pa060Ta 00y4aIOIMXCH MO JUCUUILTHHE (MOTYJIIO)

CamocrosrenbHas paboTa CTyIE€HTOB — 3TO NPOLECC aKTUBHOIO, LEJIEHAIPAaBIEHHOTO
nproOpeTeHus CTYIEHTOM HOBBIX 3HaHUM, yMEHUH 0€3 HEeMOCPEeICTBEHHOTO Y4acTHs Mpenoja-
BaTelsl, XapaKTEepU3YIOIIUNCA MPEAMETHON HampaBlIEHHOCTHbIO, 3(P(GEKTUBHBIM KOHTPOJIEM U
OLIEHKOI pe3ysbTaToB AEATEILHOCTH 00yUYaroIIerocs.

[{enu camocTOSTENbHOMN pabOTHI:

* CUCTEMAaTHU3alMs U 3aKPEIUICHUE MTOJIyYEHHBIX TEOPETUUECKUX 3HAHUN U IPAKTHUECKUX
YMEHUH CTY/ICHTOB;

- yriryOJeHne U pacliipeHie TEOPEeTUYECKUX 3HAaHUM;

- (hopMHpOBaHHE YMEHUH HCIOJIB30BaTh HOPMAaTUBHYIO M CIPABOYHYIO JTOKYMEHTALHUIO,
CIEHAJIBHYIO JINTEPATYPY;

* pa3BUTHUE MMO3HABATEJIBHBIX CIIOCOOHOCTEH, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTU U
OpPraHU30BaHHOCTH;



- (hOpMHUPOBAHHUE CAMOCTOSTEILHOCTH MBILIUICHUS, TBOPUYECKON WHUIIMATUBBI, CIIOCOOHO-
CTEH K CAMOPA3BUTHUIO, CAMOCOBEPIICHCTBOBAHUIO M CaMOpEaIN3aliy;

* Pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUHN U aKaJIEMUYECKUX HABBIKOB.

CamocrosrenbHas padoTa MOXKET OCYLIECTBIATbCS WHAMBUIYAIbHO UM IPYNIIAMH CTY-
JICHTOB B 3aBUCHUMOCTH OT II€JIH, 00beMa, YPOBHS CIIO)KHOCTH, KOHKPETHOW TEMATHUKH.

TexHomorust opraHu3ayu CaMoOCTOSTEIbHON paboThl CTYACHTOB BKIIIOYAET UCIOJIb30BaA-
HUE WH(POPMAIIMOHHBIX U MaTEPUATBHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynbTaToB BHEAYAUTOPHOM CaMOCTOATENIBHOM pPabOThl CTYAEHTOB MOXKET
IPOXOJUTH B MMCbMEHHOM, YCTHOW MIJIM CMEIIaHHOH (hopme.

CryneHTbl JOJDKHBI HOJXOAUTh K CaMOCTOSATENIBHOM paboTe Kak K HauBaKHeHIemy
CPEACTBY 3aKPEIJICHUS U PA3BUTUS TEOPETUUECKUX 3HAHUH, BHIPAOOTKE €JMHCTBA B3IJIAJ0B Ha
OTJeJIbHBIE BOIIPOCHI Kypca, IPUOOPETEHUsI OIIPEIeICHHbIX HABBIKOB M MCIIOJIb30BaHUs Ipodec-
CHUOHAJIbHOW JIUTEPaTYPHI.

1.5 MeToauuecKkue PECKOMEHIANNNA NJIH oﬁyqammnxm 0 OCBOCHHIO JTUCHMITJIHHBI

[lpr w3yyeHHH AUCUMIUIMHBI OOYYArOIIMMCS ILEJIECOOO0pPa3HO BBINIOIHSITH CIIEIYIOIIHIE
PEKOMEH 1Al H:

1. U3yuenne yueOHOM TUCIUTUIMHBI JJOJKHO BECTHCH CUCTEMATHUECKH.

2. Ilocne u3ydeHHs Kakoro-auoo paszena mo y4eOHUKY WIIM KOHCIIEKTHBIM MaTepuaiaM
PEKOMEHAYETCS TI0 MTaMsATH BOCIIPOM3BECTH OCHOBHBIC TEPMUHBI, ONIPECIICHI, TIOHATHS pa3ie-
na.

3. Ocoboe BHUMAHUE CIEAYET YIACIUTh BHITIOJHEHUIO OTUYETOB O MPAKTUYCCKUM 3aHSATH-
SIM ¥ MHJJUBHTyaJIbHBIM KOMIUIEKCHBIM 33JJaHUSIM Ha CAMOCTOSTEIIbLHYIO paboTy.

4. Bes TemMaTuka BOIPOCOB, M3Y9a€MBIX CAMOCTOSITEIILHO, 33/1a€TCSI Ha JIGKIUSAX IMPETIo-
naBaresieM. MM jke 1aroTcsi HICTOYHHKY (B MEPBYIO OuYepe/lb BHOBb U3JIAHHBIC B TICPUOTUUCCKOM
HAYYHOI JuTeparype) Ui 0ojee AeTaIbHOTO MOHUMaHUs BOIIPOCOB, 03BYYEHHBIX Ha JICKIINH.

[Tpu camocTosTENEHON IPOPAOOTKE Kypca 00yJaroIuecs TOJIKHBI:

* IPOCMATPHUBATh OCHOBHEIE OTIPE/ICICHUS U (PAaKTHI;

- IOBTOPUTH 3aKOHCIIEKTUPOBAHHBIM HA JIEKIIMOHHOM 3aHSITHH MaTepHal U JOIMOJHUTH
€ro ¢ y4eTOM PEKOMEHJOBAHHOM MO JaHHOU TeMe JIMTepaTyphl;

* U3YYHUTH PEKOMEHIOBAHHYIO JINTEPATYPY, COCTABIATH TE3UCHI, AHHOTAIIMU U KOHCIIEKTHI
HanOoJiee BAXKHEIX MOMEHTOB;

* CAMOCTOSITENILHO BBITIOJHATD 3a/IaHUsI, aHAIOTUYHbIE TPe/JIaraeMbIM Ha 3aHATHSX;

* UCTIOJIB30BAaTh JIJIsl CAMOIIPOBEPKH MaTepraibl (POH/Ia OLIEHOYHBIX CPEJICTB.

8 MarepuajbHO-TeXHHYECKOE ofecrevyeHne, Heo0XoTuMoe J1JIs1
oCylIecTBJIeHHS 00pa30BaTeIbLHOIO NMpoecca Mo AUCHUILINHE (MOIYJII0)

8.1 JIuueH3MOHHOE ¥ CBOOOIHO pacnpocTpaHsieMoe NPOrpaMMHoe odecrnedyeHue,
HCIOJIb3yeMoe MPU OCYIIEeCTBJIEHHH 00Pa30BaTe/ILHOIO Mpoiecca
MO JUCIHUITHHE

VYHuBepcuTeT obecredeH HeOOX0IMMBIM KOMIUIEKTOM JIMIIEH3MOHHOTO U CBOOOHO pac-
IPOCTPAHSIEMOTO MPOTPAMMHOTO OOECIIEYEHHUsI, B TOM YHCJIE OTCUYECTBEHHOTO MPOHM3BOJICTBA.
CoctaB mporpaMMHOro odecrnedeHus, HeoOXO0MMOTO JIJIsl OCBOCHUS IUCIUILIUHBI, IPUBEICH Ha
caiite yHuBepcuTeta WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03 Hnpopma-
YUOHHASL Oe30NACHOCMb A8MOMAMU3UPOBAHHbIX cucmem / Pabouuti yuebuwiti nian / Peecmp
110.

AKTyanbpHBIE Ha TEKYIIMH Y4eOHBI TOJ PEKBU3UTHI / YCIOBHUS HCIOIB30BAHUS IPO-
rpaMMHOT0 obecrieueHus npuBeieHbl Ha cTpanule U T-ynpaBnenus Ha caiiTe yHUBEpCUTETA:

https://knastu.ru/page/1928
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8.2 YueOHo-1a00paTOpHOE 000PYI0BaAHHUE

Aynuropus

HanmeHoBaHue ayautopuu
(;taboparopun)

Hcnonb3yemoe obopynoBaHue

202/5

JlaGopaTopuss TpPOrpaMMHO-
anmapaTHbIX CPEJCTB 3aIIUTHI
uHpopMaun

C3U1 HCJ, Secret Net, C31 HCJ] Dallas Lock,
C31U HCH Crpax NT, C31M HCJ Iur PX,
C3U HCJ Aypa ,C31 HCI Kpunron ,C31U HCJI
Axkkopa, ®UKC, Pesuzop 1,2 kak s oneparu-
OHHBIX cUCTeM cemeiictBa Windows Tak u mis
Linux, Pesuzop Cetu 2.0, AHanu3aTop ceTeBoro
Tpapduka AcTpa,AreHT HUHBEHTapu3alUHU Ce-
tn,Cranep cereBori Oe3omacHoctn XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunrton
AM/I3, Axkkopn AMJ/3, KpuntolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, HoytOyk ¢ Windows 7+mpoekTop.
16 TI9BM Ha 6a3e mporieccopoB He Hmke Intel
Pentium IV

319/3

JlaGopaTopust 3aITUIIICHHBIX
ABTOMATH3UPOBAHHBIX CH-
cTeM

Dallas Lock 8.0-C nomep nutiensun 47488-9375-
279, Secret Net Studio aBToHOMHBIE U cETEBBIE
BapuaHThl HoMep JuneH3un 13A6E7. 8 [IDBM,
CYBU.

AHaM3aTop CreKTpa EeKTPO-MarHUTHOTO TOJIs
R&S FSC3, usmeputensHas antenHa [16-50, ce-
JeKTUBHBIN MUKpoBOIbTMETp SMV 8.5, SMV 11,
TeHepaTop TECTOBOI'0 aKyCTHUECKOT0 CUTHANA
AC-1, cucrema 3amMThI OT YTEYKU 110 BUOPO-
aKycTudeckomy kaHany Kamepron, uamepurens
mryma u Bubpanuu OKTABA 110A B kommiexte
C MpeyCUInTeNIeM, MUKPO(POHOM, aKCeIepOMET-
poM.

201/5

JlaGopaTopus TEXHUYECKUX
CPEZACTB U METOJIOB 3aIUTHI
uHpOpMaLuu

CMeLMaNIN3UPOBaHHOE 000pPYIOBAaHUE MO 3aIIUTE
nHpOpPMAIMK OT YTEYKH O aKyCTHYECKOMY Ka-
HaJly M KaHaly MOOOYHBIX 3JIEKTPOMAarHUTHBIX
m3nydeHuit u HaBogok: Conata AB ¢ okoHEUHBI-
MU yCTpoiicTBaMu (BUOpoOU3IydaTenau, akycTuye-
CKHME M3Iy4aTeNn), TeHEpaTop IIymMa dJIeKTpoMar-
HutHoro noist BeroM, reneparop JII'I 503, re-
Hepatop Conara PC-1

Texuuueckue cpenctBa KOHTPOIs 3((EKTUBHO-
CTH 3alIUTHl HHQOPMAIMH OT YTEYKH T10 yKa3aH-
HbIM KaHayiaM: KOMIUJIEKT H3MEpHUTENIbHbIX aH-
TeHH AnbbOarpoc 3, CEeNeKTUBHBIH MHUKPOBOJIb-
t™epT SMV 8,5, celeKTUBHbII MHKPOBOJIBTMETP
SMV 11, kommieke CripyT-MHHA-A B KOMIUIEKTE
C mporpaMMHbBIM obecrieuenuem, Unipan 233,
I[I9BM cemectBa Secret, ITouckoBwiid mpudOp
STO33P Ilupanbs B KOMIUIEKTE C MPOTrPaMHHBIM
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obecreyeHueM.

WHOE JIOTIOJHUTEIbHOE 000pyI0BaHuE:!
HenuHelHbli gokarop NR-m, reneparop curha-
noB AKUII 3410, KOMIIJIEKT U3MEPUTEIBHBIX aH-
TeHH AnpOaTpoc, npoOHuK HanpspkeHus CPd-1,
anteHHsl DP-1 u DP-3, reneparopsl curhaioB
cepuu ['3 u I'4.

Komruiekt tectoBbix mporpamm 3ebpa s Win-
dows, s MCBC nuriensust Homep 592

8.3 TexHuuyeckue v YJIEKTPOHHbIE CPeACTBA 00yUeHUsI

JleknuoHHBIE 3AHATHSA.

AyIuTOpHH JUIS JTEKIIMOHHBIX 3aHATHH YKOMIUIEKTOBAHBI MEOCIBbIO M TEXHUYECKUMU CPEI-
cTBaMU OOY4YEHHUS, CIY>KAIlUMH JJIsl MIpecTaBiIeHUs yueOHoH nuHopmanmu OONbIION ayauTo-
pun (HaOGOpPBI JIEMOHCTPAIIMOHHOTO 000pYyIOBaHUs (TIPOEKTOP, SKPaH, KOMIBIOTEP/HOYTOYK),
yueOHO-HarJIsHbIe TOCOOHS, TEMAaTUUYECKHE UILTIOCTPAIIIH ).

JlabopaTropHble 3aHATUS (NpU HATUYULL).

Jnis naGopaTOpHBIX 3aHATUN HCIIONIB3YETCS ayAMTOpPHUs, OCHAIEHHAas 00O0pYIOBaHUEM,
YKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTesibHas padoTa.

[TomerieHust 471 CaMOCTOSITENILHON pabOThl OCHAIIEHBI KOMIBIOTEPHON TEXHUKOU C BO3-
MO>KHOCTBIO TIOJIKJTFOUCHHS K ceTH «MHTepHeT» ¥ JOCTYIOM K 3JIEKTPOHHOU HH(POPMAIIHOHHO -
obOpazoBarensHol cpene KHAT'Y:

- 3a11 anekrponHoit napopmannu HTb KHAT'Y;

- KOMIIBIOTEPHBIE KJIacChl (haKyabTeTa.

9 MHuble cBeaenus

MeToauuyecKkue PECKOMEHIAMH 110 oﬁyqeﬂmo JuI ¢ OrpaHU4Y€HHBIMHA BO3MOKHO-
CTSsIMH 3/10POBbS U HHBAJIU/A0B

OcBoeHNe NUCHUILIMHBI 00YYarOIMMUCS ¢ OTPaHUYEHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS
MOJKET OBITh OPraHW30BAHO KaK COBMECTHO C JPYTUMHU OOYYaIOUIUMUCS, TaK U B OTAEIbHBIX
rpynmnax. [Ipennonaratorcs crnienuaibHble YCIOBUS JUIS MOJIy4eHHUs] 00pa3oBaHMsl 00y4aroUMMHU-
Csl C OrPaHUYEHHBIMHU BO3MOKHOCTSIMH 3/10POBBSL.

[Ipodeccopcko-Tienarornyeckuii CoOCTaB 3HAKOMHUTCSI € TCUXO0JIOT0-(PU3UOTIOTHYECKUMU
0COOEHHOCTSAIMHM 00YYarOIIMXCsl MHBAIUIOB M JIUI[ C OFPAaHUYEHHBIMH BO3MOXKHOCTSMHU 3/10pO-
Bbsl, UHJIMBUyaJbHBIMU MPOTrpaMMaMH peadMINTaluu WHBaIUAOB (npu Hanuuuu). [Ipu HeoO-
XOJJUMOCTH OCYILIECTBISIETCS JOMOJIHUTENbHAS MOJepKKa MPEnolaBaHusl ThIOTOPAMH, MCUXO-
JIoTaMH, COIIMaJIbHBIMU paOOTHUKAaMU, MPOIIEIIIUMHU OATOTOBKY aCCUCTEHTaMH.

B cootBeTcTBHM ¢ MeTOIMYECKMMHU peKoMeHAanussMu MunoOpHayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce mpeArnojaraercsi UCHOJIb30BaTh COLMAIbHO-AKTUBHBIE U pe-
(iiekcuBHBIE METOIbI 00YUEHUS], TEXHOJIOTHH COLIMOKYIBTYPHOIN peabUINTaLluu C HENbI0 OKa3a-
HUS TTIOMOIIM B YCTAHOBJICHUH TTOJTHOIICHHBIX MEXIIMYHOCTHBIX OTHOIICHUH C IPYTUMH CTYICH-
TaMH, CO3JJaHUU KOM(pOPTHOTO MCUXOJIOTHYECKOT0 KIMMara B cTyeHueckoil rpymnne. [Togbop u
pa3paboTKa y4yeOHBIX MaTepHalIOB MPOU3BOJATCS C yYETOM IMPEAOCTaBICHHS MaTepHalla B pas-
JUYHBIX (hopMax: ayauadbHOW, BHU3YaJIbHOW, C MCIOJB30BAHHUEM CIIEIHATIBHBIX TEXHUYECKUX
CPEICTB M MHPOPMAIIMOHHBIX CUCTEM.

OcBoenne nucuuiuvHbl unaMu ¢ OB3 ocymiecTBisieTcss ¢ HUCIOJIB30BAHUEM CPENICTB
o0ydeHus 0o0Iero M crenralbHOro Ha3HaueHus (MepCOHATbHOTO U KOJUIEKTUBHOIO HCIOJIB30-

11




BaHMs). MarepuaabHO-TEXHHUYECKOE 00ecrieueHHe MpeycMaTpUBAEeT MPUCIIOCOOIECHHE ayIuTO-
puii kK Hy>)kaam jimi ¢ OB3.

®opma NpoBeACHUS aTTECTALlMK JUIsl CTYAECHTOB-UHBAJINI0B YCTAaHABIMBAETCS C YUETOM
UHIMBUYAJIbHBIX NcUXopu3ndeckux ocodbenHocreil. s crynenros ¢ OB3 npexycmarpuBaer-
cs1 toctynHas popma Mpe10CTaBICHUS 3aJaHNi OLEHOYHBIX CPEACTB, & UMEHHO!

+ B II€YAaTHOM WJIM OSJIEKTpOHHOH ¢opme (i JMIl € HapyWEHUSIMH OIOPHO-
JIBUTATEJIBHOTO amnmapara);

* B IIe4aTHOM (hopMe UIIN JIEKTPOHHOU (popMe ¢ yBEIMUEHHBIM IPU(TOM U KOHTPACTHO-
CTBIO (7151 JIULL C HAPYLLIEHUSIMU CIIyXa, pe4H, 3pEeHuUs);

* METOZIOM YTEHMs aCCUCTEHTOM 3a/1aHusl BCIYX (IJIs JIUL C HAPYILIEHUSIMU 3pEHMS).

CryneHTaM ¢ MHBaJIMIHOCTBHIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BONPOCHI. /Il TaKuX CTYIEHTOB MpEaycMaTpUBAETCs IOCTyNHas (opMma MpeaocTaB-
JIEHUs] OTBETOB HA 3aJIaHUs, A UMEHHO:

* IUCbMEHHO Ha Oymare wiu HaOOpOM OTBETOB Ha KOMIIbIOTEpE (AJIs JIMIL C HApyLICHUS-
MU CllyXa, peuHn);

- BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPMAHTOB C UCIIOJIIb30BAHUEM YCIIYT aCCUCTEHTA (U1
JIMI] C HapYLIEHUSIMU OIIOPHO-/IBUTaTEJILHOTO aliapara);

* YCTHO (7151 JIUIL ¢ HApYLICHUSIMU 3pEHUS, OITIOPHO-ABUIaTEIbHOIO aMlapara).

[Tpu HEeoOXxoMMOCTH ISl 00YUaIOIUXCSl C MHBAJIUAHOCTBIO MPOLIEypa OLICHUBAHUS pe-
3yJIbTaTOB O0YYEHHS MOXKET IIPOBOJIUTHCS B HECKOJIBKO ITAIOB.
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