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1 OOume mooKeHus

PaGouas mporpamma u pOHJ OLIEHOYHBIX CPEJCTB JUCIUTLUIHHBI « TakTHYecKas 3aiura
nepuMeTpa NpeANnpUsATUS COCTABIEHBI B COOTBETCTBUHU € TPeOOBaHUIMHU (peiepabHOTO rocy-
JApPCTBEHHOTO 00pa30BaTEIbHOTO CTAaHAAPTA, YTBEPKACHHOTO MprUKa3oM MunobOpuayku Poc-
cutickoit deneparuu ot 26.11.2020 Nel457, u ocHOBHOM ITpodeCCHOHAIBHON 00pa30BaTeIbHON
MIPOrPaMMBbI MMOATOTOBKH «AHaM3 6€30MmacHOCTH NHPOPMAIIMOHHBIX CHUCTEMY IO CIIeIUATbHO-
ctu «10.05.03 MudopmanmonHas 6€301macHOCTh aBTOMAaTU3UPOBAHHBIX CHCTEM).

3agaqn Hayunts mnanupoBarh, HacTpauBaTh U 0OecnednBaTh TPeOyeMBbIi YpOBEHb

AUCHHUIIINHEI 6e3omacHocT B cersix Microsoft Windows Server, Cisco u Unix. ymeTb
HACTpauBaTh 3aIIUTY CETH HAa MapIIPyTU3aTOPaX C IOMOILBIO CIMCKOB KOH-
TPOJIA AOCTyNAa M TEXHUK YKPEIUIEHHs MAapLIPyTHU3aTOPOB, MPOEKTUPOBATh U
HacTpauBath (haiiepBoiuIbl, BHEIPATH Oe3omacHocTh [P (IPSec) m VPN, mpo-
eKTHPOBATh W HACTpaWBaTh cUCTeMy oOHapyxeHus: Brop:keHus (IDS). Kpome
TOT'0, BBl U3yYUTE TEXHOJOTHUIO 3alIUThl OECIIPOBOAHBIX CETEH C MCIOJIb30Ba-
HUEM CHCTEM MIH(PPOBaAHUSI.

OcHoBHBIE 3aiuTa ceTeBOro NepuMeTpa MpeAnpusTHS OT BTOPKEHUSI

pazzensl / TeMbl

JUCIUIIMHBI

2 IlepeyeHb MIAHMPYEMBIX Pe3yJbTATOB 00yYeHHUSs MO AUCHUILINHE (MOIYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[Ipouecc n3yueHus AUCHUILIMHEI «HanMeHoBaHWE AMCIMIUIMHBI»Y HalpaBieH Ha Qop-
MHUpPOBaHUE CleaylomuX KomnereHuud B coorBercTBuu ¢ ®I'OC BO u ocHoBHOI 00pa3oBa-

TEIbHOU IPOrPaMMOii:

Kon 1 HauMeHOBaHNE KOMIIE-
TEHIINHU

I/IHI[I/IKaTOpI)I JOCTHIXKCHUA

[Inanupyemble pe3yabTaThbl
00y4eHHUs MO TUCIUIINHE

Ob6menpodeccnoHanbHbIe

OIIK-15 Cnoco6eH ocy-
ECTBJIATh A AMUHUCTPUPOBA-
HUE U KOHTPOJIb (DYHKITHOHH-
pOBaHHUS CPENICTB U CUCTEM
3anUThl HHQOpPMAIH aBTOMa-
TU3UPOBAHHBIX CUCTCM, UH-
CTPYMEHTAIIbHBI MOHUTOPHHT
3aIUIIEHHOCTH aBTOMATH3H-
POBaHHBIX CHUCTEM;

OIIK-15.1 3naer cpencrea u
CHUCTEMBI 3aITUThl UHPOpMa-
[[UU aBTOMAaTU3UPOBAHHBIX
CHUCTEM, OCHOBHBIE TTPUHITUTIBI
aIMUHUCTPUPOBAHUS 3aIllH-
IIEHHBIX KOMITBIOTEPHBIX CH-
cTeM

OIIK-15.2 YMeeT BBITOJIHATE
GYHKIIMHM aIMUHUCTpATOpa
0€30IMaCHOCTH 3alUIIEHHBIX
KOMITBIOTEPHBIX CUCTEM
OIIK-15.3 Bnaaeer cpen-
CTBaMU aJIMUHUCTPUPOBAHHUS
MIPOrpaMMHO-anmapaTHbIX
KOMIUIEKCOB 3aIUThl HHDOP-
Malliy OT HECAHKIIMOHUPO-
BAHHOI'O JIOCTYIIa

3HaeT CpeAcTBa M CHCTEMBI
3auThl MH(GOpPMAaLUU aBTO-
MaTHU3UPOBAHHBIX CUCTEM, OC-
HOBHBIE TPUHIHNINBI aJMUHU-
CTPUPOBAHMS  3AILMILEHHBIX
KOMITBIOTEPHBIX CUCTEM

Ymeer wucnonb3oBaTh Cpel-
CTBa M CHUCTEMBbI 3aIIUTHl WH-
dbopmariu aBTOMaTU3UPOBAH-
HBIX CHCTEM, OCHOBHBIE TIPHUH-
UGl QJIMHHHUCTPUPOBAHUS
3aIMIIEHHBIX KOMIBIOTEPHBIX
CUCTEM

Brnaneer cpenctBamu anMmu-
HUCTPUPOBAHUS TPOTPaAMMHO-
anmapaTHbIX KOMIUIEKCOB 3a-
IUTHl UHPOpPMAIMK OT He-
CaHKLIMOHUPOBAHHOTO JIOCTY-




ma

3 MecTo IMCHUILUIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTe/ibHOil MporpaMmMsl

JucruruinHa BXOAUT B cocTaB 0yioka 1 «/lucuuniauael (MOIYNIN)» U OTHOCUTCS K 00s-
3aTeJIbHON YacTH.

MecTto aucUMIUIMHEL (3Tanm GOPMUPOBAHUS KOMIIETCHIIMH) OTPAXXEHO B cxeme (hopmu-
pOBaHUS KOMIETEHIUH, MPEICTaBICHHON B NOKyMeHTe OyeHouHvle mMamepudanvl, pa3MelleH-
HOM Ha caiite yHuBepcutera WWw.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03
Hngopmayuonnas bezonacnocms agmomamusuposanivix cucmem /Oyenounvle Mmamepuavl).

HucnummmHa ««HanMeHoBaHHE JUCIMITIUHBIY YACTHYHO peanu3yercs B GopMme Ipak-
TUYeCKOW moAroToBku. [IpakTHueckas MOAroTOBKa OpraHU3yeTcs MyTeM IpoBeleHus, Jadopa-
TOPHBIX PabOT, BEITIOTHEHHS KypCOBBIX/ pabOT, HHBIX BUJIOB Y4EOHOH 1eATEIHHOCTH.

4 CopepxxaHue TUCHHUILVINHBI (MOYJIs1), CTPYKTYPHUPOBAaHHOE 110 TeMaM
(pa3aenaM) ¢ ykazaHueM OTBeIeHHOI'0 Ha HUX KOJIMYeCTBa aKaJeMHUYeCKHX
YacoB U BHJI0B yueOHOH padoThI

4.1 CrpykTypa H cojep:KaHHe JMCHUIIIHHBI 1JIs1 04HO# (popMBbI 00yUeHH s

Juctmrumna «TakTrueckas 3amuTa nepuMeTpa mpearnpusTus» n3ydaercs Ha 5 kypcee, 9
cemecTpe.

OO6miast TpyA0EMKOCTh JUCHHUIUIMHBI COCTABIISIET 4 3., 144 4., B TOM uHcCIe
KOHTaKTHas paboTa 00yJaromumxcs ¢ mpernojaBareneM 65 4., mpoMeKyTo4yHas aTTecTanus B
dopme 3x3ameHa 35 4., camocTosTenbHas padora odyqaromuxcs 44 9.

Bugpl yaeOHON pabOThI, BKIIOYAsi CAMOCTOSTEIBHYIO pa-
60Ty 00y4arImuXCcs ¥ TPYJOEMKOCTh (B Hacax)

KonrtakTHas padota
HaumeHoBaHMe pa3/ienoB, TeM U CO- | TpernoAaBares ¢ 00yJaronu-
JIep>)KaHue MaTepuaia MUCS KP IIpom.
[Ipaktu- | Jlabopa- aTTecT.
Jlexuum | 4eckue TOPHBIE

3aHATHA pa60TBI

CPC

OcHoBbl 3amuThl cet, O630p 3a-
ITUTHI CETH, TEeXHOIOTUH 3aITUThI
ceru, Llenn ynpaBiieHus: 1OCTYIIOM,
BimstHue ypoBHEBOH 3aIIUThI HA pa-
0oty ceTn

KoHuenuuu cereBoro ayaura
Nzyuenue TCP/IP, KntoueBbie KOH-
uenmuu TCP/IP, Ananu3 ceancoB 16 16 22
TCP, Anamu3 IP nake-ta, Ananus
coobmenuit ICMP, Ananu3 3aro-
noBkoB TCP

Ananus 3aronoskoB UDP, Ananus
(dbparMeHTa-uu MaKeToB, AHAIN3
1IeJIOTO ceaHca

MapiipyTHu3atopsl U CIIUCKH KOH-




HanmenoBanue pas3zneinos, TeM U CO-

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

ep)KaHHe MaTepuasa MHCS [Tpom.
AcP P ukp | POt epc
[Ipaktu- | JlabGopa- aTTecT.
Jlekuuy | 4Yeckue | TOPHBIC
3aHATUS | paboTHI

Tpouss gocryna Hactpoiika oCHOB-
HOW 0€30MacHOCTH MapIIpy-
tr3aTopoB [IpuHIMIIBI MapmIpyTH-
3auu Y 1aje-Hue HEUCIO0JIb3yeMbIX
POTOKOJIOB U cayx0 Co-31aHue
CIIUCKOB KOHTpOJs Aoctyna Ilpu-
MEHE-HHUE CIIUCKOB KOHTPOJIS J0-
cryna KoHnenmuu BeieHus KypHa-
noB [IpoexTrpoBanue GpaepBoI-I0B
OCHOBHBIE TPUHITUIIBI IPOSKTHUPO-
BaHMs U peaju3ainuu (pacpBoIIIoB
Coznanue moauTUKY (PaepBOILIOB
Coznanue Habopa mpaBuil AJis
bunbTpanuy naketoB OyHKINH
pokcu-cepepa bacTnoHHbIe XOCTHI
®ynkuu honeypot B cereBoM
OKPY>KEHUH

Hacrpoiika daepBosios

OcHoBHbIE QYHKIIUM U O0IIIE Me-
TOJIbI MpUMe-HeHHsI PaepBOIIIIOB,
Hactpoiika 1 MOHUTOpPUHT (aep-
BOJUI0B Microsoft, Konnemnmuu IP
TaOJIUILL

Hacrpoiika iptables B Linux, [1pu-
MEHEHHE TE€X-HOJIOTHI (aepBOIIIOB
[Tpumenenue [PSec u VPN, ®yHk-
uuu [PSec, Ynpasienue nonurrka-
mu IPSec, Hactpoiika IPSec B pe-
xume AH, KomObunuposanue AH u
ESP B IPSec

OcnoBsl VPN, TyHHenbHbIE IPOTO-
KoJbl, [Ipo-ekTupoBanue u apxu-
tektypa VPN, bezonac-nHocte VPN,
Hactpoiika VPN na Windows
Server

[TpoexTrpoBaHue cucTeMbl OOHaApPY-
skenus sropxkenus (IDS), Lenu
IDS,TexHOIOrNHM U TEXHUKH 00HAa-




HanmenoBanue pas3zneinos, TeM U CO-

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

JepKaHue MaTepuasa MUCS KP [Tpom. CPC
[Ipaktu- | Jlabopa- aTTeCT.
Jlexuuu | 4Yeckue | TOpHbBIE
3aHATUS | paboTHI
pyXeHust BTop>keHuit, O6Hapy-
JKEHUE BTOPIKEHUS HA YPOBHE XO-
ctoB, OOHapy->KeHHEe BTOPKEHUSI Ha
ypoBHe cetu, [IpuHImnb! ananuza
JAHHBIX J1J1s1 OOHAPYKEHUS BTOPKe-
Hus, Mcnons3oBanue IDS, YUero He
Moxet IDS
Hacrpoiika IDS, IIpuniune!l paboTsl
Snort, Ycranoska Snort, [IpaBuna
Snort, HacTtpoiika Snort Ha ucnosib-
30BaHue Oa3pl JaHHBIX, HacTpoiika
IDS mox Linux,
3ammura 6ecripoBOIHBIX ceTeid, Oc-
HOBBI OecTipo-BOAHOM CBsi3H, OCHO-
BbI OecripoBoaHbIX ceTelt (WLAN),
be3onacHocTh OecrpoBOIHBIX Ce-
Tel, Ayaut OeCripoOBOJIHBIX CETEH,
JloBepeHHBIE OEC-TIPOBOHBIE CETH
IKzamen - - - 1 35
UTOoro 32 32
M0 THCIUTLITHHE B TOM
B TOM
quclie B
quCIie B
dbopme
DAk dopme
P - MPaKTU- 1 35 44
THYC- .
o YEeCKOU
CKOI
MOATO-
MOATO-
TOBKH:
TOBKH: 8
8

* peanuzyercs B (popMe MPaKTUYECKON MOATOTOBKH

5 OueHo4HbIe CpeacTBa IS IPOBeIeHNs TeKYIIero KOHTPOJIsl U
NPOMEKYTOYHOM aTTecTANMU 00y4al0IIHXCS 10 JUCHHILIHHE (MOLY1I0)

@OHBl OLEHOYHBIX CPEICTB JUIA NMPOBEACHUS TEKYIIETr0 KOHTPOJI YCHEBAEMOCTU U
POMEKYTOYHOM aTTECTAIMU OOCYXTAIOTCS M YTBEPXKIAIOTCS Ha 3acemannu kadenpsr. [loi-
HBI KOMIUIEKT KOHTPOJIBHBIX 3a/IaHUN WU MHBIX MaTEPHAIOB, HEOOXOIUMBIX JIJisi OIICHUBAHUS
pe3yabTaToB OOYYECHUS MO AUCIUILINHE (MOYII0) XpaHUTCS Ha Kadeape-pazpadboTunke B Oy-
Ma)XHOM HJIM 3JIEKTPOHHOM BHJIE, TaKkKe (POHJIbI OLIEHOYHBIX CPEJICTB JAOCTYIHBI CTYyJEHTaM B
JUYHOM KabMHeTe — pa3fien yueOHO-MeToAnuecKoe oOecrieueHue.




6 YueOHO-MeTOAUYecKOe U MHPOPMAIIMOHHOE o0ecTiedeHne JUCITUTIMHBI
(MmomxyJin)

6.1 OcHoBHasl ¥ 10NOJHUTE/ILHAS JUTEpaTypa

[Iepeuenb pekOMEHAYEMOM OCHOBHOW M JOMOJIHUTEIBHOM JUTEPATyphl MPEICTABIEH HA
caifte yHuBepcureta WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03 Unpopma-
YUuoHHasi Oe30NaAcHOCMb A8MOMAmMu3UpPosanHvlx cucmem / Pabouuii yuebnwiii naan / Peecmp nu-
mepamypubl.

6.2 CoBpemeHHbIe IpodeccHoOHATbHBbIE 0a3bI JAHHBIX H HHGOPMALIMOHHbIE
CIIPABOYHbIE CHCTEMBbI, HCNIOJIb3yeMble IPH OCYLeCTBJICHHH 00Pa30BaTeIbHOIO
npouecca no JTUCHUIINHE

Kaxnomy obyuatomemycs obecrieueH A0cTyn (yAaJICHHBIA JOCTYI), B TOM YHUCIIE B CIIy-
Yyae MPUMEHEHUsS DJIEKTPOHHOrO OOydeHUs, TUCTAHIIMOHHBIX OOpa30BaTENbHBIX TEXHOJIOTUH, K
COBPEMEHHBIM MPO(PECCHOHATBHBIM 0a3aM JTaHHBIX W WH(POPMAIIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPBIMH Y YHUBEPCUTETA 3aKJIFOUEH JOTOBOP.

[lepeuens peKOMEHIyeMBIX TPOPECCHOHATBHBIX 0a3 MaHHBIX W WH(GOPMAIMOHHBIX
CMPaBOYHBIX CHCTEM TPEICTABJICH Ha caiiTe yHuBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpazosanue / 10.05.03 Ungopmayuonnas bezonacnocmes asmomamusuposanHulx cucmem |
Pabouuii yuebnwiii nnan / Peecmp I5C.

AxTtyabHas HHGOpMAIUS M0 3aKIIFOUYESHHBIM Ha TEKYIIUi y4eOHBIN T'oJl JOrOBOpaM IMpH-
BeJieHa Ha cTpanulie Hayuno-rexuunueckoit 6udnmuorexu (HTH) Ha caiite yauBepcurera

https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HHGOPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«HTepHEeT», HEOOXOAMMBIX /IJISI OCBOCHUS TMCHMILINHBI (MOLYJIs1)

Ha ctpanuue HTBb M0xHO BOCIOJIB30BaThCsl MHTEPHET-PECYpCaMU OTKPBITOrO JOCTYIA
10 YKpYIHEHHOU rpymme Hanpasinernid u cnenuanbHocterd (YIHC) 10.00.00 Undopmanmonnas
0€301aCHOCTb!

https://knastu.ru/page/539

HaszBanwue caiita \ DIIEKTPOHHBIN aJipec

CaliThl 3J1€KTPOHHBIX (POHJIOB HOPMATHUBHO-TEXHUYECKOM TOKYMEHTAIIUU IO CTPOUTENILCTBY

baza nanHbIX HOPMAaTUBHBIX JOKYMCHTOB JIS

http://www.norm-load.ru
CTPOUTENIbCTBA OecTiaTHast).

BecnnatHast ”HGOPMAIIMOHHO-CIIPABOYHAS CH-
CTeMa OHJIAlH JOCTYyIa K IMOJHOMY COOPaHHUIO http://gostrf.com
TEXHHUYCCKMX HOPMATHBHO MPABOBBIX aKTOB PD.

TexHoaKkcnepT. DAEKTPOHHBINA (HOH/ TPaBOBOM U

. http://docs.cntd.ru
HOPMATUBHO-TCXHUYCCKOU JOKYMCHTAIIUU.

C IICJIBIO ITOBBIMICHUS KAQYECTBA BEACHUA 06p330BaTeHLHOﬁ ACATCIIBHOCTU B YHUBCPCUTETC
CO3/1aHa ANEeKTpOoHHAas HH(pOpMaIMOHHO-00pa3oBaTenbHas cpena. OHa moapazymMeBaeT OpraHu-
3aIMI0 B3aUMOICUCTBHS MEXTY 00YJArOITUMUCS U MPENOIaBATEIISIMU Y€PE3 CUCTEMY JIMUHBIX
KaOWHETOB CTYJIEHTOB, PACIOJIOKEHHBIX Ha OUIIMAITBHOM CaiiTe YHUBEpCUTETA B HHPOPMAITH-
OHHO-TEJIEKOMMYHUKAIIMOHHOU ceTn «MHTepHeT» 1o anpecy https://student.knastu.ru. Coznan-
Hasi ”HPOPMAIIMOHHO-00pa3oBaTeIbHas cpe/ia MO3BOISIET OCYIIECTBIATh B3aUMOJICHCTBIE MEXK-
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NIy y4aCTHUKaMHU 00pa30BaTeIbHOTO MPOLIECCca MOCPEICTBOM OPTaHU3ALUHN JTUCTAHIIHOHHOTO
KOHCYJIbTUPOBAHUS 110 BOIIPOCAM BBIITOJIHEHUS IPAKTUYECKUX 3aJaHUH.

7 OpraHu3auMOHHO-IleJAroruyecKue ycaoBus

Opranuzanus o0pa3oBaTeIbHOIO MPOLECCca periaaMeHTupyeTcs y4eOHbIM IUIAHOM M pac-
nMcaHheM y4eOHbIX 3aHsATHA. SI3bIK 0O0ydeHus (mpernojaBaHus) - pycckuid. JIyisi BCcex BUJIOB
ayJUTOPHBIX 3aHATUN aKaJIeMUYECKUN 4ac YCTaHABIMBAETCS IPOJIOJIKUTEIBHOCTBIO 45 MUHYT.

[Ipu ¢GopmupoBaHuU CBOEH HMHAMBHIYaTbHOH 00pa30BaTENbHONW TPaeKTOpUU OOydaro-
IIMHACS UMEET MPaBO Ha Mepe3ayeT COOTBETCTBYIOLIUX JTUCUMIUIMH U MPO(ECCHOHAIBHBIX MOMY-
JIeil, OCBOSHHBIX B MPOIIECCEe MPEANISCTBYIONIET0 00yUeHUs, KOTOPBI OCBOOOXKIaeT 00yJaroIie-
rocsi OT HEOOXOJUMOCTH UX TOBTOPHOI'O OCBOEHHUS.

7.1 Oo6pa3oBaTejibHbI€ TEXHOJIOTHHI

VY4eOHbIil mpoiiecc Mpu MpenojaBaHuu Kypca OCHOBBIBAETCS] HAa MCIIOJIB30BAHUM TPAIU-
[IMOHHBIX, NTHHOBAIIMOHHBIX W MH(POPMAIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH. TpamuimoH-
Hble 00pa30oBaTeNIbHbIC TEXHOJIOTUU MPECTABICHBI JTEKIUAMU U CEMUHAPCKUMHU (TPaKTHUECKU-
MH) 3aHATHSAMU. VIHHOBarmoHHbIE 00pa30BaTElIbHbIE TEXHOJIOTUU UCIIONIB3YIOTCS B BUJIE IIIUPO-
KOTO MPUMEHEHHSI aKTUBHBIX U MHTEPAKTUBHBIX (OpM MpoBeneHus 3ausatuil. Mupopmanmonusie
00pa3oBaTelbHbIE TEXHOJOTUM PEATU3YIOTCS MYTeM AaKTUBHU3AIMKM CaMOCTOSITEIIBHOW padOThI
CTYJEHTOB B HH(OPMALIMOHHOM 00pa30BaTeNbHOI cpejie.

7.2 3aHATHA JEeKIHOHHOI0 TUIIA

JleKMOHHBIN Kypc MpennojaraeT CUCTEMaTH3UPOBAHHOE M3JI0)KEHHE OCHOBHBIX BOIIPO-
COB Y4eOHOI0 IJIaHa.

Ha mepBoii niexiuu gekTop 0053aH MpeaynpeanTh CTYACHTOB, IPUMEHUTEIHFHO K KAKOMY
6a3oBoMy yueOHUKY (yueOHUKaM, yueOHBIM TOCOOUSIM) OyIeT MPOUUTaH KypcC.

JIeKIIMOHHBIN KypC JOJDKEH JaBaTh HauOONbLIMKA 00beM MH(pOpMalMu U 00ecreunBaTh
Oonee riry0oKoe MOHMMaHHE Y4eOHBIX BOIPOCOB NP 3HAUMUTEIBHO MEHbIIEH 3aTpaTe BPEMEHH,
4yeM 3T0 TpeOyeTcsi OOJIBIIMHCTBY CTYACHTOB Ha CAMOCTOSITENIbHOE U3yYeHHE MaTepHaa.

7.3 3aHATHS CEMHHAPCKOI0 THIA

CemuHapckue 3aHATHS NPEICTABISAIOT COOOH JeTann3ainio JEKIIMOHHOIO TEOPETUYECKO-
ro Marepuasna, IpOBOAATCS B LEAX 3aKPEINICHUs Kypca U OXBATBIBAIOT BCE OCHOBHBIE PA3/IEIbI.

OcHoBHO# (hopMOIi TPOBECHHSI CEMHUHAPOB SBJISIETCS 00CYyXJIeHHe Haubosiee nmpodieM-
HBIX M CJIOKHBIX BOIPOCOB IO OTAEIBHBIM TE€MaM, a TakXe pa30op MPUMEpPOB U CUTyalud B
ayJUTOPHBIX YCIOBHSIX. B 00s3aHHOCTH mpernojaBaTesst BXOJAT: OKa3aHHE METOJMYECKOH Mo-
MOIIY ¥ KOHCYJIbTUPOBAHUE CTYJEHTOB 110 COOTBETCTBYIOIIMM TEMaM Kypca.

AKTHBHOCTb Ha CEMMHAPCKHUX 3aHATHAX OLICHUBAETCSA IO CIEAYIOLUIUM KPUTEPUIM:

* OTBETHI Ha BONPOCHI, ITPEAJIaracMble MPENogaBaTeieM,;

* Yy4aCTHUE B IUCKYCCHSIX;

* BBITIOJTHEHHUE MPOEKTHBIX U MHBIX 3aJ[aHHI;

* aCCHCTHUPOBAHUE IIPENOJABATEIIO B IIPOBEIECHUH 3aHATUN.

OTBeT 10JKeH ObITh ApTYMEHTHPOBAHHBIM, PAa3BEPHYTHIM, HE OJTHOCIOKHBIM, COJEPKATh
CCBIJIKM HA UICTOYHMKH.

Jloknansl ¥ ONIOHMPOBAHHE JTOKJIAJ0B MPOBEPSIOT CTENEHb BIAJEHUS TEOPETUYECKHM
MaTepHaJIOM, a TaKXKe KOPPEKTHOCTb U CTPOTOCTh PACCYKICHUM.

OneHuBaHue 3a/1aHUM, BBIIIOJIHEHHBIX Ha CEMHUHAPCKOM 3aHATHUHU, BXOAUT B HAKOIUICH-

HYIO OLICHKY.



7.4 CamocTtosiTeJibHAsi pad0Ta 00y4arOMXCH MO JUCUUILTHHE (MOTYJIIO0)

CamocTtosTenbHas paboTa CTYJEHTOB — 3TO IMPOLIECC AKTUBHOTO, II€JIEHAIPABICHHOTO
MPUOOPETEHUsST CTYJACHTOM HOBBIX 3HAHWH, YMEHUN 0€3 HEMOCPEJACTBEHHOTO y4acTHsl Mpernoja-
BaTeJsl, XapaKTEePU3YIOIUNCA MPEAMETHON HampaBlIEHHOCTHIO, 3(P(GEKTUBHBIM KOHTPOJIEM U
OLIEHKOH pe3ysbTaTOB AEATEIBHOCTH 00YUYaIOIIEeroCs.

Ilenu camocTosATeTbHON PaOOTHI:

* CHUCTEMAaTH3alus U 3aKPEIUICHUE MOTYYEHHBIX TEOPETUUECKUX 3HAHUN U MPAKTUUYECKUX
YMEHHH CTYICHTOB;

- yrayOJIeHHue U paclIMpEeHUe TEOPETUUSCKUX 3HAHMIA,

- (hopMHpOBaHHE YMEHUIN HCIOJIB30BAaTh HOPMATUBHYIO M CIPABOYHYIO JTIOKYMEHTALHUIO,
CIEUUATIBHYIO JTUTEPATYPY;

* pa3BUTHUE MMO3HABATENBHBIX CIIOCOOHOCTEH, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpraHU30BaHHOCTH;

- (hopMHpOBaHHE CAMOCTOSTEIBHOCTH MBIILIECHUS, TBOPYECKON MHULIMATUBBI, CIOCOOHO-
CTEH K CaMOpa3BUTHUIO, CAMOCOBEPILIEHCTBOBAHUIO M CaMOpeaIn3aliy;

* pa3BUTHUE UCCIEAOBATEIbCKUX YMEHUI 1 aKaIeMUYECKUX HAaBBIKOB.

CamocrosiTenpHas paboTa MOXKET OCYIIECTBIISATHCS UHANBUIYATbHO WIH TPYIIAMH CTY-
JIEHTOB B 3aBUCUMOCTH OT II€JId, 00BbEMa, YPOBHS CII0KHOCTH, KOHKPETHOM TeMaTHKHU.

TexHomorust OpraHu3aly CaMOCTOSTEIHLHOM PabOThI CTYICHTOB BKJIFOYAET MCIOIb30Ba-
HUE UHPOPMAIIMOHHBIX U MaTePUAIbHO-TEXHUYECKIX PECYPCOB YHUBEPCUTETA.

KoHTpoisib pe3ynbTaToB BHEAYTUTOPHOW CaMOCTOSITEIbHOW PabOThl CTYACHTOB MOXET
MPOXOIUTH B MMCbMEHHOM, YCTHOM WIJIM CMEIIaHHOM (opme.

CryneHTsl JODKHBI MOIXOAUTH K CaMOCTOSTEIBHOM paboTe Kak K HauBaKHEHIIEMY
CPEICTBY 3aKpEIUICHUS U Pa3BUTHUSI TEOPETHUYECKUX 3HAHUM, BHIPAOOTKE €IUHCTBA B3IJISIOB Ha
OT/IeNIbHBIE BOIIPOCHI Kypca, MPUOOPETEHUsI ONPEICTICHHBIX HABBIKOB U MUCIOJIb30BaHUs mpodec-
CHUOHAJILHOM JIUTEPaTYPHI.

7.5 MeTtoanuyeckne peKOMEHIAUMH I 00YYAIIUXCH M0 OCBOCHH IO TUCHUILINHBI

[Tpy m3yyeHMHM AMCUUIUIMHBI OOYYarOIMMCS L€1ecO00pa3HO BBHIMOIHATH CIEAYIOIINe
pEKOMEHIANNN:

1. U3yuenne yueOHOM TUCHUIUIMHBI JOKHO BECTHCH CUCTEMATHUECKH.

2. [Tocne u3yueHus: Kakoro-inbo paszzena no y4eOHHUKY WM KOHCIEKTHBIM MaTepuanam
pEeKOMEH/IyeTcs 10 MaMsATH BOCIIPOU3BECTH OCHOBHBIE TEPMUHBI, ONPEAEICHUS, TIOHATUS pa3/e-
na.

3. Ocoboe BHMMAaHUE CIEAYeT YAEIUTh BBIMOJIHEHUIO OTYETOB 110 MPAKTUUYECKUM 3aHATH-
AM 1 UHAVNBUAYAJIbHBIM KOMILJICKCHBIM 3a/JaHHUAM Ha CAMOCTOATCIIBHYTO pa60Ty.

4. Bes TemaTuka BONPOCOB, U3YYaeMBIX CAMOCTOSITENIBHO, 33a€TCsl Ha JIEKIMAX Mperno-
naBatesieM. MM e aroTcs UCTOYHMKY (B MEPBYIO OYepe/lb BHOBb M3JaHHbBIE B MEPUOJNUECKON
HaY4HOI uTeparype) Ui 6ojee AeTalbHOr0 MOHUMAaHUs BOIIPOCOB, 03BYUYEHHBIX Ha JIEKIIUU.

[Ipu camocTosTensHON TPOpabOTKe Kypca 00ydaromuecs T0JKHBL:

* IPOCMATPUBATh OCHOBHBIE ONpPEIEICHUS U (PAKTHI;

* IOBTOPUTDH SaKOHCHeKTHPOBaHHBIfI Ha JICKOIMOHHOM 3aHATUH MaTCpual U JOIIOJIHUTH
€ro ¢ y4eTOM PEeKOMEH/JOBAHHOM O JJAHHOM TeMe JIUTepaTyphl;

* UIB3YYUTH PEKOMCHAOBAHHYIO JIMTEPATYPY, COCTABIIATh TE3UCHI, aHHOTAINN U KOHCIICKThI
HaunOoJiee BaKHBIX MOMEHTOB;

* CaMOCTOATCIIbHO BBIMMOJIHATE 3aJIaHUS, aHAJIOTUYHBIC MTPpCAIaraCMbIM Ha 3aHATUAX

* UCTIOJIb30BAaTh JIJIsl CAMOIIPOBEPKH MaTepuabl (POH/Ia OLIEHOYHBIX CPECTB.

8 MarepuajibHO-TEXHHYECKOE o0ecneyeHune, He0OX0aMMoe I
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ocyliecTBJIeHHs 00Pa30BaTeIbLHOIO NMpolecca Mo TUCHUILINHE (MOIYJII0)

8.1 JIuneH3MOHHOE U CBOOOTHO PACIPOCTPaHsIeEMOe MPOrpaMMHOe odecrieyeHue,

HCIOJIb3yeMoe NPH OCYIIECTBJIEHHH 00Pa30BaTeILHOTO MpoLecca
MO TUCHHILIHHE

VYHuBepcuTeT obOecrnedeH HeOOX0AMMBIM KOMITJIEKTOM JIMIIEH3HOHHOT'O M CBOOOJHO pac-
IPOCTPAHSIEMOT0 MPOTPAMMHOTO OOECIICUYCHHUs, B TOM YHUCIIE OTEYECTBEHHOTO IPOM3BOJICTBA.
CocTaB mporpaMmMHOro oOecreueHus, HEOOXOAMMOTO JUIsi OCBOCHHUS TUCIIUTUTMHEI, PUBEACH HA
caifte yHuBepcureta WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03 Unpopma-
YuonHasi 6e30nacHOCMb A8MOMAMU3UPOBAHHbBIX cucmem / Pabouuti yuebnvii nian / Peecmp

110.

AKTyanpHBIE Ha TEKYIIMH y4eOHBI TOA PEKBU3UTHI / YCIOBHS HCHOJB30BAHUS IIPO-
rpaMMHOTO o0OecrieueHus puBeeHbl Ha cTpanuiie U T-ynpaBineHus Ha caiiTe yHUBEPCUTETA:
https://knastu.ru/page/1928

8.2 VYuebdHo-1200paTOpHOE 000pPY/IOBAHHE

Aynuropust

HanmeHoBaHue ayauropuu
(;1aboparopun)

Ucnonszyemoe o6opyaoBaHue

202/5

JlaGoparopuss nIpOrpaMMHO-
ammapaTHbIX CPEJCTB 3AIIUTHI
uHpopmanuu

C3U HCJ Secret Net, C3U HC/JI Dallas Lock,
C31 HCA Crpax NT, C3U HCJ Wlur PX/I,
C3U HCJ Aypa ,C31 HCJI Kpunron ,C31U HCJI
Axkopn, ®UKC, Pesuzop 1,2 kak ajis onepanu-
OHHBIX cucTeM cemeiictBa Windows Tak u ans
Linux, PeBuzop Cetu 2.0, Ananuzatop ceTeBoro
tpadhduka Actpa,ATeHT HHBEHTapU3aALUU Ce-
Tu,CkaHep cereBoil 6e3omacHoctu XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunron
AM/I3, Axxopn AMJ/3, KpuntolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyroyk ¢ Windows 7+mpoektop.
16 TI9BM Ha 6a3e mponeccopoB He Hmxke Intel
Pentium 1V

319/3

Jlaboparopus 3alUIIIEHHBIX
ABTOMATU3UPOBAHHBIX CH-
cTeM

Dallas Lock 8.0-C nomep nmuriensuu 47488-9375-
279, Secret Net Studio aBTOHOMHBIE 1 CETEBbIC
BapHuaHThl HoMep auueH3un 13A6E7. 8 IIDBM,
CYBA.

AHanm3aTop crekTpa JIeKTPO-MarHUTHOTO MOJIst
R&S FSC3, u3mepurenbras antenHa [16-50, ce-
TNEKTUBHBIN MUKpoBobT™METp SMV 8.5, SMV 11,
TeHepaToOp TECTOBOTO aKyCTHYECKOTO CUTHAIA
AC-1, cucrema 3alUTHI OT YTEUKH IO BUOPO-
aKycTH4eckomy kaHamy KamepTon, uamepurens
uryma u Bubparun OKTABA 110A B koMIuiekTe
C TIPeIyCUIINTEIEM, MUKPO(POHOM, aKCEIIePOMET-
pOM.

201/5

JlaGopaTopust TEXHUYECKUX
CPEJICTB M METO/IOB 3aIITUTHI

CIeIUATM3UPOBAHHOE 00OPYIOBAHUE IO 3AIUTE
uHbOpMAIMK OT YTEYKH MO aKyCTHYECKOMY Ka-
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uHpopmaruu

Haly W KaHajdy MOOOYHBIX 3JIE€KTPOMAarHUTHBIX
m3nydeHuit u HaBogok: Conata AB ¢ okoHEuHBI-
MU yCTpoiicTBamMu (BHOpOM3IIydaTeau, aKycTuye-
CKH€ M3JIy4aTelM), TEHEPATop IIymMa JIeKTpomar-
HutHOro nojist BeroM, renepatop JII'I 503, re-
nepatop Conara PC-1

Texuuueckue cpencrBa KOHTPosd d()PeKTUBHO-
CTH 3alIUThl MH(OOPMAIIMK OT YTEUKH 110 yKa3aH-
HbIM KaHanaM: KOMIUIEKT H3MEpHUTEIbHBIX aH-
TeHH AJnbOaTpoc 3, CENeKTHUBHBIH MHKpPOBOJIb-
T™epT SMV 8,5, ceneKTUBHBIIT MUKPOBOJIBTMETP
SMV 11, kommneke CrpyT-MUHH-A B KOMIUIEKTE
C mporpaMMHBIM obecreuenuem, Unipan 233,
I[I5BM cemectBa Secret, ITouckoBwiii mpubdop
STO33P Ilupanbs B KOMILIEKTE C MPOrPAMHHBIM
o0ecrieyeHneM.

WHOE JIOTIOJHUTEIbHOE 000pyA0BaHuE:
HenuHenHbI nokarop NR-m, reneparop curha-
noB AKUII 3410, kOMIIJIEKT U3MEPUTEIbHBIX aH-
TeHH AnbOaTpoc, mpoOHuk Hampspkenus CPD-1,
anteHHsl DP-1 u DP-3, reneparopsl curnajioB
cepuu ['3 u I'4.

Komruiekt tectoBbix mporpamm 3ebpa s Win-
dows, mist MCBC nurensust Homep 592

8.3 TexHuuyeckHe U 3JTeKTPOHHBIE CPeACTBA 00yUeHHUsI

JIeKIIMOHHbIE 3aHATHSI.

AyIuTOpuH JUI JEKIMOHHBIX 3aHATHH YKOMIUIEKTOBAHbI MEOEIbIO M TEXHUYECKUMHU CPel-
CTBaMH OOYYEHHS, CIY>KalllUMU JJIsl TIPEJICTAaBIeHUs yueOHOW mH(OpMaIuu OOJBIION ayauTO-
pun (HaOOpBl JEMOHCTPAIIMOHHOIO OOOpYAOBaHUS (IIPOEKTOp, 3KpaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HaTJIsATHbIE TTOCOOUS, TEMATUYECKUE UILTFOCTPALINH ).

JlaGopaTopHble 3aHATUSA (npu HATUYUL,).

s naGopaTOpHBIX 3aHATUH HCIIOJIB3YETCS ayAMTOpPHUs, OCHAIllEHHAas 00O0pYIOBAHUEM,

YKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTesibHas padoTa.

HOMGH.[CHI/ISI AJIs CaMOCTOSITEILHOMI pa6OTBI OCHaIlICHBI KOMHLIOTepHOﬁ TEXHUKOU C BO3-
MOKHOCTBIO ITOJAKIIOYCHHA K CCTU ((I/IHTepHeT» U JOCTYIIOM K SHGKTpOHHOﬁ HHq)OpMaHHOHHO-

oOpa3zoBatenbHOM cpene KHAT'Y:

- 3a11 3nekTpoHHoN nHpopmanuu HTb KHAT'Y;

- KOMIIBIOTCPHBIC KJIACChI (1)3KYJ'IBTCT8..

9 MHHble cBeaeHns

MeTozmqecm/le PECKOMEHIAIIMH 110 oﬁyqeﬂmo Ju ¢ OrpaHU4Y€HHBIMHA BO3MOKHO-

CTSIMH 3/10POBbS U HHBAJIUA0B

OcBocHHE JAUCHUITIIMHBI 06yqa101u1/1M1/1051 C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 300POBBA
MOJKET OBITH OpTraHnu30BaHO KaK COBMECTHO C APYTHMHU O6y‘-IaIOHH/IMI/IC$[, TaK U B OTIACIIBHBIX
rpyniax. HpCI[HOJ'IaFaIOTC}I CIICHUAJIbHBIC YCIIOBUS IS MOJIYYCHUA O6paSOBaHI/I$[ 06y‘-IaIOH_[I/IMI/I-
CiA C OTpaHUYCHHBIMHU BO3MOKHOCTAMU 310POBBA.
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[Tpodeccopcko-nienarornyeckuii CocTaB 3HAKOMUTCSI C TICUXOJI0T0-(pU3UOIOTHUECKUMH
0COOEHHOCTAMH O0Yy4aroIIMXCsl WHBAINIOB U JIML C OFPAaHUYEHHBIMH BO3MOKHOCTSIMH 3]10pPO-
Bbsl, MHAWBUIYAIBHBIMU MPOTpPaMMaMU peaOMIMTAlli UHBATHIOB (1pu Haimuuuu). [Ipu HE0O-
XOJUMOCTH OCYLIECTBISICTCS JOMOJIHUTENbHAS MOJEepKKa MPENnoaBaHusl ThIOTOPAMH, HCUXO-
JIOTaMH, COIIMAIbHBIMU paOOTHUKAMU, IPOLIEIIINMHU TOATOTOBKY aCCHCTEHTAMH.

B cooTBeTcTBHU ¢ METOIMUYECKHUMH peKOMeH1anusMu MunoopHayku PO (ytB. 8 anpens
2014 r. N AK-44/05BH) B Kypce MpEAroiaraeTcsi MCI0Ib30BaTh COIMAIBHO-aKTUBHBIE M pe-
(IiekcuBHBIE METO/IbI 00YUEHUS], TEXHOJIOIMH COLIMOKYIbTYPHOM peaOuIuTaluy C 1ENbI0 OKa3a-
HUS [IOMOILM B YCTAHOBJICHUH ITOJIHOLIEHHBIX MEXJINYHOCTHBIX OTHOLIEHUH € IPYrUMH CTYJIEH-
TaMH, CO3JJaHUU KOM(pOPTHOIO NICUXOJIOTMYECKOT0 KIMMara B cTyeHdeckoil rpymnne. Ilogbop n
pa3paboTka y4yeOHBIX MaTepHajoB MPOU3BOAATCS C YUETOM IPEIOCTABICHUS MaTepHaia B pas-
JUYHBIX (hopMax: ayauadbHOW, BU3YaJIbHOW, C HCIOJIB30BAHUEM CHELMAIbHBIX TEXHHUYECKUX
CpeACTB U MH(POPMAITUOHHBIX CUCTEM.

OcBoenne nucuuminesl Junamu ¢ OB3 ocyiecTBisieTcs ¢ MCHOIb30BAaHUEM CPENICTB
00y4yeHHs OOIIET0 M CIENUAILHOTO Ha3HAYeHUs (TIEPCOHAIBHOTO U KOJUIEKTUBHOTO HCIIOJIB30-
BaHUs). MarepuaabHO-TEXHHUUECKOe OOecreueHue MpeycMaTpuBaeT MPUCIIOCO0JIEHUE ayAuTO-
puii k Hyxaam jmi ¢ OB3.

dopma npoBeEeHUs aTTEeCTalluU AJs CTYJCHTOB-UHBAJIUAOB YCTAHABIUBACTCSA C YUETOM
WHIUBUIYAJIBHBIX TMcuXopu3ndeckux ocooeHnocrei. s crynentoB ¢ OB3 npenycmarpuBaet-
cs1 locTymnHas popMa MpeloCTaBIeHUs 331aHUH OLIEHOUYHBIX CPEACTB, 8 UMEHHO:

* B TICYATHOW WM OIIEKTPOHHOH ¢opme (g JWIl ¢ HApyMICHUSMH OIOPHO-
JIBUTATEJILHOTO amnmapara);

- B TIeYaTHOH (hopMe HITH 3JIEKTPOHHOU (popMe ¢ yBETHMUSHHBIM MPU(TOM U KOHTPACTHO-
CTbIO (U151 JIUL[ C HApYILIEHUSIMHU CIIyXa, peuH, 3pEeHus);

* METOJIOM YTEHHS aCCUCTEHTOM 3a/laHus BCAYX (ISl JIUL C HAPYLICHUSIMU 3PEHHUS).

CryneHTaM ¢ MHBAJUAHOCTBIO YBEIMUYUBAECTCS BPEMsS Ha MOATOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BOIPOCHL. JlJI TaKUX CTYJEHTOB IpPEAycMaTpUBAETCS AOCTYMHAs GopMa IMperocTaB-
JIEHHsl OTBETOB HA 3a/1aHUs, @ UMEHHO:

* IMCbMEHHO Ha OyMare miu HabOpOM OTBETOB Ha KOMIbIOTEpPE (ISl JIUIL C HapyLIEHMSI-
MHU CIIyXa, peuH);

* BHIOOPOM OTBETa U3 BO3MOYKHBIX BAPUAHTOB C UCIOJIb30BAaHUEM YCIYT aCCUCTEHTA (JUIst
JIMII ¢ HAPYIIEHUSIMU ONOPHO-/ABUTaTEIbHOIO anapara);

* YCTHO (JU1s1 JIUL[ C HAPYLIEHUSIMU 3PEHMSI, OIOPHO-JBUTATEIBHOTO aIapara).

[Tpu HeoOXoaMMOCTH I O0YYAIOIUXCsl ¢ MHBAJIMIHOCTBIO MPOLIEAypa OLICHUBAHUS pe-
3y/bTaTOB OOYYEHHUS MOKET IPOBOAUTHCS B HECKOJIBKO 3TAIOB.
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