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1 O01mme moJ10KeHU s

PaGouas nporpamma aucuumiuHel « TakTryeckas 3aluTa NepuMeTpa IpeanpusTus» co-
CTaBJICHA B COOTBETCTBHH C TPEOOBaHUSAMHU (eAepaATBHOTO TOCYJAPCTBEHHOTO 00pa30BaTeIbHO-
ro CTaHAapTa, YTBEP>KIECHHOrO MpUKa3oM MUHHCTEpCTBA HAyKHU U BbIciiero oopazoBanusi Poc-
cuiickoit ®enepanuu Ne 1457 ot 26.11.2020, 1 ocHOBHOI nTpodeccnoHabHOM 00pa3oBaTeIbHON
POrpaMMbl MOJATOTOBKU «AHanu3 0e30MacHOCTH WH(DOPMALIMOHHBIX CUCTEM» IO CHEeIHAIBHO-
ctu 10.05.03 "Uudopmarmonnas 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM'".

[IpakTHueckasi MOArOTOBKA pealn3yercss Ha OCHOBE:
[TpodeccnonanbHBIN cTaHAAPT YTBEPKACHHOTO MPUKa30oM MUHHCTEpCTBA Tpy/a U COLHATBHON
3amuThl OT 15 centssOps 2016 roma N 5221 Ne§43 "CnernuaaucT 1o 3amute HHPOPMAaIHK B aB-
TOMAaTU3UPOBAaHHBIX cUcTeMax'" 3aperucTpupoBaHHOro B MuHucTtepcTBe rocTulMM Poccuiickoit
Oenepannn 28 centsoOps 2016 roma, peructpanuoHHbii N 43857. OOoOmeHHass TpyaoBas
¢ynkius: B/02.6 AnMuHUCTpHpOBaHHE CUCTEM 3aIIUTHl MHPOPMAIMK aBTOMAaTU3UPOBAHHBIX
cuctem, B/06.6 Ayaut 3amuieHHOCTH HHPOPMAIMK B aBTOMAaTH3HPOBAHHBIX CHCTEMax

3amaun Hayuute nmnanupoBaTh, HacTpamBaTh U obOecreynBaTh TpPeOyeMblil ypo-
AACTUILTMHBI BeHb Oe3omacHOcTH B ceTax Microsoft Windows Server, Cisco u Unix.
YMETh HAacTpauMBaTh 3alIUTy CETH HA MapUIPYTH3aTOpPax C IMOMOLIBIO
CIIMCKOB KOHTPOJISI JOCTYIla U TEXHHUK YKPEIUICHHUS MapIIpyTH3aTOPOB,
MIPOSKTHPOBATh M HACTpaWBaTh (halepBOIUIBI, BHEAPATH Oe30macHOCTh [P
(IPSec) u VPN, mpoekTupoBaTh U HacTpauBaTh CUCTEMY OOHApy>KEHUs
BropkeHus (IDS). Kpome Toro, Bel M3yunte TEXHOJIOTMIO 3aIIMTHI Oec-
MIPOBOJHBIX CETEH C MCIIOJIb30BAHUEM CUCTEM IIU(POBAHMUS.

OcHOBHbIE 3amura ceTeBoro nepuMerpa npearpusTus OT BTOPKEHUS

pazzensl
JUCHUTUINHBI

2 IlepeyeHb MIAHUPYEMBIX Pe3yJbTATOB 00yYeHUS MO AUCHHUILINHE (MOIYJIIO),
COOTHECEHHBIX C HHAMKATOPAMH JOCTH/KCHHS KOMIICTeHIHIT

[Tponiecc m3yueHust nucHUIIMHbl «HanMeHOBaHHE AMCIUIUIMHBDY HampaBieH Ha ¢op-
MHUpOBaHUE cleayromux kKomnereHuud B coorBerctBun ¢ ®I'OC BO u ocHoBHOI 00pa3oBa-
TeJIbHOM mporpammoii (tabauma 1):

Ta6muma 1 — KomnereHmm u MHANKATOPHI UX TOCTHKCHUS

KOI[ N HAUMCHOBAHHC I/IHI[I/II(E[TOpI)I JAOCTHIKCHUA HJ'IaHI/IpyeMBIC PE3YIbTAaThI
KOMIICTCHIIUU 06yquI/1$[ 10 JUCHHUITIIMHE

Ob6menpodeccnoHanbHbIE

OIIK-15 Crniocoben OIIK-15.1 3Haer cpencTBa U cu- | 3HAET CPEJCTBA M CHCTEMBI 3a-
OCYILECTBISITh aqMH- | CTEMBI 3AlUThl MHGOPMALMK aB- | WUTHl MH(QOPMALMK aBTOMATH-
TOMATU3UPOBAHHBIX CHUCTEM, OC- | SUPOBAHHBIX CHUCTEM, OCHOBHBIC
HOBHBIC MPHUHIUIBI aJIMUHUCTPH- | IPUHIUIBI  aJIMUHUCTPUPOBA-
poBaHHWs 3alIUIICHHBIX KOMIIBIO- | HUA 3allUIICHHBIX KOMIIBKOTEP-
TEPHBIX CHCTEM HBIX CUCTEM

HUCTPUPOBAHUE U
KOHTPOJIb (pyHKIIHO-
HUPOBAHUS CPEJCTB U
CUCTEM 3alllUThl NH-

(opmaunn aBromatu- | OIK-15.2 3HaeT cpejcTBa U CH- | YMEET HCIIONB30BaTh CPEACTBA
3MPOBAHHBIX CUCTEM, | CTEMbI 3aIIUTHl MH(POPMALMU aB- | U CHUCTEMBl 3alIUThl WH(pOpMa-
MHCTPYMEHTAJIbHEIA TOMAaTU3UPOBAHHBIX CUCTEM, OC- | (UM aBTOMATU3UPOBAHHBIX CH-
HOBHBIC NPUHOUIIBI aIMUHUCTPU- | CTCM, OCHOBHBIC IMPUHIUIILI all-
pOBaHUS 3alIMIICHHBIX KOMIIbIO- | MUHUCTPUPOBAHUS  3allUILEH-
TCPHBIX CUCTCM HBIX KOMIIBIOTCPHBIX CUCTCM

MOHUTOPHHTI 3alllU-
IMICHHOCTH aBTOMAaTu-
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3UPOBAHHBIX CUCTCM

OIIK-15.3 Bnaneer cpenctBamu | Bmageer cpencrtBamu aJIMuHH-
aJIMUHHCTPUPOBAHUS TIPOTPaMM- | CTPUPOBAHUS POTrPaMMHO-
HO-aNIMapaTHbIX KOMIUIEKCOB 3a- | allapaTHBIX KOMIUIEKCOB 3allly-
MUTHl MHQOPMALUK OT HECaHK- | Tl MH(OpMAaIMu OT HECaHKIIH-
IIMOHUPOBAHHOT'O JIOCTYIIA OHUPOBAHHOI'O JIOCTyIa

3 MecTo TMCHUNJIUHBI (MOAYJIf1) B CTPYKTYpe 00pa3oBaTe/bHOM MPOrpaMMbl

JucrummuHa(Monyib) « TakTudeckas 3anura nmepuMerpa mpeanpusaThHs» U3ydaeTcs Ha 5
Kypce B 9 cemecTpe.

JlucuumirHa sBisercs 0a30BOI TUCIUILIMHOMN, BXOIUT B cocTaB 0joka 1 «/IuCIHUILIMHBI

(MOJTyJIN)» ¥ OTHOCUTCS K 00513aTE€JIbHBIM JUCITUTUITMHAM.
Jlnst ocBOGHUST TUCHIMIUIMHBI HEOOXOAUMBI 3HAHMsI, YMEHHS, HAaBBIKU U (WJIM) OTBIT MPaKTHYE-
CKOU JIeATEeTbHOCTH, CHOPMUPOBAHHBIC B MPOIIECCE U3YUCHUS TUCIUIUINH / IPAKTUK: Y IIpaBJe-
HUe MH(GOPMAIMOHHOW Oe30macHOCThI0, Pa3paboTka monuTukn MHGOPMAIIMOHHONW Oe30macHo-
CTH.

3HaHus, yMEHUs U HaBBIKU, C(OOPMUPOBAHHBIE TP MOATOTOBKE K MPOLEIype 3alIUTHI U
3aIUTE BHIMYCKHOW KBATHM(PUKANMUOHHOW pabOThl, M3ydeHUH AUCHHUIUIMH CTpaTerndeckas 3a-
[IUTa TIEPUMETPA MPEATPUITHS.

Huctunnuna «TakTuueckas 3amura nepuMeTpa mpenpusiTUs YaCTUIHO peaTu3yercs B
dbopMe mpakTHUecKOl MOoAroToBKH. [IpakTHyeckas MOATOTOBKAa OPraHU3yeTCs MyTEM BBIMOJIHE-
HUS JTa0OpaTOPHBIX PadoT.

JuctunnmHa «TakTudeckas 3ammra IepuMeTpa MPeanpusaTUs» B paMKaX BOCITHTATEIb-
HOM paboTHl HampaBjIeHa HAa (OPMHUPOBAHUE Y O0YUarOIIUXCS YMEHUS apryMEHTHPOBaTh, CaMo-
CTOATEIbHO MBICIUTH, Pa3BUBAET MpodeccrOHANbHbIE YMEHHSI, OTBETCTBEHHOCTH 3a BBITOJIHE-
HUE y4eOHO-TIPOM3BOICTBEHHBIX 3aJIaHUM.



4 O0beM IMCHUILIHHBI (MOAYJISI) B 3a4eTHBIX €JMHUIIAX C YKA3aHMEM KOJIHYeCTBa
aKa/JleMH4YeCKHX YacoB, BbIIeJICHHbIX HA KOHTAKTHYIO padoTy 00y4Yarouuxcs ¢
npenogasareseM (110 BHaM y4eOHbIX 3aHAATHIT) M HA CAMOCTOSATEJbLHYI0 padoTy

00yJaromuxcs

OO6mmast Tpy10eMKOCTh (00beM) AUCIUIUIHHBI COCTABIISIET 4 3a4eTHBIC equHUIbI, 144

aKaJCeMHNYCCKHX YaCOB.

Pacnipenenenne o0bemMa TUCIUILTAHEI (MOIYJIs) TIO BUAAM YIEOHBIX 3aHSITHHA MPECTaB-

JIEHO B Taduie 2.

Ta6ymmma 2 — O6beM TUCIUTIIUHBI (MOYJIs1) TIO BUIAM YYEOHBIX 3aHITHI

O0beM TUCHUNIINHBI

Bcero akagnemu-
YeCKHUX YaCOB

OO0mmas TpyA0eMKOCTh TUCITUTLUIMHBI

144

KonrakTHas aynuropHasi padora o0y4aoummxcs ¢ npenogasareseM (1o
BH/JIaM Y4eOHBIX 3aHSATHII), BCEro

65

B ToM uucie:

3aHATHS JIEKIIHOHHOTO THNA (JISKIIUU U UHBIC YUCOHbBIC 3aHITHS, TIPEy-
CMaTPHUBAOIINE TPEUMYIIECTBEHHYIO TIepeady y4eOHOH HHPOpMAIUH T1e-
JarOTHYCCKUMH PAaOOTHUKAMU )

32

HUKP

3aHATHA CEMUHAPCKOTO THNA (CEMUHAPHI, TPAKTUICCKHUE 3aHSITHSI, TTPAK-
TUKYMBI, J1a00paTOpHbIe pabOThI, KOJJIOKBHYMbBI i MHBIC aHAJIOTHYHBIC 3a-
HSTHS)

32

CamocrosiTesibHast padoTa 00y4aOIIUXCS H KOHTAKTHAas padoTa, BKIIO-
Yarolas rpynmnoBble KOHCYJIbTAIUH, WHIUBUAYAIBHYIO paboTy 00y4aro-
HIMXCS C TMPETNo/iaBaTessiMU (B TOM YUCIIE WHINBUAYAIbHbIE KOHCYIbTAIINN);
B3aUMOJICHCTBHUE B AJIIEKTPOHHON MH(DOPMAIITMOHHO-00pa30BaTEIHLHOM cpesie
By3a

44

[TpomexyTouHast aTTecTanus 00yJarmuxcs — JK3aMeH

35

5 Conep:xaHue JUCHMILIMHBI (MOLYJIs1), CTPYKTYPHMPOBAaHHOE 110 TeMaM (pa3esiam)
€ YKa3aHMeM OTBEJAeHHOr0 Ha HUX KOJIMYeCcTBAa aKaJeMHYeCKHX YacoB U BU/10B

y4eOHoi1 padoThbl

Tabmuua 3 — CTpykTypa U coliepKaHue AUCUUIUINHBI (MOAYIIS)

Bunsr yue6HOI paboThI, BKITIOYasi CAMOCTOS-
TEILHYIO Pa0OTy 00yUYaIOIIMXCS U TPYI0EM-
KOCTb (B yacax)

Konrakthas pabota

HanmMeHoBaHMe pa3enoB, TEM U COAEPKAHNE IpenojaBaTess ¢ 00yJarouMICs
Marepuala Jlekiuu | Cemunap- | JlabGopa-
CKHE TOpHBIE CPC
(mpakTH- | 3aHATHA
YECKHE
3aHATHUSA)
OcHoBbI 3anuTH ceT, O030p 3alTUTHI CETH,
TexHosornu 3amuTsl cety, Llenu ynpasinenus 32 32 44

JIOCTynoM, BiivsitHue ypoBHEBOM 3alIUTHI HA pa-
0oty cetn




HawnMeHoBaHue pa3enoB, TEM U COJCPKAHNE
Marepuaa

Bunpl yue6HO# paboThI, BKIIFOYAs CAMOCTOSI-
TENBHYIO Pa00Ty 00YJaIOIIUXCS U TPYAOEM-
KOCTb (B yacax)

KonrakTHas padora
IperoiaBaTelisi ¢ 00yJaroNMMHUCS

Jlexknnu Cemunap-
CKHe
(npaktu-
YecKue
3aHSTHUS)

Jlabopa-
TOPHBIC
3aHATUA

CPC

KoHnenmuu cereBoro ayaura

Nzyuenue TCP/IP, KiroueBbie KOHIIENIIUN
TCP/IP, Ananu3 ceancoB TCP, Ananus3 IP make-
ta, AHanu3 coodbmenuii ICMP, Ananu3 3aro-
noBkoB TCP

Amnanu3 3aronoskoB UDP, Ananu3 ¢pparmenTa-
MU ITaKeTOB, AHAIU3 IEJI0I0 CeaHca
MapuipyTi3aTtopsl U COUCKH KOHTPOJISI IO0CTYIIa
Hactpolika ocHOBHOI1 O€3011acHOCTH MapLIpy-
tr3aTopoB [IpuHIunbEl MapupyTu3zanuu Y gaie-
HUE HEUCIIOJIb3YEMBIX MTPOTOKOJIOB U Ci1yk0 Co-
3/1aHH€ CIIUCKOB KOHTPOJs Aoctyna [Ipumene-
HUE CITMCKOB KOHTPOJIs gocTyna Konnenuuu
BeZieHus xypHaioB [IpoekTupoBanue gaepBo-
7108 OCHOBHBIE MPUHIIUTIBI TPOSKTUPOBAHUS 1
peanuzanuu aepBoiioB Co3naHre TOTUTHKU
¢daepsoioB Co3ganue Habopa MpaBul ISt
bunbTpanumn makeToB OyHKINN POKCH-
cepsepa bactuonnsie xoctel dyHK1MK honeypot
B CETEBOM OKPYKEHUH

Hacrpoiika ¢paepBosioB

OcHoBHbIE QYHKIIMH U OOIIIHE METOBI IPUME-
HeHus (aepBossioB, HacTpoiika 1 MOHUTOPUHT
daepBosutoB Microsoft, Kornenmuu [P Tabmui
Hacrpoiika iptables B Linux, [Ipumenenue tex-
HOJIOTHH (haepBOJITIOB

[Tpumenenue [PSec u VPN, @ynkuuu [PSec,
VYnpasnenne nonutukamu IPSec, Hactpoiika
IPSec B pexume AH, Kom6unuposanue AH u
ESP B IPSec

OcnoBsl VPN, TyHHenbHBIE MPOTOKOJIBL, [Tpo-
eKkThupoBaHue U apxurekrypa VPN, be3onac-
HocTh VPN, Hactpoiika VPN na Windows
Server

[TpoexTHpoBaHKE CUCTEMBI OOHAPYKEHUS
Bropkenus (IDS), Lenu IDS, Texnonoruu n
TEXHUKU OOHapyXeHHs BTopkeHui, OOHapy-
’KeHHe BTOP)KCHHS Ha ypoBHE X0cToB, OOHapy-
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Bunpl yue6HO# paboThI, BKIIFOYAs CAMOCTOSI-
TENBHYIO Pa00Ty 00YJaIOIIUXCS U TPYAOEM-
KOCTb (B yacax)

KonrakTHas padora

HaumeHnoBanue pa3ienoB, TeM U COJEpKaHUE npenojaBaTess ¢ 00yJaoumMIcs
MaTepuana Jlekiuu | Cemunap- | JlaGopa-
CKue TOpHBIE CPC
(npaktu- | 3aHATHSA
YecKue
3aHSTHUS)

JKEHHE BTOP)KCHHS Ha YpOoBHE ceTH, [[puHIMIBI
aHaJIM3a TAaHHBIX JJIs OOHAPY)KCHUS BTOP)KEHUS,
Hcnons3zoBanue IDS, Yero He moxket IDS

Hactpoiika IDS, [Ipuniunst pabotsl Snort,
VYcranoska Snort, [IpaBuna Snort, Hactpoiika
Snort Ha ucnonp30BaHKE 0a3bl JaHHBIX,
Hacrpoiika IDS nox Linux,

3amura OecripoBOIHBIX ceTei, OCHOBHI Oectpo-
BOJHOM CBs13M, OCHOBBI OCCIIPOBOIHBIX CETEH
(WLAN), be3omacHocTb OeCIpOBOIHBIX CETEH,
Aynut 6ecnipoBOJHBIX ceTeit, JloBepeHHbIe Oec-
MIPOBOJIHBIE CETH

uToro
10 IMCHUILINHE

32 32 44

6 BHeayauTopHasi caMOCTOSITeIbHAsI PA00Ta 00YYAIOLIUXCS MO TUCIUIIJIHHE
(Moxyr0)

[Ipy nmnaHUPOBAHMHM CaMOCTOATENBHON pabOThl CTYACHTY PEKOMEHIYETCS PYKOBOJI-
CTBOBAThCS CJIENYIOIIUM PACTIPEICICHHEM YacOB Ha CaMOCTOATENIbHYIO padoTy (Tabnuna 4):

Tabnuna 4 — PekomeHayemMoe pacnpeiesieHle 9acoB Ha CAMOCTOSTEIIbHYIO paboTy

KoMIOHEHTBI CaMOCTOATEIBbHON PadOThI KoanvecTBo yacoB
N3ydeHne TeopeTuuecKux pa3aesioB JUCIHUIIINHbI 4
IToaroToBKa K 3aHATUSM CEMHHAPCKOTO THUIIA 4
[TonroroBka u oopmieHue PI'P 36
44

7 OHCHO‘IHLIC cpeacrea Jid MpoBEACHUS TEKYHIECTI0 KOHTPOJIA
U MPOMEKYTOYHOM aTTecTanuy 00y4aloIuXxcs Mo JMCHHILIMHE (MOLY110)

DoHJ OLICHOYHBIX CPEACTB ISl IIPOBEACHUS TEKYILETO KOHTPOJSA YCIIEBAEMOCTU U IIPO-
MEKYTOYHOM aTTecTaluny npejacrasieH B [Ipunoxenun 1.

[TonHBIA KOMIUIEKT KOHTPOJIBHBIX 33JaHUN MJIM MHBIX MaTepUaoB, HEOOXOIUMBIX IS
OIICHUBAHUS PE3YNbTAaTOB OOyUYEHHUS MO AUCHMILIMHE (MOJIYJI0), MPAKTHUKE XPAaHUTCA Ha Ka-
benpe-pazpaboryrke B OyMakHOM H 3JIEKTPOHHOM BHU/IE.

8 VYueOHo-MeTOOAMYecKOe ¥ HH(POPMANMOHHOE o0ecmeyeHHe JUCUHUIIMHBI
(MoayJisn)




8.1 OcHoBHas JquTEpaTypa

1 [[Tanprun, B. ®@. UadopmarmonHas 6€30MacHOCTh KOMIBIOTEPHBIX CUCTEM U Ce-
Telt [DnekTpoHHbBIN pecypce] : yuebHnoe mocodue / B. @. lllanprun. — M. : ®DOPYM : UHOPA-M,
2014. — 416 c. // ZNANIUM.COM : snektpoHHO-OMOIMOTEUHAs cuctemMa. — Pesxxum pocryna:
http://www.znanium.com/catalog.php, orpanuuenHslii. — 3ari. ¢ KpaHa.

2 [[Tanprun, B. ®. KommiekcHas 3amura nHGOpPMAIIMU B KOPIIOPATHBHBIX CHCTE-
Max [DneKTpoHHBINH pecypc] : yuedHoe mocodue / B. @. lllanprun. — M. : ®OPYM : UHDPA-
M, 2013. - 592 c. // ZNANIUM.COM : snektpoHHO-OuOIMOTEUHAs cucTeMa. — PexxuM moctyma:
http://www.znanium.com/catalog.php, orpanuuenHslii. — 3ari. ¢ KpaHa.

7.2 lonoJHUTEJbHAS JIUTEpaTypa

1 Kacnepcku, K. Texnuka ceresbix arak. T.1 / K. Kacnepcku. — M.: Conon-P, 2001.
—396c¢.

2 [Hanbrun, B.®. 3ammTa nHpopmanyy B KOMIBIOTEPHBIX cUcTeMax U ceTsax / B.D.
[Tanprun. — M.: IMK Ilpecc, 2012. — 592c.

8.3 Mertoauueckue yKa3aHus AJs CTYA€HTOB 110 0CBOEHHIO THCHUTILIMHbI
OO6yuenue nucuuninuHe «TakTuueckas 3aluTa nepuMerpa NpeaAnpuaTys Ipeamnonara-
eT M3y4YeHHe Kypca Ha ayJUTOPHBIX 3aHATUSAX U B XOJE CaMOCTOSTENbHON paboThl. AyauTop-

HbI€ 3aHATUS IPOBOAATCS B GOpME JIEKIIMH U MPAKTUYECKUX 3aHSATHI.

Tabnuma 7 MeTonnueckre ykazaHusi K OTJAEIbHBIM BHIaM JCSTeIbHOCTH

Bug yqe6H0— OpI‘aHI/I3aLII/IH ACATCIILHOCTU CTYACHTA
T'0 3aHATHUA
Jlexums Hanucanue xKoHCIEKTa JIEKIIMIA: KpaTko, CXEMAaTU4YHO, I10-

CIeA0BaTEIbHO (PUKCHUPOBATH OCHOBHBIC MOJOXKEHUSA. BbiiensTs
KJIIOUEBBIE CJOBa, (POPMYIBI, OTMEUYATh Ha TOJISIX YTOYHSIOIINE
BOIIPOCHI IO TEME 3aHSATHUS

JIaGopaTop- Pabora ¢ aBTOMaTU3MPOBaHHBIMU PabOYNMU MECTaAMH.
HbI€ 3aHSATHE

Camocros- s Gonee riyOOKOTO HM3y4d€HUS DPa3leioB JUCHUIUIMHBI
TenapHas pabora MPEAYCMOTPEHBl OTJEIbHBIE BUIbI CaMOCTOSITENIbHON paboThI:

MOJArOTOBKA K MPAKTUUYECKUM 3aHATUAM, U3YUYEHUE TEOPETHUECKUX
pa3aenoB IMCUUILUIMHEL, ToarotoBka PI'P.

CamocrosiTenpHas paboTa siBIsieTcs Hamboee MPOAyKTUBHON (popmoil oOpazoBaresnb-
HOM M TIO3HABATEIBHOW NESITENHHOCTH CTyAeHTa B mepuon oOydenusi. CPC nampaBneHa Ha
yrayOneHre u 3aKperieHrne 3HaHUHM CTy/IeHTa, pa3BuTue npaktudeckux ymenuit. CPC mo muc-
numinHe «TakTudeckas 3ammTa MmepuMeTpa MPeanpUusTHsI» BKIOYACT CIEAYIONMe BUIBI pa-
60T:

— paboTy C JEKIIMOHHBIM MaTEPHUAJIOM, TIOUCK W 0030p JIUTEPATYPhI U JIEKTPOHHBIX HC-
TOYHHKOB WH(OPMAIIMH 110 WHIUBUYaIbHOMY 3aJJaHUIO;

— OTIEPEeXkKAIOIIYI0 CAMOCTOATENbHYIO PaboTYy;

— U3YYCHHE TeM, BBIHECEHHBIX Ha CAMOCTOSITEIHHYIO MPOPAOOTKY;

— MOJATOTOBKY K IMIPAKTUYECKUM 3aHATHUSIM;
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— BhINoIHEHUE U opopmienue PI'P.

Kontpons camocTosiTeIbHONH pabOThl CTYACHTOB M KA4e€CTBO OCBOCHHUS IUCIUILIMHBI
OCYILIECTBIISIETCS MOCPE/ICTBOM:

— MPE/ICTABJICHUS B YKa3aHHbIC KOHTPOJIbHbBIE CPOKH PE3YJIbTATOB BBIMOJHEHUS 33 1aHUN
JUJISL TEKYILETO KOHTPOJIS;

— BBINIOJIHEHUS U 3amuThl PI'P;

8.4 CoBpemeHnHble mnpogeccHOHATbHBIE 0a3bl JaHHBIX M HH(pOpPMANMOHHbIE
CIPaBOYHbIE CHCTEMbI, HCI0JIb3yeMble NP OCYIIEeCTBJIEHUN 00Pa30BaTEILHOIO
npouecca no JUCHUIINHE

1. Dnexrponno-6ubnmoreynas cucteMa ZNANIUM.COM — Omuoka! Henomycern-
MbIi 00BEKT r'MINepPCChIIKM..
2. Koncynprant+

8.5 Ilepeuenb  pecypcoB  HHGPOPMAIHOHHO-TEJIEKOMMYHHUKANIMOHHON  ceTH
«HTEepHET», HEOOXOAMMBIX /1JIsl OCBOECHHS THCIIUIIIUHBI (MOIYJIs1)

1. 1. O06 undpopmanuu, vHGOPMAITMOHHBIX TEXHOJOTHIX M O 3aIIUTe HHOOPMAIIHH:
[DnexTpoHHbI pecypc] : dhenep. 3akon ot 27 utonsg 2007 r. Ne 149-D3. Jloctyn
W3 CIIpaB.-1paBoBoil cucteMbl «KoHCynbTanTIImrocy.

2. 2. O nepcoHaJbHBIX JaHHBIX : [DneKTpoHHBIN pecypc] : penep. 3aKoH OT 27 U0
2006 r. Ne 152-@3. Jloctyn u3 cupas.-nipaBoBoii cuctemsl «KoHcynbranTlInrocy.

3. 3. Caiit yauBepcutera www.knastu.ru[ OnexTpoHHsbIi pecypc]:. Pazmen corpya-
Hukam, 1okyMeHTl CMK, pexxum nocryna — cBoOOAHBIN. 3ari. ¢ 3KpaHa

4. Hayunas snekrponnas oudnuoreka Elibrary http://elibrary.ru.

5. Hanuonansnelii oTkpeITelid yHUBepcuteT MHTYUT http://www.intuit.ru.

C 1enbio MOBBIIICHUST KAUueCTBa BEJICHUSI 00pa30BATENBHON JAEITEIHPHOCTH B YHUBEP-
CUTETE CO3/1aHa AJEKTPOHHasi MHPOPMALMOHHO-00pa3oBarenbHas cpena. OHa mojpasy-
MEBaeT OpPraHU3aIMI0 B3aUMOJICHCTBUS MEXITy 00yUJarOIIMMHUCS U MPEToIaBaTeNs MU de-
pe3 CUCTEMY JINYHBIX KAOMHETOB CTYJIEHTOB, PACIIOJIOKEHHBIX HAa O(UIMAIBHOM caiiTe
YHHUBEPCHTETa B MH()OPMAIIMOHHO-TEIIEKOMMYHUKAIIMOHHOHN ceTn «/HTepHEeT» 1o ajpe-
cy https://student.knastu.ru. Co3ngannas MHGOpMaMOHHO-00pa3oBaTe/ibHAs Cpeia Mo3-
BOJISIET OCYIIECTBISTh B3aUMOJICHCTBAE MEXIY YYaCTHHKAMH O0pa3oBaTEIBHOTO IPO-
1ecca MOCPEACTBOM OpPraHM3aLMU JUCTAHIIMOHHOTO KOHCYJIbTHPOBAHUS IO BOIpPOCAM
BBITTOJIHEHUS TPAKTHYECKUX 3aJaHUH.

8.6 JInueH3MOHHOE MPOrpaMMHOe oGecrieyeHne, HCNoab3yeMoe NMpu
OCYIIeCTBJIEHUH 00Pa30BaTEILHOIO MPoOIecca Mo JUCHHUILINHE

Tabnuua 5 — IlepeyeHp UCTIONB3YyEMOT0 IPOrPAMMHOTO 00eCTIeUeHHSI

Hanmenosanue 110 PexBU3nTHI

MICTOS(.)ft® Wmdoxys JIuuensunonuslii ceprudukat Ne 46243844 ot 09.12.2009
Professional 7 Russian

9 OpraHn3auuonn0-nenar0rnqecxne yciaoBus

Opranuzanus o0pazoBaTeIbHOIO MPoLecca periaMeHTupyeTcs y4eOHbIM TUIAHOM M pac-
nUcaHueM y4eOHBIX 3aHATHH. SI3bIK 00ydeHus (mpernoaaBaHus) — pyccKui. [[ns Bcex BUAOB
AyJUTOPHBIX 3aHATUN aKaJIEMUYECKUN Yac YCTAHABIMBACTCS MPOJIOJIKUTEIBHOCTBIO 45 MUHYT.

[Ipu dopmupoBaHuM CBOCH HMHIMBUAYaTbHON 00pa30BaTEIBHOM TPACKTOpUU OOydaro-
IIMKACS UMEET MPaBO Ha Mepe3aveT COOTBETCTBYIONUX JTUCIMIUIMH U MPO(ECCHOHAIBHBIX MOJTY-
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JIeil, OCBOEHHBIX B MPOIIECCEe MPEANISCTBYIONIET0 00yUeHUs, KOTOPBI 0CBOOOXKIaeT 00yJaroIe-
rocsi OT HEOOXOMMOCTH UX TTIOBTOPHOTO OCBOCHHUSI.

9.1 O6pa3oBaTte/ibHbIE TEXHOJIOTHHI

VY4eOHblIil mpoliecc Mpu MpenojaBaHuu Kypca OCHOBBIBAETCSI Ha MCIIOJIb30BAHUM TPAIU-
[IMOHHBIX, NTHHOBAIIMOHHBIX W HH()OPMAIIMOHHBIX 00pa30BaTEIbHBIX TEXHONOTHHA. TpaauiuoH-
Hble 00pa3oBaTelIbHbIE TEXHOJIOTUU MPEJCTABICHBI JTEKIUAMU U CEMUHAPCKUMHU (IIPAKTHUECKU-
MU) 3aHATHSIMU. IHHOBanmoHHbIE 00pa30BaTelIbHbIE TEXHOJIOTUU UCIIONIB3YIOTCS B BUJIE IIUPO-
KOTO MPUMEHEHUSI aKTUBHBIX U MHTEPAKTUBHBIX (OpM MpoBeaeHus 3auatuil. MHbopmanmoHHbie
0o0pa3oBaTelbHbIC TEXHOJOTUU PEATU3YIOTCS IMyTEeM aKTUBHU3AIMH CAMOCTOSTEIBHONW PabOTHI
CTYJEHTOB B HH(OPMALIMOHHOM 00pa30BaTEIbLHOM cpejie.

9.2 3aHATUA JEeKIIUOHHOI0 THIIA

JIeKIMOHHBIN Kypc MpeanoiaraeT CUCTEMaTU3UPOBAaHHOE M3JI0)KEHHE OCHOBHBIX BOIIPO-
COB Y4eOHOI0 IJIaHa.

Ha mepBoii iexiuu gekTop 0053aH MpeaynpeanTh CTYICHTOB, IPUMEHUTEIHFHO K KAKOMY
06a3oBoMy y4eOHUKY (yueOHUKaM, Y4eOHBIM MMOCOOHIM) OyIE€T MPOYUTAH KypC.

JIeKuMOHHBIN Kypc MOJDKEH JaBaTh HAaHOOJBIINKA 00beM MH(GOPMALUH U 00ECIIeYnBaTh
Oosee riryboKoe TOHUMaHHUE YYEOHBIX BOTIPOCOB IPH 3HAYMTEIHHO MEHBIIECH 3aTpaTre BPEMEHH,
4eM 3T0 TpeOyeTcst OONBIIMHCTBY CTYACHTOB Ha CAMOCTOSATENBHOE H3yYeHUE MaTepraa.

9.3 3aHsATHS CEMMHAPCKOI0 THUNIA

CemuHapckue 3aHATHS IPEICTABISAIOT COOON JeTanu3aluio JEKIUOHHOTO TEOPETUYECKO-
ro Marepuana, IpOBOAATCS B LEAX 3aKPEILICHUs Kypca U OXBATBIBAIOT BCE OCHOBHBIE PA3/EIIbI.

OcHoBHOM (opMOIi TPOBECHUS CEMMHAPOB SBJSETCA 00CyXIeHUe Haubosiee npodiem-
HBIX M CJIOKHBIX BOIPOCOB IO OTAEIBHBIM TE€MaM, a TakXe pa30op MPUMEpPOB U CUTyalud B
ayJIUTOPHBIX YCIOBHSX. B 00s13aHHOCTH IpernojaBaresst BXOJAT: OKa3aHHE METOJMYECKOH Mo-
MOIIIY ¥ KOHCYJIbTUPOBAHHUE CTYJEHTOB 10 COOTBETCTBYIOLIUM TEMaM Kypca.

AKTHBHOCTb HA CEMUHAPCKUX 3aHITHUSX OLIEHUBAETCS IO CIEIYIOIIMM KPUTEPHSIM:

* OTBETHI Ha BONPOCHI, NIPEJIaracMble MPENogaBaTeeM;

* y4acTHE B IUCKYCCHSIX;

* BBITIOJTHEHUE NMPOEKTHBIX U MHBIX 3aJ[aHUH;

* aCCHCTHUPOBAHUE IIPENIOJABATEIIIO B IIPOBEICHUH 3aHATUN.

OTBeT noJKeH ObITh apryMEHTUPOBAHHBIM, PA3BEPHYTHIM, HE OJIHOCIIOKHBIM, COJEPKaTh
CCBIJIKH HA UICTOYHHKH.

Jloknansl ¥ ONIIOHMPOBAHHUE JTOKJIAJO0B IPOBEPSIOT CTENEHb BIAJCHUS TEOPETUYECKHM
MaTepHaJIOM, a TAK)Ke KOPPEKTHOCTb U CTPOTOCTh PACCYKICHUMN.

OueHrBaHue 3aaHUM, BBINOJHEHHBIX HA CEMUHAPCKOM 3aHSITHH, BXOIUT B HAKOIUJICH-

HYIO OLICHKY.
9.4 CamocTosiTe/ibHAsA padoTa 00yyalUUXcs 1Mo JUCHUNINHE (MOAYTI0)

CamocrosTrenbHas paboTa CTyIEHTOB — 3TO INPOLIECC aKTUBHOIO, IEJIEHANPaBIEHHOTO
pUOOpPETEHUs! CTYJAEHTOM HOBBIX 3HAHUM, YMEHUN 03 HEemOCPEACTBEHHOTO y4yacTHs Mpernoja-
BaTels, XapaKTepU3YIOIUICSI MpPeAMETHOW HampaBJIEHHOCTbIO, 3()()EKTUBHBIM KOHTpPOJIEM U
OLIEHKOH pe3ysbTaToB JEATEIbHOCTH 00yUYaroIIerocs.

Llenu camocTosITETHLHON pabOTHI:

* CHCTEMATH3alUs U 3aKPEIUICHUE MTOTYYEHHBIX TEOPETUUECKNX 3HAHUM U MIPAKTUYECKHUX
YMEHUH CTYIECHTOB;

- yriyOJieHne U pacluIMpeHue TEOPETUYECKUX 3HAHMUIA;

- (hopMHUpOBaHNE YMEHUH HCIIOJIIb30BAaTh HOPMATUBHYIO U CHPABOYHYIO TOKYMEHTALHUIO,
CIELUAJIBHYIO JINTEPATYPY;
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* pa3BUTHE MMO3HABATEIBHBIX CIIOCOOHOCTEH, aKTUBHOCTH CTYJICHTOB, OTBETCTBEHHOCTH U
OpPraHU30BaHHOCTH;

- (hOpMHUPOBAHHE CAMOCTOSTEILHOCTH MBIIUICHHUS, TBOPYECKON MHUIIMATUBBI, CTIOCOOHO-
CTEH K CAMOPA3BUTHUIO, CAMOCOBEPIIECHCTBOBAHUIO M CaMOpEaIN3aliy;

* pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUHN U aKaJIEMUYECKUX HABBIKOB.

CamocrosTenbHas padoTa MOXKET OCYLIECTBIATHCS WHAMBUIYAIBHO WM IPYNIIAMU CTY-
JICHTOB B 3aBUCHUMOCTH OT IIeJIH, 00beMa, YPOBHS CIIO)KHOCTH, KOHKPETHOM TEMATUKH.

TexHomorust opraHu3alyu CaMoOCTOSTEIbHON paboThl CTYACHTOB BKIIIOYAET UCIOJIb30BaA-
HUE UH(POPMAIIMOHHBIX U MaTEPUATBHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynbTaToB BHEAyAMTOPHOW CaMOCTOSTENBHOW pabOThl CTYAEHTOB MOXKET
IPOXOJUTH B MMCbMEHHOM, YCTHOW MIIM CMEIIaHHOM (hopme.

CryneHTbl JOJDKHBI HOJXOAUTh K CaMOCTOSATENIbHOM paboTe Kak K HauBaKHeHIemy
CPEACTBY 3aKPEIICHUS U PA3BUTUS TEOPETUUYECKUX 3HAHWH, BHIPAOOTKE €AMHCTBA B3IJIAJO0B HA
OTJIeJIbHBIE BOIPOCHI Kypca, IPUOOPETEHHsI OIpeIeIEHHBIX HABBIKOB U HUCIOJIb30BaHUS Ipodec-
CHOHAJIbHOW JINTEPaTYpHI.

9.5 MeToanueckne yKa3aHus J1Jisl 00y4aOUIMXCS 10 OCBOECHMIO U CHUILIMHBI

[lpr w3yyeHMH AMCUUIUIMHBI OOYYArOIIMMCS IEIeCO00pPa3HO BBHIMOIHATH CIIEAYIOIINE
PEKOMEHIallNH:

1. U3yuenne yueOHOM TUCIUTUIMHBI JJOJKHO BECTHCH CUCTEMATHUECKH.

2. TTocne u3y4eHus: Kakoro-1udo paszziena Mo yueOHUKY MM KOHCHEKTHBIM MaTepHajIaM
PEKOMEHAYETCS TI0 MTaMsATH BOCIIPOM3BECTH OCHOBHBIC TEPMUHBI, ONIPECIICHI, TIOHATHS pa3ie-
na.

3. Ocoboe BHUMAHUE CIEAYET YACIUTh BHIIIOJHEHUIO OTUYETOB 10 MIPAKTUYECKUM 3aHATH-
SIM M UHJIUBHIyJIbHBIM KOMIUICKCHBIM 33aHUSIM Ha CAMOCTOSITEIbHYIO PadoTy.

4. Best TemMaTrka BOTIPOCOB, M3Y9aeMBIX CAMOCTOSITEIILHO, 33/1a€TCSI Ha JIGKIUSAX IMPETIo-
naBarteseM. MM jke 1aloTcsi HCTOYHUKH (B MEPBYIO ouepe/ib BHOBb U3JJaHHbIE B IIEPUOIUYECKOM
HAYYHOI JUTeparype) Uit 0ojee AeTaTbHOTO MOHUMaHHs BOIIPOCOB, 03BYYEHHBIX Ha JICKIINH.

[Tpu camocTosiTensHON popaboTKe Kypca 00ydarouecs 10JIKHbI:

* IPOCMATPHUBATh OCHOBHEIE OTIPE/ICICHUS U (PAaKTHI;

* IOBTOPUTH 3aKOHCIIEKTUPOBAHHBIM Ha JIGKLIMOHHOM 3aHATUU MaTepual U JIONOJHUTh
€ro ¢ y4eTOM PEKOMEHJOBAHHOM MO JaHHOU TeMe JIMTepaTyphl;

* U3yYUTh PEKOMEHIOBAaHHYIO JIUTEPATYPY, COCTABIATh T€3UChl, aHHOTAIIUU U KOHCIIEKTHI
HanOoJiee BAXKHEIX MOMEHTOB;

* CAaMOCTOSITEJILHO BBIMOJIHATH 33/1aHUs, AaHATIOTUYHbIE MTpeJlaraéMbIM Ha 3aHATHSX;

* UCTIOJIB30BATH JIJISl CAMOIIPOBEPKH MaTepUabl (POH/Ia OLIEHOYHBIX CPEJICTB.

Metoanueckue ykazaHus pu paboTe HaJl KOHCIIEKTOM JIEKIIMU

B Xoze NeKIMOHHBIX 3aHITHH HEOOXOIUMO BECTH KOHCIIEKTHPOBAHUE YYEOHOTO MaTe-
puana. OOpariate BHUMaHUE Ha KaTeropuH, (GOpMyIHUpPOBKH, PACKPHIBAIOIIME COJEpKAaHUE TeX
WIA WHBIX SBJICHUH W TPOIECCOB, HAYYHBIC BHIBOIBI H MPAKTUIECKHE PEKOMEHIAINH, TIOJI0KH-
TEJIbHBIA OMBIT B OPATOPCKOM HCKyccTBe. JKenaTelbHO OCTaBUTh B pabOYMX KOHCIEKTax IO,
Ha KOTOPHIX JeNaTh MOMETKH U3 PEKOMEHIOBAHHOHN JIUTEPATYPHI, JOTIOTHSIOIINE MaTepral mpo-
CJIyIIAHHOH JIEKIIMH, a TaKXKe MOJAYEPKUBAIOIINE O0COOYI0 BaXXHOCTh TE€X WJIM MHBIX TEOpETHYe-
CKUX TOJIOKEHHH. 3a/1aBaTh MPETOIaBATEII0 YTOYHSIONINE BOIPOCH C IENBI0 YSICHEHHS TEope-
TUYECKUX IOJIOKEHHM, pa3pereH s CIOPHBIX CUTYalUM. ... | T.1.

Metoanyeckre yKkazaHUs IO CaMOCTOSTEIBHON padoTe HaJ HM3y4aeMbIM MaTepHUAIIOM H
IPY TOJATOTOBKE K MPAKTUYECKUM 3aHATHIM

HauwHath Haso ¢ M3y4YeHHUsT PEKOMEHIOBAaHHOM TuTeparypbl. HE00X0MMO MOMHHTE, YTO
Ha JIGKIIUK OOBIYHO pAacCMaTPHUBAETCS HE BECh MaTepHal, a TOJbKO ero yacTb. OcTalbHas ero
9aCTh BOCIOJIHAECTCS B ITPOIIECCE CAMOCTOSATENBHOM paboThl. B ¢Bs3M ¢ 3THM paboTa ¢ peKoOMeH-
JIOBaHHOW JUTEpaTypoil oOs3aTensHa. Ocoboe BHUMaHUE TPU 3TOM HEOOXOAUMO OOpaTHTh Ha
COZIep’)KaHWE OCHOBHBIX ITOJIOKECHUI M BBIBOJIOB, OOBSCHEHHE SIBICHHH M (AKTOB, ySCHEHHUE
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IIPAKTUYECKOIO MPHIIOKEHNS pacCMaTpUBAEMBIX TEOPETUUECKUX BOIpPOcoB. B mpouecce 3toi
paboThl HEOOXOIUMO CTPEMUTHCS MOHATh U 3allOMHUTH OCHOBHBIE ITOJIOKEHHS paccMaTphBac-
MOT0 MaTepuaia, IPUMEpPHI, MOSCHSIIOINE €ro, a TAKXKE Pa3o0paThCs B MIUTFOCTPATUBHOM Mate-
puaiue... u T.1.

10 Onucanue MaTepUATbHO-TEXHHYECKOTO 00ecneyeHnsl, He00X0IMMOro /1JIsi
OCYILIeCTBJIEHUSI 00Pa30BaTEJIbHOI0 MPOLEcca MO JUCHUILIHHE (MOXYJII0)

10.1 YuyeOHo-s1abopaTopHoe 060py0BaHue

Ta6muma 6 — [lepedyenp 00opyaoBaHUS JTa0OpPATOPUHN

HanmenoBanmne aAyIuTOPpHUH

(1a6oparopun) Hcnonszyemoe o6opyaoBaHue

Aynuropus

202/5 Jlaboparopus mnporpammuo- | C3U HCJ] Secret Net, C311 HC/] Dallas Lock,
anmapaTtHbix cpeAcTs 3ammThl | C3WM HCJ| Crpax NT, C3U HCJH Ilut PX/I,
uHdopManuu C3U HCJ Aypa ,C31 HCJ Kpunron ,C31 HCJI
Axkopa, ®UKC, Peuzop 1,2 kak st onepaiu-
OHHBIX cucTeM cemeiicTBa Windows Tak u Juis
Linux, Pesuzop Ceru 2.0, AHanu3aTop ceTeBoro
Tpapduka AcTpa,ATeHT UHBEHTapHU3allHU Ce-
ti,CraHep ceteBoii Oe3omacHocTn XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunton
AM/3, Axxopn AMJ/3, KpuntolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, HoytOyk ¢ Windows 7+mpoekTop.
16 TI9BM Ha 6a3e mporeccopoB He Hmxke Intel
Pentium IV

201/5 JlaGoparopuss  TexHHUYecKUX | MoJenpHOe MOMEUIeHNne AJIs MPOBEACHUS U3Me-
CPEICTB 3allluThl HH(pOpMa- | peHUH MapaMeTpOB Pa3INYHBIX MOJIEH
1IUU

10.2 TexHnuyeckue U 3J1eKTPOHHbIE CPeACTBA 00y4eHUSs

JlekiHOHHBbIE 3AHATUA

Aynuropun JUisl IEKIIMOHHBIX 3aHATHI YKOMIUIEKTOBAHBI MEOEIBIO U TEXHUYECKUMU CPEI-
CTBaMM OOYYEHUS, CIy>KAIUMU ISl MpeJCTaBleHUs yueOHOH nH(popManuu OOJBIION ayanuTo-
puu (HaOOpbI AEMOHCTPALIMOHHOTO 000pyAOBaHUS (IIPOEKTOpP, SKpaH, KOMIBIOTEP/HOYTOYK),
yueOHO-HarIsAHbIE T0COOUS, TEMAaTHUECKUE UILUTIOCTPALIUN).

JlaGopaTropHble 3aHATHSA

Jns nabopaTopHbIX 3aHATHH Hcnosb3yercs ayautopus Ne 202 , ocHamieHHass 060pyno-
BaHUEM, YKa3aHHBIM B Ta0I1. &:

CamocrosiTenbHas padoTa.

[TomereHust y1si cCaMOCTOSATEIHLHON pabOTHI OCHAIEHBI KOMITBIOTEPHON TEXHUKOMW C BO3-
MO>KHOCTBIO TOJKIIOYeHUS K ceTH «VIHTEpHET» U TOCTYNOM K AJIEKTPOHHON MH(OPMAIIMOHHO -
obpazoBarenbHoi cpene KHATY:

- yutanpHbIi 3a1 HTh KHAT'Y;

- KoMIbIoTepHBIE Kinacchl (aya. 311 kopmyc Ne 5, ayn. 205 kopmyc Ne 5, ayn. 313 kopmyc
Ne 5).

11 NuLIe cBeneHus
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MeToanuyecKue PEKOMEHAAMHA 110 oﬁyqenmo JIMI ¢ OTPAHUYCHHBIMHA
BO3MOKHOCTAMMU 3/10POBbA U UHBAJIMAOB

OcBoeHMe NUCHUIUIMHBI O0YUYaIOIUMUCS C OTPAHMYEHHBIMH BO3MOYKHOCTSMU 310POBbSI
MOYET OBITh OPraHM30BaHO KAaK COBMECTHO C JAPYIrMMH OOyYaroIIMMUCS, TaK U B OTACIBHBIX
rpynnax. [Ipenmnonaratorcs crenuaibHble YCIOBHS AJIS MOJIy4YeHUs: 00pa3oBaHus 00y4aroIuMu-
Csl C OrPAaHUYEHHBIMU BO3MOKHOCTSMH 3/10POBBSL.

[Tpodeccopcko-nienarorn4eckuii cocTaB 3HAKOMUTCS C TMICHUXOJIOT0-(PU3UOIOTHYECKUMU
0COOEHHOCTSIMH 00YYaIOMIMXCSl WHBAIUAOB M JIAI[ C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 3/10pO-
Bbs, UHJIMBUyaJbHBIMU MPOTpaMMaMH peadMIUTaluu WHBaIUAOB (mipu Hanuyuu). [Ipu HeoO-
XOJIMMOCTH OCYILECTBIISIETCS JOTIOJHUTENbHAS MOAJIEpKKa IIPENnogaBaHusl ThIOTOPAMHU, IICHXO-
JIoraMH, COIIMAIbHBIMU paOOTHUKAMU, MPOIIEIINMHU MTOATOTOBKY aCCUCTEHTaMHU.

B cootBeTcTBHM ¢ MeTOIMYECKMMHU peKoMeHAanussMu MunoOpHayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce MpEIIoJIaraeTcs MCIOIb30BaTh COIMAIbHO-aKTHBHBIC U Pe-
(IiekCcuBHBIE METOIBI 0OYUEHUS, TEXHOJIOTHH COIIMOKYIBTYPHOH peaOUINTaluy C HENbI0 OKa3a-
HUS NIOMOILY B YCTAHOBJIEHUU MOJIHOLUEHHBIX MEXIMYHOCTHBIX OTHOLIEHUN C IPYTUMHU CTYJIE€H-
TaMH, CO3JJaHUH KOM(pOPTHOTO MCUXOJIOTHIECKOTO KIMMaTa B cTy/eH4eckoi rpymnme. [Togbop u
pa3paboTKka y4yeOHBIX MaTepUAIOB MPOU3BOJIATCS C yYETOM MPEAOCTABICHHS MaTepualia B pas3-
JTUYHBIX (hopMax: ayauambHOW, BH3YAIIbHOW, C HCIOJIB30BAHUEM CIEIHATIBHBIX TEXHHUYECKUX
CPEICTB M HHPOPMAIIMOHHBIX CUCTEM.

OcBoenne nucuuiuinHbl gunamMu ¢ OB3 ocymiecTBisieTcss ¢ HUCIOJIB30BAHUEM CPENICTB
oOydeHus O0Iero M crelnrualbHOro Ha3HaueHus (MepCOHATBHOTO U KOJIEKTUBHOTO HCIOJB30-
BaHUs). MarepraabHO-TEXHHUECKOe 00eCreueHre MpeyCMaTpruBaeT MPUCIIOCOOIEHUE ayAuTO-
puii k Hyx1am aun ¢ OB3.

®opma npoBeACHUs aTTECTALlUK JUJISl CTYAECHTOB-UHBAINIOB YCTAaHABIMBAETCS C YUETOM
UH/IMBUYAJIbHBIX Ncuxodpu3ndeckux ocodbenHocreil. s crynenros ¢ OB3 npexycmarpuBaer-
csl 1ocTymnHas (opMa IpeloCTaBIeHUs 3aJaHUIl OLIEHOYHBIX CPEACTB, @ UMEHHO:

* B TEYaTHOM WJIM OHJIEKTpOHHOH ¢opme (g JMIl € HapyLIEHUSIMHU OIOPHO-
JIBUTATEJILHOTO ammapara);

* B IIe4aTHOM (opMe UITH 3JIEKTPOHHOM (popMe ¢ yBETMUEHHBIM MIPU(TOM U KOHTPACTHO-
CTBIO (7151 JIULL C HAPYLLIEHUSIMU CIIyXa, PEYH, 3pEHHUs);

* METO/IOM YTEHHS aCCUCTEHTOM 3a/IaHus BCIYX (IS JIUL C HAPYILIEHUSIMH 3pEHHS).

CryneHTaM ¢ MHBaJIMIHOCTHIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BONPOCHI. [l TaKuX CTYIEHTOB MpeaycMaTpUBAETCs TOCTyNHas (opMma MpeaocTaB-
JICHUs] OTBETOB Ha 3aJlaHUsl, a UMEHHO:

* IUCbMEHHO Ha Oymare WM HaOOPOM OTBETOB Ha KOMIIbIOTEpe (IS JIMIl C HapyLIeHUs-
MU CcllyXa, peuH);

- BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPMAHTOB C UCIIOJIB30BAHUEM YCIIYT aCCUCTEHTa (s
JIUI] C HapYIIEHUSIMU ONIOPHO-/IBUTATENILHOTO aliapara);

* YCTHO (U151 JIUL] C HAPYLIEHUSAMU 3PEHMSI, OTIOPHO-BUTATEIBHOTO aIlapara).

[Tpu HEoOX0AMMOCTH ISl 00YUaAIOLIUXCSI C MHBAJIMAHOCTBIO MPOLIeypa OLIECHUBAHUS pe-
3yJIbTATOB O0YUYEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TAIIOB.
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[Tpunoxenue 1

®OH/I OLIEHOYHbBIX CPEJCTB!
10 AMCIHILINHE

TakTHYeckasi 3alIUTA NepUMeTPA NpeaNPUATHSA

Hamnpasnenue noaroToBku 10.05.03 "HUngpopmayuonnas b6ezonacnocmo
asmMoMamu3uposantvlx cucmem"
Hampasnennocts (poduins) Ananuz 6ezonacnocmu UHGOPMAYUOHHBIX CUCHEM
00pa30BaTeNbHON MPOrpaMMbl
KBanmdukarus BeITyCKHUKA cneyuanucm no 3awume uHGoOpmayuu
lNon Hayana moAroToBKH 2021
(no yuebHomy niamy)
®dopma 00yueHUS oyHas
TexHomorust 00yueHus MpaAOUYUOHHASL
Kypc Cemectp TpynoeMKocCTs, 3.€.
5 9 4
Bua npomexyTo4HOM aTTecTaluu OOGecneunBaroliee noapas3aeieHue
IK3amen Kageopa UBAC - Hughopmayuonnasn
be30nacHocms a8MoMamMu3upOBAHHbIX
cucmem

! B 1aHHOM NPHJIOKEHUH MPEACTaBICHbBI TUIIOBBIE OLIEHOUHbIE cpeaCcTBA. [10HBIN KOMITJIEKT
OIICHOYHBIX CPEJICTB, BKIFOUYAIOIINI BCE BApUAHTHI 3aJJaHH (TECTOB, KOHTPOJIBHBIX paboT u ap.),
MpeIaraeMbIX 00yJaromeMycs, XpaHuTcs Ha Kadeape B OyMaKHOM M 3JIEKTPOHHOM BHJIE.
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1 TIlepeyeHb MJIAHHUPYEMBbIX pPe3yIbTATOB 00y4YeHHs MO JUCHUILIHHE (MOIYJIIO),
COOTHECEHHBIX C IVIAHUPYEMbIMH Pe3yJIbTATAMHU 00Pa30BaTeJIbHOI MPOrpaMMbl

Tabmuua 1 — KomnereHIMy 1 HHAUKATOPHI UX TOCTUKECHUS

Ko 1 nHaumenoBanue
KOMIIETEHIINU

Nuaukaropel JOCTUXEHUSA

[Inanupyemblie pe3ynbTaThl
00y4eHHS IO TUCIIUILINHE

Oo6menpodeccnoHaIbHbIC

OIIK-15 Criocoben
OCYIIECTBIIATh aJAMHU-
HUCTPUPOBAHUE U
KOHTPOJIb (pyHKIIHO-
HUPOBAHUS CPEJICTB U
CUCTEM 3aILUTHI UH-
dbopmaru aBTOMaTH-
3UPOBAaHHBIX CUCTEM,
WHCTPYMEHTAJIbHBIN
MOHMTOPHHT 3aIlIH-
IIECHHOCTH aBTOMaTH-
3UPOBAHHBIX CUCTEM

OIIK-15.1 3naer cpenctBa u cu-
CTEMBI 3alUThl UH()OPMALIUU aB-
TOMAaTH3UPOBAHHBIX CHCTEM, OC-
HOBHBIC TIPHHIIUITEI aIMUHUCTPHU-
POBaHMS 3aIUINEHHBIX KOMIIBIO-
TEPHBIX CHCTEM

3HaeT cpelicTBa U CHCTEMBI 3a-
IUTH UHGOPMAIIUU aBTOMATH-
3UPOBAHHBIX CHUCTEM, OCHOBHBIE
MPUHLMUIOBI  aJAMUHHCTPUPOBA-
HUSL 3AIUIICHHBIX KOMIIBIOTED-
HBIX CHCTEM

OIIK-15.2 3naer cpeacTBa U cH-
CTeMBI 3aIIUTHl MH(OPMALUH aB-
TOMAaTHU3UPOBAHHBIX CHUCTEM, OC-
HOBHBIC TPHHIUIBI aAMUHHCTPU-
pPOBaHUS 3aUIMIIEHHBIX KOMIIBIO-
TEPHBIX CHCTEM

YMeer HuCrnosb30BaTh CPEACTBA
U CHCTEMBbl 3allUThl HH(pOpMa-
OUK aBTOMATU3HWPOBAHHBLIX CH-
CTEM, OCHOBHbIE MPUHLUIIBI a]I-
MHUHHUCTPUPOBAHUS  3allUIIEH-
HBIX KOMIIBIOTEPHBIX CUCTEM

OIIK-15.3 Bumaneer cpencrBamu
AJIMUHUCTPUPOBAHUS IIPOTPAMM-
HO-aIlMapaTHbIX KOMILIEKCOB 3a-
IIUTEl UHPOPMAIIUU OT HECaHK-
[IMOHUPOBAHHOTO JJOCTYTIA

Bnaneer cpencrBamu agMuHM-
CTPUPOBAHMS MpOrpamMMHO-
anmnapaTHbIX KOMIUIEKCOB 3allly-
Thl MH(pOpPMAIIUU OT HECAHKIIU-
OHUPOBAHHOI'O JOCTYIA

Tabmuua 2 — [Naciopt ¢oHa OIIEHOUHBIX CPENICTB

Haumeno-
Koxa xon-
KonTtpoaunpyembie TDOTHDYE BaHHe
pasaeJibl (TeMbl) p . py OII€HOYHO- IToxa3aTein oleHKH
MOIi KOM-
JTUACIHUTLINHBI IO
neTeHIuu
cpeacTBa
JaGopa YmMmenue pazpabatbiBaTh U
1. 3ammra cereBoro repuMeTpa ] MIPOEKTUPOBATH CUCTEM
. P P OIIK-15 TOpHas pa- p p y
NPEANPUITHS OT BTOPKEHHS 6ota 1-8 3allIUTHI CETEBOTO MEPH-
MeTpa IPEANPUITHS
OIIK-15 PacueTHo Bnanenue ocCHOBHBIMHU
VYcraHOBKa W HACTpPOMKa CHUCTEM rpaduie 3HAHUSIMH, HABBIKAMHA U
oOHapyXeHHs BTOPKEHUN P YMEHUSIMU U3YyUYECHHBIMU B
cKas paboTta
X0JIe Kypca

2 MeToanueckne MaTepHAaJIbl, ONMPeaeAIONNe MPOLeAyPhI OlleHUBAHNS 3HAHUI,
YMEHUIi, HABBIKOB U (MJIH) ONBITA 1eATeJIbHOCTH, XapaKTepHU3yIolue mpouecc
¢dopMupoBaHusi KOMIIETEHIM A

Meroanueckue Marepuaibl, ONPEACIAIONIME IPOLEIypbl OLEHUBAHNS 3HAHUM, YMECHUH,
HaBBIKOB U (WJIM) OMBITA EATEIbHOCTH, IPEACTABICHBI B BUJIE TEXHOJOTUYECKON KapThl AUCIH-
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TUTHHEI (Tabnuma 3).

Tabnuna 6 — TexHonoruueckas Kapra

Hanmenosa-
HUE OLIEHOY- Cpoxu Hxana Kpurepuu
HOTO Cpeji- BBIIOJIHE- | OLCHHBA- OIICHUBAHHUS
1A HUs HUS
9 cemectp
[IpomexyTounas arrecranus B popme 3aueTa
Jla6oparop- | B teuenne | 10 6annoB | 10 GaioB - CTYAEHT NPABUIBHO BBINOJIHMI 33712~
Has pabora ceMeCTpa Hue. [lokazan OTIMYHbIC 3HAHUS, HABBIKA U YMeE-
1-8 HUS paMKaxX OCBOEHHOTO y4eOHOTr0 MaTrepHara.
5 6asna - CTyJIeHT BBINIOJHWI 3a/1aHue C HEOOIIb-
IMMH HeTOYHOCTsIMH. [Toka3an xopornime 3HaHus,
HABBIKM M YMEHUS paMKaX OCBOCHHOTO Y4eOHOTO
MaTepuaia.
3 Gayna - CTYJEHT BBINIOJIHUI 3a/IaHUE C CYIlle-
CTBEHHBIMH HETOYHOCTSIMU. [1oKa3an y1oBIeTBO-
pUTENbHbIC 3HAHUSI, HABBIKM U YMEHUS paMKax
OCBOCHHOTO Y4€OHOT'0 MaTepuara.
2 Gana - pH BBIIOJIHEHUH 3aJJaHUsI CTYJICHT
MIPOIEMOHCTPUPOBAJ HEAOCTATOUHBIA YPOBEHB
3HAHUU.
0 GanyoB — 3aJjaHNE HE BHIIOJIHEHO.
Pacuerno- B teuenue | 20 6awioB | 15 Gasios - CTYAEHT IPABUIBHO BBITIOIHMI 3a/1a-
rp%qmqecxaﬂ ceMeCTpa aud. IToka3an oTiimuHBIE BiageHUS HaBBIKAMH
pabota

MPUMEHEHHUS MMOTYYEHHBIX 3HAaHUI U YMEHUN NpU
pelieHny npohecCHOHATBHBIX 337a4 B paMKax
YCBOEHHOT0 yueOHoro marepuaia. OTBETUI Ha
BCE JIONOJIHUTENbHBIE BOIIPOCHI HA 3alllUTE.

10 6anioB - CTYACHT BHITIOIHUI 3a/IaHUE C HEe-
OonbiMu HeTouHOCTAMU. [Tokazan xopoiue
BIIQJICHUSI HABBIKAMH MPUMEHEHUS MOJTYYEHHBIX
3HAaHUU U YMEHUH NpHU pelieHuH NpoPecCuOHaNb-
HBIX 33]1a4 B paMKaX YCBOCHHOTO y4eOHOTO mMate-
puana. OTBeTHI Ha OOJIBIIMHCTBO JOTOTHUTEb-
HBIX BOIIPOCOB HAa 3alIUTE.

5 6aIoB - CTYJEHT BBIMIOJIHUI 33/1aHUS C CYIIIe-
CTBEHHBIMU HeTOuHOCTAMH. [Tokazan yoBieTBo-
pHUTENbHOE BIIaJIeHHE HaBbIKaMU IIPUMEHEHUS T10-
Jy4YEHHBIX 3HAHUU U YMEHUH NpU pEIIeHUH Mpo-
(beccroHaNbHBIX 33/1a4 B paMKaX YCBOEHHOTO
yueOHoro Marepuana. [Ipu oTBeTax Ha JOMOIHU-
TeJIbHBIE BOMPOCHI Ha 3aIlIUTe ObUIO JOMYLIEHO
MHOI'O HETOYHOCTEH.

0 GamnoB - MpH BBIMOJHEHUU 3aJaHUS CTYACHT
MIPOJIEMOHCTPUPOBAJI  HEJOCTATOYHBIM  YPOBEHB
BIIQJICHUSI HaBBIKAMHU TPUMEHEHUS IOTyYeHHBIX
3HAaHUW W YMEHUU MPU pelieHuu npodeccruoHalb-
HBIX 33/1a4 B paMKaX yCBOEHHOTO y4yeOHOro mare-
puana. [Ipu oTBeTax Ha JOMONHUTEIBHBIE BOIPO-
Chl Ha 3amMTe ObUIO JOMYIIEHO MHOXECTBO HE-
TOYHOCTEH.
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Haumenosa-
Cpoku [lIxana
HUE OLICHOY- Kpurepun
BBIIIOJIHE- | OLIEHHBa-
HOTO CpeJi- OLICHUBAHUS
HUSA HUSA
CTBa
Texymmii  KoH- 100 Gain-
TPOJIb: JIOB
HUTOTO: 100 6an-
JIOB

Kpurtepuu oneHKH pe3y/1bTaTOB 00y4eHHs 110 JUCHUILIMHE:

0 — 64 % oT MakCUMaJIbHO BO3MOKHOW CyMMBI OQJlJIOB — «HEYIOBJIETBOPUTEIHHO» (HEAOCTA-
TOYHBII YPOBEHbB IS IPOMEXKYTOUHOM aTTeCTaluy 10 AUCLHUIIINHE);

65 — 74 % OoT MakCHMaJIbHO BO3MOXKHOH CYyMMBI 0allJIOB — «yJOBJIIETBOPUTEILHOY (ITOPOTOBBIi
(MMHMMAJIBHBIN) YPOBEHbD);

75 — 84 % oT MaKCUMaJIbHO BO3MOXHON CYMMBI OaJlJIOB — «XOpPOILOY (CPeIHUI YPOBEHbD);

85 — 100 % oT MakcHMaJIbHO BO3MOKHOM CyMMBI OaJIJIOB — «OTJIMYHO» (BBICOKUN (MaKCUMalb-
HBII) YPOBCHB)

3 TunoBble KOHTPOJILHBIE 32/IaHNUS WJIH HHBIE MATEPHATbI, HEOOXOAUMBbIE /1151
OLICHKH 3HAHWI, YMEHHMI, HABBIKOB M (MJIM) ONBITA AeSITeIbHOCTH, XapaKTepu-
3yrouue npouecc popMupoBaHUA KOMIIETeHIMI B X0/1e 0CBOeHHs 00pa3oBa-
TeJbHOH MPOrpaMMbl

3.1 3agaHus AJ151 TeKyLIero KOHTPOJIsA yCIeBaeMOCTH

3ananus Ha Ta0OPATOPHBIE COTIIACYIOTCS C TIPEIoIaBaTeieM

JlabopatopHas pabota 1: Mccienoanue ctpykrypbl TCP/IP makeros ¢ momorpto Wireshark
JlaboparopHas paboTta 2: M3yuenue BapuaHTOB MpUMeHeHUs (aepBOIIOB

JlaboparopHuas padota 3: M3ydyeHrne OCHOB 3alTUTHI CETH

JlaGopatopHas paboTa 4. AIMUHUCTPUPOBAHKE U HACTpOIika Mep 6€30MaCHOCTH Ha MapuUIpyTH-
3aropax Cisco

Jlaboparopnas pabota 5: Kondurypuposanue npasui ISA u iptables

JlaboparopHast pabora 6: Peamm3anmsi mm@poBaHUsS W TOIMUCHIBAHUS Tpaduka ¢ ITOMOIIBIO
IPSec

JlaGopaTtopHnast pabota 7: 3yueHne BapuaHTOB IPUMEHEHHUS CUCTEM OOHAPYKEHUST BTOPKCHU I
JlaGopatopHas pabota 8: 3axBar, aHaIM3 U 3alMTa Tpaduka OECIPOBOJHOM CeTH

IIpumepHas TeMaTHKa pac4eTHO-rpau4ecKoii padoThl
KoHKkpeTHOE 3ajaHie COTIacyeTcsl ¢ IPENOAaBaTEIEM.
Hactpoiika u TecTupoBaHre CUCTEMbI OOHApPY>KEHUs BTOpXKEHUI Snort

IIpumepHBIii NepedYeHb BONPOCOB HA IK3aMeH
. OCHOBBI 3aIIIUTHI CETH
. Uzyuenune TCP/IP
. MapupyTu3aTopbl 1 CHUCKH KOHTPOJIS IOCTYyIa
. I[IpoextupoBanue haepBoIOB
. Hacrpoiika ¢aepBosuioB
. Ilpumenenne IPSec u VPN
. IIpoextrpoBanue cucreMbl 0OHapyxeHus Bropxkenus (IDS)
. Hacrpoiika IDS
. 3amura OecrpOBOJHBIX CeTel

O©ooONO UL, WN B
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Jlucr perucrpanuu usmenenuii k PI1JI

Howmep npoTokona 3acenanus kadenpsl,
JlaTa YTBEP>KJICHUS U3MEHEHUS

KoanuectBo
CTpaHMI]
A3MEHEHUS

IMonamuce
paspaboTunka

PIIJT

18




