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1 O01mme moJ10KeHU s

PaGouas mporpamma aucuuruinHbl «CTpaTernyeckas 3aliuTa nepuMeTpa mpearnpusiTHs»
COCTaBJIEHA B COOTBETCTBUU C TpeOOBaHUAMH (heAepabHOTO TOCYAapCTBEHHOTO 00pa3oBaTellb-
HOTO CTaHAapTa, YTBEPXKAECHHOTO IMPUKa30M MUHHCTEpPCTBA HAyKH W BBICHIETO 00pa3zoBaHUs
Poccwuiickoit @enepanuun Ne 1457 ot 26.11.2020, u ocHOBHO# mpodeccrnoHanbHONH 00pa3oBa-
TEJIbHOW MPOrpaMMBbl MOATOTOBKH «AHAIN3 0€30MacHOCTH MH(YOPMAIIMOHHBIX CHCTEM) IO CIIe-
ruaneHocTH 10.05.03 "UHpOopManmonHas 6€30mMacHOCTh ABTOMATU3UPOBAHHBIX CUCTEM'".

[IpakTHueckas NOArOTOBKA PeAM3yeTCs Ha OCHOBE:!
[TpodeccnonanbHbIi cTaHAAPT YTBEPKACHHOTO MPUKAa30M MUHHUCTEPCTBA TPYyZa M COLUAIBHOM
3amuThl OT 15 centssOps 2016 roma N 5221 Ne§43 "CnernuaaucT 1o 3amute HHPOPMAaIHK B aB-
TOMAaTU3UPOBAaHHBIX cUcTeMax'" 3aperucTpupoBaHHOro B MuHucTtepcTBe rocTulMM Poccuiickoit
Oenepannn 28 centsops 2016 roma, peructpanuoHHblii N 43857. OOoOmeHHass TpyaoBas
¢yukuus: B/02.6 AIMUHUCTPUPOBAHME CHUCTEM 3AIIUTHI MH(OPMAIMH aBTOMATHU3MPOBAHHBIX
cuctem B/06.6 Aynut 3amuieHHOCTH HHGOPMAIIUU B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

3anaun OOyuuTh CTYJIEHTOB KJIFOUEBBIM MOMEHTaM kpurnrorpapuu. Hactpausarb
AUCLHUIUIMHEL 0€30macHOCTh KOMIBIOTEPOB T0J ympamieHueM SuSe Linux Server.
HactpauBare 6e30macHOCTh KOMIIBIOTEPOB I0J1 yrpasieHueM Windows
Server. Mcnonbp30BaTh TEXHUKHM XaKepCKUX aTak. MccnenoBaTh 3aluileH-
HocTh Web-cepBepoB. 3amumars cepsepsl DNS u Web. Beimonusts ana-
3 puckoB. Co3/1aBaTh MOJIUTUKN O€30MaCHOCTH. AHAIM3UPOBATh CUTHA-
TYpBbI IAKETOB.

OcHoBHbIE 3amura cepBepHO HHPPACTPYKTYPHI PEAIPUATUSA

pazzensl
JUCLUTIIUHBI

2 IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHHs MO AUCHHUILINHE (MOIYJIIO),
COOTHECEHHBIX C HHAMKATOPAMH JOCTH/KCHHS KOMIIETCHIIUH

[Ipouecc n3yuenust qucuumInHbl «CTpaTernyeckasl 3aliuTa nepuMerpa IpearnpusTus»
HamnpaBJieH Ha (GOpMHUpOBaHUE clenyromux komrereHuil B coorBercTBuu ¢ ®I'OC BO u oc-
HOBHOU 00pa30BaTeIbHOM mporpammoii (Tabmura 1):

Ta6muma 1 — KomneTeHmu u MTHANKATOPHI UX TOCTHXKCHHS

KOI[ N HAUMCHOBAHHC I/IHI[I/II(E[TOpI)I JAOCTHIKCHUA HJ'IaHI/IpyeMBIC PE3YIbTAaThI
KOMIICTCHIIUU 06yquI/1$[ 10 JUCHHUITIIMHE

Ob6menpodeccnoHanbHbIE

OIIK-15 Cnoco6en | OIIK-15.1 3Haer cpeacta U cu- | 3HaeT CpeACTBAa M CHCTEMBI 3a-
OCYILIECTBIISATh aJMHM- | CTEMbI 3aIlUTHl MHPOPMAIIUU aB- | MIUTHl WHPOpPMAIUKA ABTOMATH-
HUCTPHPOBAHNE U | TOMaTH3UPOBAHHBIX CHCTEM, OC- | 3MPOBAHHBIX CHCTEM, OCHOBHBIE
KOHTPOJb  (PYHKLMO- | HOBHbIE MPHHLMUIBI aIMUHUCTPHU- | IPUHLIUIBI  AAMUHUCTPUPOBA-
HUPOBAHHS CPEICTB M | POBAHMS 3alIMIICHHBIX KOMIIbIO- | HUSl 3alIMIICHHBIX KOMIIBIOTEP-
CHCTEM 3alllUThl HH- | TEPHBIX CUCTEM HBIX CUCTEM

dbopmam aBTOMaTH-
3UpPOBAHHBIX CHCTEM,

MHCTPYMCHTAIIbHbIH OIIK-15.2 VYwmeer BBHINONHATH | YMEET BBINOIHATE (YHKIIHA
MOHHTOPHMHI'  3alH- | (hyHKIMK aJMHHUCTpaTopa 0e3- | aAMUHUCTpaTopa 0e30MacHOCTH
HCHHOCTH aBTOMATH- | orqacHOCTH 3aIIMIIEHHBIX KOMIIb- | 3AIIMIICHHBIX  KOMITBIOTEPHBIX
SHUPOBAHHBIX CHCTEM | [oTepHBIX CUCTEM CUCTEM



https://docs.cntd.ru/document/420377328#6500IL
https://docs.cntd.ru/document/420377328#6500IL

OIIK-15.3 Bnaneer cpenctBamu | Bmageer cpencrtBamu aJIMuHH-
aJIMUHHCTPUPOBAHUS TIPOTPaMM- | CTPUPOBAHUS POTrPaMMHO-
HO-aNIMapaTHbIX KOMIUIEKCOB 3a- | allapaTHBIX KOMIUIEKCOB 3allly-
MUTHl MHQOPMALUK OT HECaHK- | Tl MH(OpMAaIMU OT HECaHKIIH-
IIUOHUPOBAHHOT'O JIOCTYIIA OHUPOBAHHOI'O JIOCTYIa

3 MecTo nucuMIUIMHBI (MOYJIsI) B CTPYKTYpe 00pa3oBaTeIbHON MPOrpaMMbl

JucuunnuHa(Monynb) «CrpaTernyeckas 3aliuTa MepuMeTpa MPEeaIpHUsITHsI» U3ydaeTcs
Ha 5 kypce B 10 cemectpe.

JlucumruinHa sSBIIsSeTCsl 0a30BOM JUCIUTUIMHON, BXOJIUT B cOcTaB 0oka 1 «J{MCIHUITITUHBL

(MOZYJH )» U OTHOCUTCS K 00sI3aTENIbHBIM TUCIUTUIMHAM.
Jise OCBOEHMS TUCIUILUIMHBI HEOOXOAUMBI 3HAHUS, YMEHUS, HABBIKA M (WMJIM) OIBIT MpaKTHYe-
CKOM JIeATeIbHOCTH, CHOPMUPOBAHHBIE B MPOLIECCE U3YUEHUs TUCIUIUIMH / IPaKTUK: YTpaBJe-
HUe MHPOPMALMOHHOW Oe30macHOCThIO; PazpaboTka monutuku mH(GOpMAIMOHHON Oe30macHo-
ctH; TakTHueckas 3amuTa nepuMeTpa IpeanpusIThs.

3HaHUs, YMEHHS M HaBBIKU, C(OOPMUPOBAHHBIC MIPH MTOATOTOBKE K MPOIETypE 3alIUTH U
3aIlMTe BBHIMTYCKHOM KBaMU(PUKAIMOHHONU paOOTHI.

Jucuunnuna «CTpaTernyeckas 3aliura nepumMeTpa npearnpusaTHs» YaCTUUYHO PeaTu3yeT-
cs B (hopMe MpaKTHUECKOM MOAroToBKU. [IpakThyeckas MOATOTOBKA OPraHU3yeTCs IYTEM BbI-
TIOJIHEHH S JTA0OPATOPHBIX PadOT.

Jucuummmza «CTpaTernyeckas 3aliuTa NEpUMETpa NPEANPUATUS» B paMKax BOCIIUTA-
TeIbHOW paboThl HampaBieHa Ha (GOPMUPOBAHHE y OOYYAIOIIMXCS YMEHHS apryMEHTHPOBATh,
CaMOCTOSITENIbHO MBICIUTh, Pa3BUBaeT MPO(ecCHOHANIbHbIE YMEHMs, OTBETCTBEHHOCTH 3a BBI-
MOJIHEHUE Y4eOHO-TIPOU3BOICTBEHHBIX 33/ JaHUI.



4 O0beM IMCHUILIHHBI (MOAYJISI) B 3a4ETHBIX eIMHHUIAX C YKa3aHHEM KOJIMYecTBA
aKa/JleMH4YeCKHX YacoB, BbIIeJICHHbIX HA KOHTAKTHYIO padoTy 00y4Yarouuxcs ¢
npenogasaresemM (110 BHIaM Y4eOHbIX 3aHSITHII) M HA CAMOCTOATEJbHYIO padoTy

00yJaromuxcs

OO6mast Tpy10eMKOCTh (00beM) TUCITUTUIHHBI COCTABIISIET 3 3a4eTHhIC enuHullbl, 108

aKaJCeMHNYCCKHX YaCOB.

Pacnipenenenne o0bemMa TUCIUILTAHEI (MOIYJIs) TIO BUAAM YIEOHBIX 3aHSITHHA MPECTaB-

JIEHO B Taduie 2.

Ta6ymma 2 — O6beM TUCHUTIIMHBI (MOYJIs) TIO BHIaM YYCOHBIX 3aHATHH

O0beM TUCHUNIINHBI

Bcero akagnemu-
YeCKHUX YaCOB

OO0mmas TpyA0eMKOCTh TUCITUTUTHHBI

108

KonrakTHas aynuropHasi padora o0y4aoummxcs ¢ npenogasareseM (1o
BH/JIaM Y4eOHBIX 3aHSATHII), BCEro

64

B ToM uucie:

3aHATHS JIEKIIHOHHOTO THNA (JICKIIUU U UHBIC YUCOHbBIC 3aHSITHUS, TIPEIY-
CMaTPHUBAOIINE TPEUMYIIECTBEHHYIO TIepeady y4eOHOH HHPOpMAIUH T1e-
JarOTHYCCKUMH PAaOOTHUKAMU )

32

HUKP

3aHATHA CEMUHAPCKOTO THNA (CEMUHAPHI, TPAKTUICCKHUE 3aHSITHSI, TTPAK-
TUKYMBI, J1a00opaTOpHbIe pabOoThI, KOJJIOKBHYMbI M HHBIC aHAJIOTUYHBIC 3a-
HSTHS)

32

CamocrosiTesibHast padoTa 00y4aIIUXCsl U KOHTAKTHAas padoTa, BKIIO-
Yarolas rpynmnoBble KOHCYJIbTAIUH, WHIUBUAYAIBHYIO paboTy 00y4aro-
HIMXCS C TMPETNo/iaBaTessiMU (B TOM YUCIIE WHINBUAYAIbHbIE KOHCYIbTAIINN);
B3aUMO/ICHCTBHUE B AJIIEKTPOHHON MH(POPMAIITMOHHO-00pa30BaTEIHHOM cpesie
By3a

44

[TpomexyTouHas aTTecTalus 00yJarmuxcs — JK3aMeH

35

5 Conep:xaHue JUCHMILIMHBI (MOLYJIs1), CTPYKTYPHMPOBAaHHOE 110 TeMaM (pa3esiam)
€ YKa3aHMeM OTBEJAeHHOr0 Ha HUX KOJIMYeCcTBAa aKaJeMHYeCKHX YacoB U BU/10B

y4eOHoi1 padoThbl

Tabmuua 3 — CTpykTypa u coliepKaHue AUCHUIUINHBI (MOYJIs)

Bunsr yue6HOI paboThI, BKITIOYasi CAMOCTOS-
TEILHYIO Pa0OTy 00yUYaIOIIMXCS U TPYI0EM-
KOCTb (B yacax)

Konrakthas pabota

HanmMeHoBaHMe pa3enoB, TEM U COAEPKAHNE IpenojaBaTess ¢ 00yJarouMICs
Marepuala Jlekiuu | Cemunap- | JlabGopa-
CKHE TOpHBIE CPC
(mpakTH- | 3aHATHA
YECKHE
3aHATHUSA)
3amura cepBepHoOii HHGPACTPYKTYpHbI Npea-
NpHsTHA 32 32 44

Omnucarpb KII0UEBBIC MOMEHTHI KPUIITOTPa-
¢un.HactpauBaTth 6€301MacHOCTh KOMITBIOTEPOB




HawnMeHoBaHue pa3enoB, TEM U COJCPKAHNE
Marepuaa

Bunpl yue6HO# paboThI, BKIIFOYAs CAMOCTOSI-
TENBHYIO Pa00Ty 00YJaIOIIUXCS U TPYAOEM-
KOCTb (B yacax)

KonrakTHas padora
IperoiaBaTelisi ¢ 00yJaroNMMHUCS

Jlexuuun

Cemunap-
CKue
(npaktu-
YyecKue
3aHSTHUS)

Jlabopa-
TOPHBIC
3aHATUA

CPC

nox ynpasieHueM SuSe Linux Server. Hactpa-
MBaTh 0E€30M1aCHOCTh KOMIIBIOTEPOB MO/ YIIPAB-
nennem Windows Server. Mcnionb30Bath TeXHU-
KU XaKepckux atak. Mccinenosare 3amuiieH-
HocTh Web-cepBepos. 3amumats cepepsl DNS
u Web. BoimonusaTe ananus puckoB. Co3aBaTh
MOJIMTUKU 0€30MaCHOCTH. AHAIU3UPOBAThH CUT-
HaTypbl IAKETOB.

Kpunrorpadus u 3amura nanusix, Mcropus
kpunrorpadgun MaremaTnueckue QyHKINH B
kpuntorpadguu OOMeH 3aKpPBITHIMH KIIIOUaMU
OOMeH OTKPBITBIMU KiItoUaMu AyTeHTU(UKALINS
VYkperieHrne KOMIbIOTEPOB PadOTAIOIIUX O/
Linux OcHOBBI aAMUHUCTpHpOBaHus Linux
[Tponecc ammuaKrcTprupoBanus B Linux Ympas-
JICHHE T0JIb30BaTESIMU U 3aIIUTON (ailioBoii
cucteMbl Hactpoiika 6€30MacHOCTH CETEBBIX
untepdeiicoB Coznanue 1 3amura CKpUIToB
st Linux CpencrBa 6e3omacHocTtr Linux
Vkpernenne Windows Server Konnenmuu 3a-
muThl HHPpacTpykTypbl Windows Server Oc-
HOBBI ayTeHTUuKanuu B Windows Cpezncrsa
HacTpoiiku 6e3onacHocT Windows 3ammuTa pe-
cypcoB Windows Hactpoiika ayauta u BeaeHue
xypHaioB B Windows Hactpoiika mmdpyro-
mieit paiinosoit cucremsl (EFS) Metoss 3amu-
ThI ceTeit Windows

Texnuku ataku PexornociupoBka cetu Co3zna-
HUe KapThl cetu Onpenenenue pabodnx cTaH-
i cetn CxkanupoBanue cetn CKaHUPOBaHUE
ySA3BUMOCTEMN

Bupycsl, uepBu u TposiHckue KoHU [lomyduenue
KOHTPOJISI HaJl CHCTEMOM 3anuch Ha)kaTUi Kia-
BulI B3nom 3ammdpoBanubIx nmaposueit Packpsl-
THE CKPBITHIX Naposiell ConuanbHas HHKEHEpUs
[ToryueHne HECAHKIIMOHUPOBAHHOT'O IOCTYIA
Coxkpeitue ataku IIposenenne DoS araku
3amuta B Matepaere 1 WWW OcHOBHBIE KOM-
noHeHThl MHTepHeTra 3amura DNS cepepoB
Nnentuduxanus rexauk Web-arak MeTo bt
arak Ha nosb3oBateneil UHTepHer

Amnanu3 puckoB KoHnenuum anain3a puckoB




Bunpl yue6HO# paboThI, BKIIFOYAs CAMOCTOSI-
TENBHYIO Pa00Ty 00YJaIOIIUXCS U TPYAOEM-
KOCTb (B yacax)

KonrakTHas padora

HaumeHnoBanue pa3ienoB, TeM U COJEpKaHUE npenojaBaTess ¢ 00yJaoumMIcs
MaTepuana Jlekiuu | Cemunap- | JlaGopa-
CKue TOpHBIE CPC
(npaktu- | 3aHATHS
YecKue
3aHSTHUS)

Metone! ananusa puckos IIponecc ananusa
puckoB TexHUKU CBEAECHUSI PUCKOB K MUHUMYMY
HenpepriBHast O11eHKa PUCKOB

Coznanue nonutuku 0ezonacHocty Konuenuuu
HnoJUTUK Ge3onacHocTH CTaHAapThl MPOEKTUPO-
BaHMs MOJMUTUKH Oe3omacHoctu CoieprkaHue
HOJINTUKH

IIpumep nonutuku PearnpoBanue Ha MHIUICH-
ThI U cKanauus [lonuTukyn KOMMyHUKaIui co
CTpaTeruyecKuMy NapTHEPaAMU

AHanu3 nognuceil nakeros Konuenmnuu ananusa
curnatyp nakeroB TCP/IP OGmue ys3BuMocTu
u packpbiTus (CVE)KoHnenuum ocCHOBHBIX CHT-
HaTyp 3J710HaMepeHHOTro Tpaduka CUrHATYpBI
HOopMaJibHOTO Tpaduka CUrHaTYyphbl HE HOP-
MaJIbHOTO Tpaduka

UToro
10 IMCHUILINHE

32 32 44

6 BHeayauTopHasi caMOCTOSITeIbHAsI PA00Ta 00YYAIOLIUXCS MO TUCIUIIJIHHE
(MoayJr0)

[Ipn mnaHUpPOBAaHMHM CaAMOCTOATENHLHON pPabOTHl CTYNEHTY PEKOMEHIYeTCs PYKOBOI-
CTBOBAThCS CIIENYIOIIUM PACTIPEICTICHHEM YacOB Ha CaMOCTOATENbHYIO padoTy (Tadnuna 4):

Tabnuna 4 — PekomeHayemMoe pacipeielieHiue YacoB Ha CAaMOCTOSATEIIbHYIO paboTy

KoMIOHEHTBI CaMOCTOATEIBbHON Pa0dOTHI KoanyecTBo 4acoB
N3ydeHne TeopeTuuecKnX pa3esioB TUCIUTIINHBI 4
[ToaroToBKa K 3aHATHUSM CEMHHAPCKOTO THUIIA 4
[TonroroBka u oopmieHue PI'P 36
44

7 OHCHO‘IHLIC cpeacrea Jid MpoBEACHUS TEKYHIECTI0 KOHTPOJIA
U MPOMEKYTOYHOM aTTecTanuu 00y4aoIuXxcs Mo JMCHHILIMHE (MOLY110)

@OH/T OLIEHOYHBIX CPEJCTB ISl MPOBEIEHUS TEKYLIETO KOHTPOJIS YCIEBAEMOCTH U IIPO-
MEKYTOYHOM aTTecTaluuy npejacrasieH B [Ipunoxenun 1.

[TonmHBIA KOMIUIEKT KOHTPOJIBHBIX 33JaHUN HJIM MHBIX MaTepUaloB, HEOOXOIUMBIX IS
OLICHUBAHHUA PE3yJIbTAaTOB OOyYEHHUs IO JUCLMIIMHE (MOJIYJII0), MPAKTUKE XPAHUTCSA Ha Ka-
benpe-pazpaboryrke B OyMa)kHOM H 3JIEKTPOHHOM BHU/IE.




8 VYueOHo-MeTOOMYecKOe ¥ HH(POPMANMOHHOE o0ecneyeHHe JUCUHUIIMHBI
(MomyJist)

8.1 OcHoBHas JquTEpaTypa

1 1 Illaserun, B. ®. UadopmarmonHas 6€30MacHOCTh KOMIIBIOTEPHBIX CUCTEM U Ce-
Teil [DnekTpoHHBIN pecypce] : yuebHoe mocodue / B. ®@. anbrun. — M. : ®OPYM :
NH®PA-M, 2014. — 416 c. // ZNANIUM.COM : snekTpoHHO-OMOINOTEYHAs] CUCTE-
Ma. — Pexxum mocryma: http://www.znanium.com/catalog.php, orpanundentbiii. —
3ari. ¢ ’KpaHa.

2 2 Ianerun, B. ®. KoMiiekcHas 3amuTta MHGOPMALUU B KOPIOPATUBHBIX CHCTE-
Max [DyeKTpoHHBIN pecypc] : yueOHoe mocodue / B. @. lllanprun. — M. : ®OPYM :
NH®PA-M, 2013. — 592 c. // ZNANIUM.COM : snekTpoHHO-OUOIHOTEUHAsT CHCTE-
Mma. — Pexxum gocryma: http://www.znanium.com/catalog.php, orpanudeHHbIid. —
3ari. ¢ ’KpaHa.

9.2 JlonmoJHUTE/IbHAS JIUTEPATYpPa

1 Kacnepcku, K. Texnuka cereBbix atak. T.1 / K. Kacnepcku. — M.: Comnon-P, 2001. —
396¢.

2 lanprun, B.®. 3amuTa nHbopManuy B KOMIBIOTEPHBIX cucTeMax u cersax / B.®. Illa-
HeruH. — M.: JIMK Ilpecc, 2012. — 592c.

3 Kypc CND v2 ot EC-Conisil.

8.3 MeToauueckue yKa3aHusi sl CTYJI€HTOB 110 OCBOEHHIO I CHUILIMHBI
OO6yuenue nucrurnHe «CTpaTernueckas 3amuTa nepuMeTpa IpearnpusiTUs» Mpearno-
JaraeT u3ydeHue Kypca Ha ayJUTOPHBIX 3aHATUAX M B XOJ€ CAMOCTOSTEIHHON paboThl. Ayau-

TOPHBIC 3aHATUA ITPOBOAATCA B (l)opMe JIEKIUH 1 IMPAaKTUYCCKUX 3aHATHIL.

Ta6nHua 7 Metogudeckue YKa3aHus K OTACIbHBIM BUJaAM JCATCIILHOCTHU

Bun yueGHo- Opranusanus JesTeIbHOCTH CTYJEHTa
ro 3aHATUS
Jlexuus Hanuncanne KOHCIIEKTa JEKIMH: KpaTko, CXEMaTU4HO, IIO-

CleloBaTeNbHO (UKCHPOBATH OCHOBHBIC IMOJOXKEHUS. BBIIEnsITh
KJIFOYEBBIE CII0BA, (DOpMyIbl, OTMEUaTh Ha TOJISX YTOYHSIOIINE
BOIIPOCHI IO TEME 3aHATHUS

JIaGopatop- Pabora ¢ aBTOMaTU3MPOBaHHBIMH PAaOOYMMH MECTAMHU.
HbI€ 3aHSATHE

Camocros- s Gonee riyOOKOTO HM3ydeHUS DPa3/leioB JUCHUIUIMHBI
TenapHas pabora MPEAYCMOTPEHBl OTJEIbHBIE BUIbI CaMOCTOSITENIbHON paboThI:

MOJArOTOBKA K MPAKTUUYECKUM 3aHATUAM, U3YUYEHUE TEOPETHUECKUX
pa3aenoB IMCUUILUIMHEL, ToarotoBka PI'P.

CamocrosiTenbHas paboTra siBisieTcs Hanbosee MPOIyKTUBHOU (opMoii 0Opa3oBaTeb-
HOW M TO3HaBaTEJIbHOU JEATENLHOCTH cTyneHTa B nepuoj oOyuenus. CPC nampaBineHa Ha
yriyOieHre U 3aKperieHne 3HaHUHN CTYJeHTa, pa3BuTHE npaktudeckux ymeHuid. CPC mo mwuc-
nunHe «CTpaTrernyeckas 3auiura nepuMerpa NpealpusaTUs» BKIIOYAET CIAEAYIOIIHE BUABI

8
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pabort:

— paboTy C JEKIIMOHHBIM MaTEPHUAJIOM, TIOUCK B 0030p JIUTEPATYPHI U JIEKTPOHHBIX HC-
TOYHHKOB WH(OPMAIIMH 110 WHIUBUYAIbHOMY 3aJJaHUIO;

— OTIEPEXKAIOIIYIO CAMOCTOSTEILHYIO PaboTYy;

— U3y4YEHHE TEM, BBIHECEHHBIX Ha CAMOCTOSTEIbHYIO IPOPAOOTKY;

— MOJITOTOBKY K MPAKTUUYECKUM 3aHATHSIM;

— BeINOsIHEHUE U opopmienue PI'P.

KonTpoas camocTosiTeIbHONH pabOThl CTYJACHTOB M Ka4e€CTBO OCBOCHHUS JIUCIUILIMHBI
OCYILIECTBIISIETCS MOCPEICTBOM:

— MPE/ICTABJICHUA B YKa3aHHbBIC KOHTPOJIbHBIE CPOKH PE3YJIbTATOB BHIIIOJIHEHUS 3aJaHUI
JUJISL TEKYILETrO0 KOHTPOJIS;

— BBINIOJIHEHUS U 3amuThl PI'P;

8.4 CoBpemennbie mnpodeccuoHaIbHble 0a3bl [JaHHBIX U HH(OPMAIMOHHBbIE
CIPaBOYHbIE CHCTEMbI, HCIOJIb3yeMble NP OCYIEeCTBJIEHUN 00Pa30BaTEILHOIO
npouecca no JUCHUIINHE

1. DnekrponHO-OMOMMOTeUHas cucteMa ZNANIUM.COM — Ommboka! HegonmycTu-
MBI 00bEKT r'MNepPCChIIKM..
2. Koncynprant+

8.5 Ilepeyenb  pecypcoB  HHGPOPMAIHOHHO-TEJIEKOMMYHUKANIMOHHON  ceTH
«AHTEpHET», HEOOXOIMMBIX [IJIsl OCBOEHHSI THCIUIIIMHBI (MOTYJIs1)

1. 1. O6 unpopmanmu, MHGOPMAIIMOHHBIX TEXHOJIOTHUAX U O 3aIIUTE UH(POPMALIUU:
[OnexTponnsii pecypce] : penep. 3axon ot 27 utonst 2007 r. Ne 149-D3. octyn u3
cripaB.-mpaBoBoil cucteMsl «KoHcynpTanTl Lrocy.

2. 2. O nmepcoHaNbHBIX JaHHBIX : [DIEKTPOHHBIN pecypc] : deaep. 3aKoH OT 27 U0
2006 r. Ne 152-@3. Jloctyn u3 crpaB.-nipaBoBoii cuctemsl «KoncynprantlLmtocy.

3. 3. Caiir yauBepcutera www.knastu.ru[ DnekrpoHHslii pecypc]:. Paznen corpynau-
kaM, tokymeHTsl CMK, pexum goctyna — cBoOOAHBIN. 3aril. ¢ 3KpaHa

4. Hayunas snekrponnas oubnmoreka Elibrary http://elibrary.ru.

C 1enpio MOBBIIECHHUS KauecTBa BEICHUS 00pa30BaTeNbHON ACSITENFHOCTH B YHUBEP-
CUTETE CO3/IaHa AJIEKTPOHHAsi MH(POpMaMOHHO-O00pa3oBareabHas cpena. OHa moapasy-
MEBaeT OPraHU3alMI0 B3aUMOJACUCTBUS MEXy 00yJarolUMHUCS U MIPernoAaBaTeNsiMu ye-
pe3 CUCTEMY JMYHBIX KaOMHETOB CTYAEHTOB, PACIOJIOXKEHHBIX Ha O(QUIUAIBHOM caiTe
YHHUBEpCUTETa B MHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn «HTepHEeT» Mo ajpe-
cy https://student.knastu.ru. Coznannas wHbOpMAaMOHHO-00pa3oBaTelbHas Cpeaa IM03-
BOJIIET OCYIIECTBIISATh B3aUMOJACHCTBHE MEXIY YYaCTHUKAMH OOpa30BaTEIBHOTO TpO-
1ecca MOCPEACTBOM OpraHU3alMM JIUCTAaHIMOHHOTO KOHCYJIBTHPOBAaHHS IO BOIPOCaM
BBITIOJIHEHUS TPAKTUYECKHUX 3aJaHUMN.

8.6 JInueH3MOHHOE MPOrpaMMHOe ofecneyeHHe, HCIoIb3yeMoe Mpu
oCyIIecTBJIeHHH 00Pa30BaTeIbHOIO Nponecca no AUCHUILINHE

Tabmuna 5 — [lepeuenb UCNoOIB3yeMOro MPOrpaMMHOTo o0ecredeHus

Haumenosanue [10 PexBu3nTHI

MlcrOS(_)ft® Wmdoxys Jlunensuonnslii ceprudukatr Ne 46243844 ot 09.12.2009
Professional 7 Russian

9 OpraHn3auu0nno-nenar0rnqec1me yciaoBusi


http://www.knastu.ru[Электронный
http://elibrary.ru/

Opranuzanus 00pa3oBaTeIbHOIO MPOLECCca periaMeHTupyeTcs y4eOHbIM TUIAHOM M pac-
MACaHUEeM YYeOHBIX 3aHATHH. SI3bIK 00yueHus (mpemojaBaHus) — pycckuid. st BceX BHIIOB
ayJIUTOPHBIX 3aHATUHN aKaJeMUUYECKUN Yac yCTaHABIMBAETCS POAOKUTENBHOCTBIO 45 MUHYT.

[Ipu GopmupoBaHuU CBOCH WHAMBHIYalTbHOH 00pa30BaTEILHOW TPACKTOpUU OOydaro-
H.II/IﬁC?I HMCECT IIPaBO HaA NEpe3av4CT COOTBCTCTBYIOIUX AWCHUILIMH U HpO(i)eCCI/IOHaJIBHLIX Monay-
JIei, OCBOSHHBIX B IPOIIECCE MPEANIECTBYIONIET0 O0YUYCHHUs, KOTOPBI 0CBOOOXKIaeT 00ydarorie-
rocd OT HGOGXOZ[I/IMOCTI/I HX ITOBTOPHOT'O OCBOCHMUL.

9.1 O0pa3oBaresibHbIE TEXHOJIOTUH

VYyeOHblii MpoIecc Npy NpPenojaBaHud Kypca OCHOBBIBACTCSI HA MCIIOJIb30BAHUU TPAIU-
LIUOHHBIX, THHOBAIIMOHHBIX M MH(POPMALMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTUH. TpaguunoH-
HbIe 00pa3oBaTeIbHbIC TEXHOJIOTUU MPEACTABICHBI JEKIMSIMA U CEMUHAPCKUMU (TIPAKTHYECKH-
MH) 3aHATHAMU. VIHHOBallMOHHBIE 00pa30BaTEIbHbIE TEXHOJIOIMH UCIOIb3YIOTCS B BUJE LIMPO-
KOTO TIPUMEHEHUS aKTUBHBIX M MHTEPAKTUBHBIX (OpM MpoBeneHus 3anatuii. Madopmanmonase
0o0pa3oBaTe/IbHbIE TEXHOJOIMH PEAIU3YIOTCS MYTEM AaKTUBU3ALUU CAMOCTOSTEIbHOW pPabOThI
CTYZICHTOB B MH(OPMAIIMOHHOH 00pa30BaTeIbHOI cpee.

9.2 3aHATUA JEeKIUOHHOI0 THIIA

JIeKMOHHBIN KypC IpeaIoyiaracT CUCTEMaTU3MPOBAHHOE U3JI0KEHUE OCHOBHBIX BOIIPO-
COB yueOHOrO IJIaHa.

Ha niepBoii iekuuu jiekTop 00s13aH MpeaynpeauTb CTYACHTOB, IPUMEHUTEIBHO K KAaKOMY
06a3oBoMy y4eOHUKY (ydeOHUKaM, yueOHBIM TOCOOHSIM) OyIeT MPOUUTaH KypC.

JIeKIMOHHBIN KypC AOJDKEH JaBaTh HAMOONbIIHM 00beM WH(pOpMaNUU U 00ecreunBaTh
6osee rirybokoe NOHUMaHKUE Y4eOHBIX BOIPOCOB IPH 3HAYUTEIBHO MEHbILEH 3aTpaTre BpeMeHH,
4eM 3TO TpeOyeTcs OONBIIMHCTBY CTYIEHTOB Ha CAMOCTOSATEIIBHOE U3YYEHUE MaTepUaa.

9.3 3aHsATHS CEMHMHAPCKOIO THNIA

CemuHapcKue 3aHATHS IPEICTABIAIOT COO0H eTaIU3auIo JIEKIIHOHHOTO TEOPETHIECKO-
ro MaTepHasa, IpoBOJATCS B LENAX 3aKPEIJICHNs] Kypca U OXBaThIBAIOT BCE OCHOBHBIE pa3fiebl.

OcHoBHOH (opMOI1 POBENIEHUSI CEMUHAPOB SIBJISETCS 00CYyXAeHHEe Haubosee mpooiem-
HBIX U CIIO’)KHBIX BOIPOCOB IO OTAEIBHBIM Te€MaM, a TakXke pa300p MPUMEpOB M CUTyallui B
ayIUTOPHBIX YCIOBUSAX. B 00s3aHHOCTH TIpemnojiaBaTesisi BXOAAT: OKa3aHUE METOJUYECKOMN IMO-
MOIIH U KOHCYJIbTUPOBaHUE CTY/IE€HTOB [0 COOTBETCTBYIOIIUM T€MaM Kypca.

AKTHBHOCTH Ha CCMUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIUM KPUTCPUSAM!

* OTBETHI Ha BOIPOCHI, ITpeJIaraeéMble MpernoiaBaTesnem;

* y4acTHe B JUCKYCCHAIX;

* BBITTOJIHEHUE MTPOEKTHBIX U MHBIX 33JaHUH;

* ACCHCTHPOBAHHE TIPEIOIABATEIIO B IIPOBEICHUH 3aHSTHIA.

OTBeT f0JKeH ObITh apryMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIIOXKHBIM, COJIEPKATh
CCBIJIKHM Ha UICTOYHHKU.

Jlokanel U ONIOHUPOBAHHE JOKJIAJ0B MPOBEPSIOT CTENEHb BIIAJACHUS TEOPETHUECKUM
MaTepHalioM, a TaK’Ke KOPPEKTHOCTh M CTPOTOCTh PaCCyXKICHUH.

OrneHrBaHue 3aJaHH, BBHIIOJHEHHBIX Ha CEMUHAPCKOM 3aHSATHH, BXOJHUT B HAKOIUICH-

HYIO OLIEHKY.
9.4 CamocTtosiTesibHasA padoTa 00y4ar0IMXCsl N0 JUCHUILIHHE (MOYJII0)
CamocrosTenbHas paboTa CTyIE€HTOB — 3TO NPOLECC aKTUBHOIO, IEJIEHANPAaBIEHHOTO
nproOpeTeHNs CTYIEHTOM HOBBIX 3HaHUH, yMEHUI 0e3 HEeMmOCPeICTBEHHOI0 Y4acTHs Mpernoia-
BaTelsl, XapaKTEepU3YIOIMNCA MPEAMETHON HampaBlIEHHOCTHbIO, 3(P(GEKTUBHBIM KOHTPOJIEM U

OIICHKOM Pe3yabTaTOB JESATEIILHOCTH 00YJarOIIerocs.
Ilenu camocToATEeTEHON PaOOTHI:
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* CUCTCMATHU3alUA U 3aKPCIVICHUC MTOJTYUCHHBIX TCOPCTUUCCKUX 3HAHUU U MMPAKTUYCCKUX
YMEHHH CTYIECHTOB;

- yryOJIeHHe U paclIMpEeHUe TEOPETUUCCKUX 3HAHMIA,

- (hopMHpOBaHHE YMEHUH HCIOJIB30BaTh HOPMATUBHYIO U CIPABOYHYIO JTIOKYMEHTALHUIO,
CIEIUATIBHYIO JIUTEPATYPY;

* pa3BUTHUE MMO3HABATEJIBHBIX CIIOCOOHOCTEH, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpraHMU30BaHHOCTH;

- (hopMHpOBaHHE CaAMOCTOSTEIBHOCTH MBIILJICHUS, TBOPYECKON MHULIMATUBBI, CIIOCOOHO-
CTEH K CaMOpPa3BUTHUIO, CAMOCOBEPILIEHCTBOBAHUIO M CaMOpeaIn3aliy;

* pa3BUTHUE UCCIEAOBATEIbCKUX YMEHHI U aKaIEMUYECKIX HABBIKOB.

CamocrosrenbHas padoTa MOXKET OCYIIECTBISATHCS WHAWBUIYAIBHO WM TPYMIIAMH CTY-
JIEHTOB B 3aBUCUMOCTH OT II€JIU, 00BbEMa, YPOBHS CII0)KHOCTH, KOHKPETHOM TeMaTHKHU.

TexHONOTHsT OpraHU3aIK CaMOCTOSITENILHON PaboThl CTYICHTOB BKJIFOYAET MCIIOIh30Ba-
HUE UHPOPMAIIMOHHBIX U MaTePUAIbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

KoHTpoisib pe3ynbTaToB BHEAYTUTOPHOW CaMOCTOSITEIbHOW PabOThl CTYACHTOB MOMKET
MPOXOIUTH B MMCbMEHHOM, YCTHOM WIIM CMEIIaHHOM (opme.

CTYZ[GHTI)I JOJIKHBI IOAXOOUTHh K CaMOCTOSITEIIbHOM pa60Te KakK K HaHBa)KHefImeMy
CPEICTBY 3aKpEIUICHUs U Pa3BUTHUSI TEOPETHUUECKUX 3HAHUHM, BbIPAaOOTKE €IUHCTBA B3IVISIOB Ha
OTJIEIbHBIE BOIIPOCHI Kypca, IPUOOPETEHUS ONPE/IEIIEHHBIX HaBBIKOB U MCIIOJIb30BaHMsI podec-
CHUOHAJILHOM JIUTEPATYPHI.

9.5 Meroanuyeckue yKa3aHus JJiA 00y4al0MIUXCs 110 OCBOEHUIO TN CIUTITTHHBI

[Tpy M3y4yeHHH IUCHUIUIMHBI OOYYarOMIMMCS LI€JIECOO0pPa3HO BBIMOJIHATH CIEAYIOLIUE
pPEKOMEHALNN:

1. U3yueHnue yueOHOU AUCIMILTUHBI JJOHKHO BECTHCh CUCTEMATHUECKH.

2. [Tocne u3yuyeHus: Kakoro-inbo paszena Mo y4eOHHUKY WIM KOHCIEKTHBIM MaTepuanam
pEKOMEHIyeTcsl 10 MaMsATH BOCIIPOU3BECTH OCHOBHBIE TEPMUHBI, ONPEAEICHUS, IOHATUS pa3/e-
na.

3. Ocoboe BHMMAaHUE CIEAYET YAEIUTh BBIMOJIHEHUIO OTYETOB 110 MPAKTUUYECKUM 3aHATH-
SIM ¥l HHJJMBHTyaTbHBIM KOMIUIEKCHBIM 33JJaHUSIM Ha CAMOCTOSTENBHYIO paboTy.

4. Bes TemaTuka BONPOCOB, M3Y4aeMbIX CaMOCTOSITEIIBHO, 3a/1a€TCsl Ha JIGKLHUAX IMPero-
naBaresneM. VM jke 1aroTcsi HCTOYHHKH (B TIEPBYIO OYepeb BHOBb M3JJaHHBIC B TIEPHOIHMYECKON
HaY4HOI1 TuTeparype) Ui 6ojee AeTalbHOro MOHUMAaHUs BOIIPOCOB, 03BYUYEHHBIX Ha JIEKIINU.

[Ipu camocTosATensHON TPOPAOOTKE Kypca 00ydaromuecs TOJKHBL:

- IPOCMAaTPUBATh OCHOBHBIE OTIpeieTIeHHs U (PaKThI;

* TIOBTOPUTH 3aKOHCIIEKTUPOBAHHBIM Ha JICKIIMOHHOM 3aHATUU MaTepHuaj W JOMOJIHHUTH
€ro ¢ y4eTOM pEKOMEHJOBAHHOMW MO JAHHOM TeMe JIUTepaTyphl;

* U3YYUTHh PEKOMEHIOBaHHYIO JTUTEPATYPY, COCTABIIATh TE3UCHI, aHHOTAIIMN ¥ KOHCITEKTHI
HanOoJiee BaKHBIX MOMEHTOB;

* CAMOCTOSITEIILHO BBITIOJHATH 33/1aHUsI, aHATOTHYHBIE MTPEIaracMbIM Ha 3aHATHSIX;

* UCTIOJIb30BAaTh JIJIsl CAMOIIPOBEPKHU MaTepuabl (POH/IA OLIEHOYHBIX CPEJICTB.

Meroandeckue ykazanus mpu padoTe HaJl KOHCIIEKTOM JICKITHH

B xone NeKIMOHHBIX 3aHATHH HE00XOJWMO BECTH KOHCHEKTHPOBaHHWE y4yeOHOro Mare-
puana. OOpariate BHUMaHWE Ha KaTerOpuH, GOpPMYIUPOBKH, PACKPBIBAIOIINE COACPKAHUE TEX
WM WHBIX SBJICHHUHA W MPOIECCOB, HAYYHBIE BBIBOJBI U MPAKTUYECKUE PEKOMEHIAINU, TIOJOKHU-
TEJBHBIA OIBIT B OPATOPCKOM HCKYCCTBE. JKenaTenbHO OCTaBUTh B paOdOYMX KOHCIEKTAX ITOJI,
Ha KOTOPBIX JeaTh MOMETKU U3 PEKOMEHJOBAHHON JUTEPATyphl, JONOIHSIIOIINE MaTepHal Ipo-
CJIYIIAaHHOH JICKIINH, a TAaKXKe MOTYEPKHUBAIOIINE OCOOYI0 BaXXHOCTh TE€X WM MHBIX TEOpPETHYE-
CKUX IMOJIOKEHUH. 3a/1aBaTh MPENoJaBaTeIi0 YTOUHSIONUE BOIPOCH C IENBI0 YICHEHHUS Teope-
TUYECKHUX IMOJIOKEHUM, pa3pelIeHHs] CIIOPHBIX CUTYaluH. ... 1 T.1.

Mertoanyeckre yKazaHUs MO CaMOCTOATENbHOM paboTe HaJl M3ydaeMbIM MaTepHalioM U
IIPU MOATOTOBKE K MPAKTUYECKUM 3aHATUSAM
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HaunnaTh Haj0 ¢ U3y4eHHUs peKOMEHI0BaHHOM JnTepaTypbl. Heo0X0aMMO TOMHUTD, 4TO
Ha JIEKIIMUM OOBIYHO PacCMaTpHUBAETCs HE BEChb MaTepHal, a TOIbKO ero 4acTb. OcranbHas ero
4acTh BOCIIOJIHSIETCS! B IIPOLIECCE CaMOCTOSITENbHON paboThl. B cBsi3u ¢ 3TM padoTa ¢ peKoMeH-
JIOBaHHOW JUTepaTypoil oOs3aTenpHa. Oco0oe BHUMaHUE IPU 3TOM HEOO0XOAMMO OOpaTHTh Ha
COJIepKaHNE OCHOBHBIX IIOJIOKEHHH U BBIBOJOB, OOBSICHEHHE SIBJICHUN MU (AKTOB, ySICHEHHE
IIPAKTUYECKOTIO MPWIOKEHUS PacCMAaTPpUBAaEMBIX TEOPETHMYECKHX BOIPOCOB. B mponecce 3toi
paboThl HEOOXOIMMO CTPEMHUTHCS MOHATH U 3alIOMHHUTH OCHOBHBIE IOJIOKEHHS paccMaTpHBac-
MOI0 MaTepuaia, IpUMepHl, MOSCHSIIOIIUE €ro, a TaAKKe pa3o0paThCsl B WIUIFOCTPATUBHOM Mate-
puaie... u T.1.

10 Onucanue MaTepuaIbHO-TEXHUYECKOT0 00ecreyeHusi, He0OX0AMMOro JJIsl
ocyuiecTBJIeHHs 00pa30BaTEIbHOIO NMPOIECcCa MO JUCHUIINHE (MOYJII0)

10.1 Yue6Ho-1200paTOpHOE 000pYy/I0BaHHE

Tabmuna 6 — [lepedeHp 060pya0BaHUS TaOOPATOPHH

HanmenoBanue aynguropun

(naGoparopun) Hcnonp3yemoe obopyaoBanne

Aynuropus

202/5 Jlaboparopuss mporpammuo- | C31U HCJ] Secret Net, C31 HC/] Dallas Lock,
anmnapatHbix cpencts 3anuThl | C3U HCJ Crpax NT, C3U HCJH Iut PX]I,
nHpopMaUN C3U HCJ Aypa ,C31 HCJI Kpunton ,C3U HCJ{
Axkopn, ®UKC, Peuzop 1,2 kak mjisi onepanu-
OHHBIX cUCTeM cemeiicTBa Windows Tak u mis
Linux, PeBuzop Ceru 2.0, AHanuzaTop ceTeBOro
tpadhduka AcTpa,ATEHT HHBEHTapU3aAIUH Ce-
tH,CKkaHep ceteBoit Oe3omacHocTn XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunron
AM/I3, Axxopn AM/3, KpuntollPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyroyk ¢ Windows 7+mpoekTop.
16 TI9BM Ha 6a3ze mpoueccopoB He Huxe Intel
Pentium IV

201/5 Jlaboparopuss ~ TeXHWUYECKHX | MoJienbHOE TTOMEIIECHUE I MPOBEICHUS H3ME-
CpE/ICTB 3amuThl WHGPOPMaA- | PEHUH MapaMeTPOB Pa3IUYHBIX MOJICH
1807051

10.2 Texuuuyeckue U JIeKTPOHHBIE CPEACTBA 00yYeHUS

JleKuMOHHBbIE 3aAHATHS

AyIuTopuH JUI JEKIIMOHHBIX 3aHATHH YKOMIUIEKTOBAaHbBI MEOEbI0O M TEXHUYECKUMHU CPel-
cTBaMH OOYYEHHMSI, CIY>KaIllUMU JIJIsI TIPEJICTaBlIeHus] yueOHOM MH(popManuu OOIBIION ayauTo-
pun (HaOOpBI JEMOHCTPAIIMOHHOTO OOOPYAOBaHUS (IIPOEKTOp, KpaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HaTJISATHBIE TTOCOOUS, TEMATHIECKNE UILTFOCTPALIHH ).

JlabopaTopHble 3aHATHS

st mabopaTopHBIX 3aHATUN UcToyb3yeTcst ayautopus Ne 202 , ocHamieHHass 000py1o-
BaHUEM, YKa3aHHBIM B Ta0I. &:

CamocrosiTeibHast padoTa.

[TomerieHust 1151 cCaMOCTOSITENbHON pabOTHl OCHAIIEHBI KOMIIBIOTEPHON TEXHUKOM ¢ BO3-
MO>KHOCTBIO OJIKIIIOUEeHHS K ceTH «MIHTepHeT» U JOCTYNOM K 3JIE€KTPOHHOU MH(POPMAIIMOHHO -
oOpa3oBatensHOi cpene KHAT'Y:

- yuranesHbIM 321 HTh KHAT'Y;
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- KoMIbloTepHbIE Kiacchl (aya. 311 kopmyc Ne 5, ayn. 205 kopmyc Ne 5, ayn. 313 kopmyc
Ne 5).

11 Unble cBenenns

MeToauuyecKue PECKOMEHIANINH 110 oﬁy'{enmo JUI ¢ OrpaHUYC€HHBIMHA
BO3MOKHOCTAMMU 3/10POBbA U UHBAJINAOB

OcBoeHMe NUCHUIUIMHBI 00YUYaIOIMMUCS ¢ OrPAaHUYEHHBIMH BO3MOKHOCTSIMH 37J0POBbBS
MOYET OBITh OPraHM30BaHO KAaK COBMECTHO C JAPYIMMH OOyYaroIIMMUCS, TaK U B OTAEIBHBIX
rpynnax. [Ipenmnonaratorcs cnenuaibHble YCIOBHS AJIS MTOJIydYeHUs: 00pa3oBaHus 00y4aroIMu-
Csl C OrPaHUYEHHBIMHU BO3MOKHOCTSMH 3/10POBBSL.

[Tpodeccopcko-nienarornyeckuii cocTaB 3HAKOMUTCS C TMCHUXOJIOT0-(PU3NOIOTHYECKUMU
0COOEHHOCTSIMH 00YYarOMIMUXCsl MHBAIMAOB M JIMI[ C OrPAaHHYECHHBIMH BO3MOXKHOCTSIMH 3710pPO-
Bbs, UHJIMBUyaJbHBIMU MPOTpaMMaMH peadMIUTaluu WHBaIUAOB (mipu Hanuuuu). [Ipu HeoO-
XOJIMMOCTH OCYILECTBIISIETCS JOTOJIHUTEIbHAS MOAJIEpPKKa MPenogaBaHusl ThIOTOPAMHU, IICUXO-
JIoTaMH, COIIMAIbHBIMU paOOTHUKAMU, MPOIIEIIIUMHU MOATOTOBKY aCCUCTEHTaMH.

B cootBeTcTBUU ¢ MeTOAMYECKUMHU pekoMeHaanusiMu MunoOpaayku PD (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce mpeArnojaraeTcsi UCHOIb30BaTh COIMAIbHO-aKTUBHBIC U pe-
(IiekCUBHBIE METOIBI 0OYUEHUS, TEXHOJIOTHH COIIMOKYIBTYPHOH peaOuINTaluy C HENbI0 OKa3a-
HUS TIOMOIIM B YCTAHOBJICHUH MOJIHOIICHHBIX MEXINYHOCTHBIX OTHOILIEHHUH C IPYTrUMH CTYJICH-
TaMH, CO3JJaHUH KOM(pOPTHOTO MCUXOJIOTHIECKOTO KIIMMaTa B cTyeH4ecKoi rpymnme. [Togbop u
pa3paboTKka y4yeOHBIX MAaTepUAIOB MPOU3BOJIATCS C yYETOM MPEAOCTABICHHS MaTepualia B pas-
JTUYHBIX (hopMax: ayauanbHOW, BU3YaJIbHOW, C HCIIOJNB30BAaHUEM CHEIHATBHBIX TEXHHUYECKUX
CPEICTB M HHPOPMAIIMOHHBIX CUCTEM.

OcBoenne nucuuiuiMHbl aunamMu ¢ OB3 ocyiecTBisieTcs ¢ UCIONB30BAHUEM CPEICTB
0o0y4yeHHs OOILIEro M CreualbHOTO Ha3HAYeHUs (MEePCOHATBHOTO U KOJUIEKTUBHOTO MCHOJb30-
BaHus1). MarepualbHO-TEXHUYECKOE 00ecledeHne NMpeaycMaTprUBaeT MPUCIOCOOIeHHE ayauTo-
puil k Hyxz1am imn ¢ OB3.

®opma NpoBeACHUS aTTECTAllMK JUIsl CTY/A€HTOB-UHBAIN/IOB YCTAHABIMBACTCS C YUETOM
UH/IMBUYAJIbHBIX NcUXopu3ndeckux ocodbenHocreil. s crynenros ¢ OB3 npexycmarpuBaet-
csl 1ocTymnHas (GopMa IpeloCTaBIeHUs 3aJaHUi OLIEHOYHBIX CPECTB, @ UMEHHO:

* B T€YaTHOM WJIM OHJIEKTpOHHOH ¢opme (g MLl € HapyLEHUSMHU OIOPHO-
JIBUTATEJILHOTO ammapara);

* B IIe4aTHOM (opMe UITH 3JIEKTPOHHOM (popMe ¢ yBETMUYEHHBIM MIPU(TOM U KOHTPACTHO-
CTBIO (7151 JIULL C HAPYLLIEHUSIMU CIIyXa, pe4H, 3pEeHus);

* METO/IOM YTEHHS aCCUCTEHTOM 3a/IaHus BCIYX (IS JIUL C HAPYILIEHUSIMH 3pEHHMS).

CryneHTaM ¢ MHBaJIMJHOCTBIO YBEIMYMBAETCS BPEMsI Ha MOATOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BONPOCHIL. [l TaKuX CTYIEHTOB MpEaycMaTpUBAETCs NOCTyMHas (opMma MpeaocTaB-
JIEHUs] OTBETOB Ha 3a/1aHusl, 8 UMEHHO:

* MUCbMEHHO Ha Oymare wid HaOOPOM OTBETOB Ha KOMIIbIOTEpe (IS JIMIl C HapyIIeHUS-
MU CllyXa, peuH);

- BBIOOPOM OTBETA U3 BO3MOXKHBIX BAPHAHTOB C UCIOJIH30BAHUEM YCIIYT aCCUCTEHTA (JUIs
JIUI] C HapYIIEHUSIMU ONIOPHO-/IBUTATENILHOTO ariapara);

* YCTHO (U151 JIUL] C HAPYLIEHUSIMU 3PEHMSI, OTIOPHO-JBUTATEIBHOTO aIlapara).

[Tpu HEoOX0MMOCTH sl 00YUaAIOLIUXCSl C MHBAJIMAHOCTBIO MPOLIeypa OLICHUBAHUS pe-
3yJIbTaTOB O0YyUYEHHSI MOXKET MPOBOAUTHCS B HECKOJIBKO 3TAIlOB.
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[Tpunoxenue 1

®OH/I OLIEHOYHbBIX CPEJCTB!
10 AMCIHILINHE

Crparernyeckasi 3alllUTA NepUMeTPa NpeINnpPUATHS

Harmpasnenue noaroToBku 10.05.03 "HUnpopmayuonuas bezonacHocmo
aA8MoOMaAmMu3UpPOBanHvLx cucmem"
HamnpasnenHocTs (mpoduiib) Ananuz bezonacrocmu UHGOPMAYUOHHBIX CUCEM
00pa30BaTeNbHOM POrpaMMbl
KBaymdukamus BeITyCKHUKA cneyuanucm no 3auume UHGoOpmayuu
I'ox Hayasa MOATOTOBKHU 2021
(no yuebHomy niawy)
®opma 00yueHus OyHas
TexHonorus 00y4eHus MPaoUYUOHHAS
Kypc Cemectp TpynoeMKocCTs, 3.€.
5 10 4
Bua npomexxyTo4HOM aTTecTaluu ObecneunBaroliee Noapas3aeaecHue
IK3amen Kageopa UBAC - Hnghopmayuonnasn
0e30nacHoCmb A8MOMAMU3UPOBAHHBIX
cucmem

! B 1aHHOM NPHJIOKEHUH MPEACTABICHBI TUIIOBBIE OLIEHOUYHbIE cpeaCcTBA. [10IHBIA KOMITJIEKT
OIICHOYHBIX CPEJICTB, BKIIOUAIOIINI BCE BAPUAHTHI 3aJaHU (TECTOB, KOHTPOJIBHBIX paboT u ap.),
MpeIaraeMbIX 00yJaromeMycs, XpaHuTcs Ha Kadeape B OyMaKHOM M 3JIEKTPOHHOM BHJIE.
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1 IlepeyeHb MIIAHHUPYEMBIX Pe3yabTATOB 00y4eHHsI N0 JUCHUILIMHE (MOY.T10),
COOTHECEHHBIX € IJIAHUPYEMBbIMH pe3y/IbTaTaMHi 00pa30BaTebHON NPOrpaMMbl

Tabmuma 1 — KomneTeHuu u MHAMKATOPHI UX TOCTHKCHUS

KO,I[ N HAUMCHOBAHHEC I/IH,[[I/IKaTOpBI JOCTHIXKCHUA HJ'IaHI/IpyeMBIC PE3YyJIbTaThbl
KOMIICTCHIIU OGy‘-ICHI/ISI 110 JUCHHMITIJIMHE

O6menpodeccuoHaabHbIE

OIIK-15 Conoco6en | OIIK-15.1 3naer cpeactBa u cu- | 3HaeT CPEJICTBA U CHCTEMBI 3a-
OCYILECTBIISATh aJMH- | CTEMBbI 3aIlUThl UHPOPMAIIUU aB- | MIUTHI WHPOPMAIIMKA ABTOMATH-
HUCTPUPOBAHUE U | TOMAaTU3UPOBAHHBIX CHUCTEM, OC- | 3UPOBAHHBIX CHCTEM, OCHOBHBIE
KOHTPOJIb  (DYHKIIMO- | HOBHBIC NMPHHIUIBI aJIMUHUCTPH- | IPUHIUIBI  aJMHHUCTPUPOBA-
HUPOBAHUS CPEJICTB U | POBAHUS 3alIMIIEHHBIX KOMIIBIO- | HUSL 3AIIUIICHHBIX KOMIIBIOTEP-
CHCTEM 3alllUThl HH- | TEPHBIX CUCTEM HBIX CUCTEM

dbopman aBTOMaTH-
3UPOBaHHBIX CHUCTEM,

MHCTPYMCHTAJIbHBIN OIIK-15.2 VYmeeT BBINONHATH | YMEET BBIIONHATH  (YHKIIUU
MOHUTOPHHI'  3alllU- | hyHKIMK aJIMUHHUCTpATOpa Oe€3- | amMUHUCTpaTOpa OE30MaCHOCTH
EHHOCTH aBTOMATH- | O[IaCHOCTH 3alUIIEHHBIX KOMIIb- | 3alUIIEHHBIX KOMITBIOTEPHBIX
SHUPOBAHHBIX CHCTEM | [oTEpHBIX CHCTEM CHUCTEM

OIIK-15.3 Bnaneer cpencrBamu | Bimageer cpencrBamu aIMuHH-
aJIMUHHCTPUPOBAHUS TIPOTPaMM- | CTPUPOBAHUS pOrpaMMHO-
HO-allllapaTHbIX KOMIIJICKCOB 3a- | allllapaTHBIX KOMILJICKCOB 3allH-
IMUTEl MH(pOpPMAIMU OT HECAHK- | Thl MH(GOpPMAIMKU OT HECAHKIH-
IIUOHUPOBAHHOTO JIOCTYIIA OHUPOBAHHOTO JIOCTyIa

Tabmuua 2 — INaciopt ¢oH1a OIIEHOUHBIX CPEICTB

Haunmeno-
Koxa xon-
Kontpoaupyemsie TDONHDYe BaHHe
pa3aeJibl (TeMbl) p . py OLI€EHOYHO- IToxa3aTe/iu OLlEeHKH
MOii KOM-
JAUCHMIIUHBI ro
neTeHInu
cpeacTBa
3HaHUS ¥ YMEHUS a TaK ke
. JlaGopa- HaBBIKM BJIaJICHUS COBpeE-
1. 3amuTa cepBepHoOit HHPpa-
CTOVKTVDEL DEIIDHSTHS OIIK-15 TOpHas pa- MEHHBIMHU CPEICTBAMHU
PYKTYPBI IpeAip 6ota 1-7 | obOecrnieueHust nHpopMaIu-
OHHOM 6€30MacCHOCTH
OIIK-15 PacueTHo 3HaHus B 00JIACTH aHATU3a
Pa3paboTka UTPOBBIX MPHIOKEHHUN rpaduae MaKETOB ¥ MCITOJIb30BAHHUS
Ha SI3bIKe HU3KOTO YPOBHS P CHCTEM OOHApYyXEHUS
ckas paboTa .
BTOP)KCHUH

2 Metoanueckne MaTepHAJIbl, ONpe/Ie/IA0He NPoLeayPhl OlleHUBAHUS 3HAHUI,
YMeHH i, HABBIKOB U (MJIM) ONbITA AeSITEJIbHOCTH, XapAKTEPU3YIOLIHMeE MPOLece
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(¢GopMupoBaHKMs KOMIIETEHIM I

MeTOI[I/ILIeCKI/Ie MaT€pHralibl, OMPEACTIAIOIMNE ITPOUCAYPbl OLCHUBAHUSA 3HaHI/II>'I, yMeHHﬁ,

Tabnuna 6 — TexHonornyeckas kKapra

HABBIKOB U (WJIH) OIBITA JACITEILHOCTH, MMPEJACTABICHBI B BUJE TEXHOJIOTHYECKON KapThl JUCIIH-
TIMHBI (Tabsmma 3).

Hanmenosa-
HUE OLICHOY- Cpoxn Hkana Kpurepun
HOTO cpex- | CPTMOJHE- | OlCHHBA- OLIEHMBAHUS
oTBa HUS HUS
10 cemectp
ITpomesxyTouHas arrectanus B popMe IK3aMeHa

Jla6oparop- | B teuenne | 10 6amnoB | 10 Gaios - CTYAEHT NPABUIBHO BBIOJIHMI 33/1a-

Hasi pabota ceMeECTpa Hue. [loka3an OTIMYHbIE 3HaHUS, HABBIKA U YMeE-

1-7 HUS paMKaX OCBOGHHOTO Y4eOHOro MaTepuara.
5 6ajuia - CTYJJeHT BBINIOJHWII 33JjaHHE C HEOOIIb-
IIMMH HeTouHOCTsIMU. [lokazan xopove 3HaHus,
HaBBIKM U YMEHMSI paMKaX OCBOCHHOT'0 y4eOHOTro
MaTepuaia.
3 6ajuia - CTYJEHT BBIIIOJIHUII 33/1aHUE C CYIIe-
CTBEHHBIMU HeTOuHOCTAMU. [loka3an ynoBierBo-
pUTEJIbHbBIC 3HAHUS, HABBIKU M YMEHUS paMKax
OCBOCHHOTO Y4€OHOI0O MaTepHara.
2 GaJuta - IpH BHITIOJIHEHUU 3a/1aHUS CTYJCHT
MIPOJIEMOHCTPHUPOBAI HEOCTATOYHBIH YPOBEHB
3HaHUM.
0 6ay10B — 3a71aHKE HE BBINOJHEHO.

Pacuerno- B teuenue | 30 6amioB | 15 Gasios - CTYAEHT NPABUIBHO BBINOIHUI 3a/1a-

rpauyeckas | cemecTpa Hus. ITokaszan oTanyHbIe BiaageHUs HaBBIKaMU

pabora [PUMEHEHUS TIOJIYYEHHBIX 3HAHUM U yMEHUH MTPU

peneHnH mpoeCCHOHANBHBIX 33]a4 B paMKax
YCBOEHHOTO yueOHOTro MaTepuaia. OTBETHII Ha
BCE JIOTIOJIHUTENIbHBIE BOIIPOCH! Ha 3aLHTE.

10 6anioB - CTYACHT BBIIIOJIHUII 3a/laHUE C HE-
OonbIMMU HeTouHOCTsAMU. [lokazan xoporiue
BJIaJICHVSI HABBIKAMH TPUMEHEHHS TTOTyYSHHBIX
3HAHUH U YMEHHH NIPU pelIeHnu npodeccuoHab-
HBIX 32/1a4 B PaMKax YCBOGHHOTO y4eOHOTO MaTe-
puana. OTBETUI Ha OOJIBIIMHCTBO JIOTIOJIHUTEIb-
HBIX BOIIPOCOB Ha 3aIUTeE.

5 6aJuIoB - CTYAEHT BBIIIOJHUII 33/1aHUS C CYIIe-
CTBEHHBIMH HETOYHOCTSIMU. [Tokazan ymoBieTBo-
pUTEIbHOE BIIAICHUE HaBbIKAMH TPUMEHEHHS 110-
Jy4YEHHBIX 3HAaHUW U YMEHUH NPU PELICHUH MPO-
(eccroHaNIBHBIX 33/]]a4 B paMKaX YCBOSHHOTO
yaeOHoro marepuana. [Ipu oTBeTax Ha TOTOJIHHU-
TEJIbHBIE BOMPOCHI HA 3aAIIUTE OBIJIO JOMYIIEHO
MHOT'O HETOYHOCTEN.

0 GamnoB - mpH BBINOJHEHUM 3aJaHUS CTYAEHT
IPOJEMOHCTPUPOBAT HEIAOCTATOYHBIA  yYpPOBEHB
BJIaJICHHs] HABbIKAMHM TPUMEHEHHsSI IOJYYEHHBIX
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Haumenosa-
Cpoku [lIxana
HUE OLICHOY- Kpurepun
BBIIIOJIHE- | OLIEHHBa-
HOTO CpeJi- OLICHUBAHUS
HUSA HUSA
CTBA
3HAaHUI M yMEHUH Npu pereHnH npodeccuoHab-
HBIX 33/1a4 B paMKaX yCBOEHHOT0 y4yeOHOro mare-
puana. [Ipu oTBeTax Ha JOMOJHUTEIBHBIE BONPO-
Chl Ha 3ammTe OBUIO JOMYIIEHO MHOXECTBO HE-
TOYHOCTEH.
Texymmuii  KOH- 100 oan-
TPOJIb: JIOB
HUTOI'O: 100 6an-
JI0B

Kpurtepuu onieHKH pe3y/1bTaTOB 00y4eHHs 10 JUCHUILIMHE:

0 — 64 % oT MakCUMaJbHO BO3MOKHOW CyMMBbI OaJIOB — «HEYAOBJICTBOPUTEIBLHO» (HEAOCTA-
TOYHBII YPOBEHbB IS IPOMEKYTOUYHOM aTTeCTalluy 0 JUCIMILIUHE);

65 — 74 % OT MaKCHMMaJbHO BO3MOXHOH CyMMBI 0AJUIOB — «yJOBJICTBOPHTEIHHO» (TIOPOTOBBII
(MMHMMAJIBHBIN) YPOBEHbD);

75 — 84 % oT MakCHUMaJIbHO BO3MOXHOW CyMMBI 0aJlJIOB — «XOPOIIO» (CPeIHUN YPOBEHb);

85 — 100 % oT MakcHUMaJIbHO BO3MOKHOM CYMMBI OAJIIOB — «OTIMYHO» (BBICOKUN (MaKCUMalb-
HBbII) YPOBEHbD)

3 TunoBble KOHTPOJILHBIE 32/1aHNUS WJIH HHBIE MATEPHAIbI, HEOOXOAUMBbIE J1JIs1
OLICHKH 3HAHUI, YMEHHMI, HABBIKOB M (MJIM) ONBITA AeSATEIbHOCTH, XapaKTepu-
3yrouue npouecc popMupoBaHUA KOMIIETEHIMII B X0/1e 0CBOeHHsI 00pa3oBa-
TeJbHOH MPOrpaMMbl

3.1 3aganus A1 TEKyLIEero KOHTPOJIst YCIIeBAeMOCTH
3amaHns COTIIACYIOTCS C MPETIOAaBaATEIIEM.
JlaGopatopHas pabota 1: M3yuenue anroputmoB mudpoBanus ¢ nomouiso CrypTool
JlaboparopHas padota 2: [lpumenenue mep O6e3omacHocTr B Suse Linux Enterprise Server
JlaGopatopHas pabota 3: [Ipumenenue mep 6e3onacHoct Windows Server
JlaboparopHas padota 4: [IpuMeHeHne aTaKyOIUX TEXHUK B 1a00paTOPHOM OKPY>KEHUHU
JlaGopatopHas pabota 5: Hactpoiika 6ezonacHoctu cepsepoB DNS, IIS, Apache
JlaboparopHas padota 6: Ananm3 puckoB kommaanu ABC
JlaboparopHas pabota 7: Coznanue nonutuku 6e3onacHocTH kommanuu ABC

IIpumepHas TeMaTHKa pac4eTHO-rpagu4ecKoii padoTbl

HccnenoBanne curHaryp maketoB Snort. Kaxaomy cTyneHTy mpeiaraercsi CreHepHpOBaTh
YHUKAIBHBIA Tpad(duk, coaepkamuili ompeneleHHyr0 curHartypy araku (Hanpumep ACK) u
NIPOAHATM3UPOBATh MMOBEICHNE CUCTEMBI OOHAPYKEHHS BTOPKCHHUU MPU aHAIIM3e Takoro Tpad-
duka.

IIpuMepHBbIii NepedYeHb BOIPOCOB HA IK3aMeH
(1aHHBIM TIEpeYeHb COOTBETCTBYET JIEKIIMOHHOMY KYpPCY, HO MOXET OBbITh JeTalIM3UpPOBaH WIH
HU3MEHEH)

. Kpunrorpadus u 3ammura 1aHHbIX

. YKperjieHne KOMITbIoTepoB paboTaromux moj Linux
. Ykpennenune Windows Server

. TexHuku araku

. 3amura B Untepuere 1 WWW

. AHanu3 puckoB

. Co3znanue noauTHKU 0e30macHOCTH

. AHanmu3 noanucen NakeToB

01N DN WN—
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Jlucr perucrpanuu usmenenui k PI1JI

Howmep npoTokona 3acenanus kadenpsl,
JlaTa YTBEP>KJICHUS U3MEHEHUS

KoanuectBo
CTpaHMI]
A3MEHEHUS

IMonamuce
paspaboTunka

PIIJT
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