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1 O01Me moJ1oKeHus

Pabouas nporpamma aucuumminasl «O6ecriedenne nHPOPMAIMOHHON 0€301acHOCTH B MUPHUHTOBBIX
CeTAX» COCTaBJIeHA B COOTBETCTBHM C TpeOOBaHUSAMH (heaepaqbHOrO TOCYAApPCTBEHHOTO
00pa30BaTeNLHOTO CTaHAAPTa, YTBEPXKACHHOTO TMPHKa30oM MUHHUCTEPCTBa 00pa3oBaHUS W HAYKU
Poccwuiickoit @enepammm Ne 1509 ot 01.12.2016, 1 ocHOBHOM TIpo(hecCHOHATBHOM 00pa30BaTeIbHON
MIPOTrpaMMBbI TIOATOTOBKH «AHAIN3 6€30MAaCHOCTH HH(POPMALIMOHHBIX CHCTEM)
nio Harpasieruro 10.05.03 "MurdopmarnmonHas 6€30MacHOCTh ABTOMATU3UPOBAHHBIX CUCTEM".
[IpakTrueckas MoAroToBKa peaanu3yercss Ha OCHOBE:
[TpodeccroHaNbHBIN CTaHAAPT YTBEPKIACHHOTO MPHUKa3oM MUHHUCTEPCTBA Tpyla M COIHAIBHOMN
3amThl OT 15 centsOps 2016 roma N 5220 Ne843 "CneumamucTt mo 3amute WHGOpMAIHUUA B
aBTOMAaTU3MPOBAHHBIX CHCTEMax" 3aperucTpUpOBaHHOIO B MuHHcCTepcTBE OCTHIMM Poccuiickoit
Oenepaunu 28 centsaopsa 2016 roaa, peructpaunonsbiii N 43857. O6oOuieHHas TpyioBast PyHKINS:
B/02.6 AnMuHMCTPUpPOBAaHUE CUCTEM 3aLUTHl MHPOPMALIMU aBTOMAaTU3UPOBAHHBIX CUCTEM

3amaun PackpeiTHe cymHOCTM M 3HadyeHUs oOecrieyeHuss HHOOPMALMOHHON
AUCIMITTMHBI 0€30MacCHOCTH B TUPUHTOBBIX CETIX, UX MECTA B CHCTEME HAIMOHAIBHOU
0€30MMacHOCTH.

OnpezleneHI/Ie TeopeTquCKHX, KOHHeHTyaJ'H)HBIX, MCTOI[OJ'IOFI/I‘IQCKI/IX,
OPraHM3aI[MOHHBIX M TEXHUYECKHX OCHOB OOecreueHusi 0e30MMacHOCTH
nH(pOpMalUY B TUPUHTOBBIX CETAX.

OcHOBHBIE Pa3pen 1
paszienbl / TeMbI Tema 1 TepMuHOJIOTHS paclIpeEICHHBIX PEECTPOB
JACHHUILINHEI
Tema 2 HccnegoBaHre MPOTOKOJIOB B3aUMOJIECHCTBUSL paclpeeIEHHBIX
peecTpoB
Paznen 2

Tema 3 MUccnepnoBanme ¢yHkuu oOMeHa (aitlaM ©u  MEXIy
OJIHOPAHTOBBIMHU YCTPOWCTBAMU
Tema 4 HccnenoBanue ooOmMeHa daiinamMu 1o ceTsM p2p

2 IlepeyeHb NJIAHMPYEMBIX Pe3yJIbTATOB 00y4eHUsI MO AUCUUILINHE (MOIY.T10),
COOTHECEHHBIX € IVIAHNPYEMbIMH pe3y/IbTaTaMH 00pa30BaTe/IbHON MPOrpaMMbl

[Ipouecc wusyuenuss gucuuminHel «ObecriedeHne HHPOPMAIMOHHON 0Oe30macHOCTH B

MUPUHTOBBIX CETSAX» HANpaBJieH Ha (OPMUPOBAHUE CICIAYIOIIMX KOMIICTCHIIMH B COOTBETCTBUH C
®I'OC BO u ocHOBHO# 00pa3oBaTenbHOM mporpamMmmoii (tadbnuna 1):

Tabnuua 1 — KomnereHuu u miaHupyemble pe3ynbTaThl 00y4eHuUs M0 JUCHUIUINHE

[Mnanupyemblie pe3ynbTaThl O0yYSHHS 10 AUCIUIIIIIHE
Kon u HaumeHoBaHMe py pesy i
KOMITIETEHITHH . .
[Tepeuens 3HaHU [Tepeuens ymeHuit [lepeueHb HABBIKOB
[Ipodeccronanbubie

IIK-5 Cnocoben IK-5.1 3naer | [IK-5.2 Ymeer | IIK-5.3 Bnaneer
KOHTPOJHUPOBATh CIOCOOBI KOHTPOJIS | BHIOpATh croco0 | HaBBIKAMH KOHTPOJIS
0e30TKa3HOe 0€30TKa3HOTO KOHTPOJIS 0€30TKa3HOTO
(G YHKIIMOHUPOBAHUE GbyHKIMOHUPOBaHUS | O€30TKAa3HOTO (GYHKIIMOHUPOBAHUS
TEXHUYECKUX CPEJICTB TEXHUYECKUX (GYHKIIMOHUPOBAHUS | TEXHUYECKHX



https://docs.cntd.ru/document/420377328#6500IL
https://docs.cntd.ru/document/420377328#6500IL

3alIUThl HHQOPMAIUU CPEACTB  3alllUTHl | TEXHUYECKUX CPEIICTB | CPEACTB 3aIIUTHI
uHpOpMaLUU 3auTh HHGOpMAIMK | HHPOPMALUU

TaﬁJmua 2— KoMmnerenuuu n HHIAUKATOPLI UX JOCTHKCHUS

Koa n I/IHI[HKaTOPLI JOCTHIKCHHUA HJIaHI/IpyeMbIe pe3yJbTaThbl
HAauMMCHOBAaHHE Oﬁy‘lel{lflﬂ no JTMCHUIIJIMHE
KOMIICTCHIIUU

OobmenpodgeccuoHanbHbIE

OIIK-7 OIIK-7.1 3naer ocHoBHbIe | 3HaeT BHAbBI MW  NOPSAOK

CMOCOOHOCTHIO0, NOAX0Abl K  MPOBEIEHUIO | MPOBeIEHUsA aHaju3a

yrpo3sl aHaju3a 3alUIIEHHOCTH | 3alIMIIEHHOCTH

0e3omacHoCTH aBTOMATU3HUPOBAHHBIX ABTOMATU3HPOBAHHBIX CHCTEM

uHdopmanuu U | cHCTeM, 3HaeT

BO3MOKHbI€ MIYTH UX | CYIIECTBYOIIHE METOAUKH H

peajau3zanum Ha | aHAJM3a cTeneHn

OCHOBe aHaJIM3a | 3alUIIEHHOCTH

CTPYKTYPBI U | HHGOPMAMOHHOM CHCTEMBbI H

co/lepKaHUsA eé COOTBETCTBHS

HH(pOPMALMOHHBIX | HOPMATUBHBIM TPeOOBAHHMAM

MpoUecCcoB U | 10 3ammTe uHGopmMaunu

oco0eHHOCTEH

¢pynkunonuposanus | OIIK-7.2 Ymeer cTpouth | YMeer pa3padaTbiBaTh

00beKTa 3a1UThI IUVIaH TNPOBEJACHHUS AHAJM3Aa | METOAUKH U TeCThI AJIsl aHATIHU3A
CHCTEMBI 3alMTHI | CTENeHH 3alUIIEHHOCTH
aBTOMATU3UPOBAHHBIX HHPOPMAMOHHOM CHCTEMBbI M
CHUCTEM; ymeer | eé COOTBETCTBHUA

pa3padaTbiBaTh METOAUKH M | HOPMATHBHBIM TPeOOBAHUSIM
TeCThl JAJISl AHAJM3a CTeleHH

3alUIEHHOCTH

UH(OPMAIMOHHON CHCTEMbI U

eé COOTBETCTBHUS

HOPMATHBHBIM TPEOOBAHUAM

OIIK-7.3 Baaaeer HaBbIKOM | Biiageer MeETOIUKAMHU ) |
MOCTPOEHUS IUIAHA | HABBIKAMM NPOBeleHUsI TeCTOB
TeCTUPOBAHMS IUIS | IS aHaJIn3a CTEeNeHNn
NMPOBeIeHUs aHAJW3a | 3aIHIEHHOCTH
3aIUIEHHOCTH; BJIajieeT | MHPOPMAUMOHHONH CHUCTEMbI M
METOAMKAMH W HaBBIKAMH | €€ COOTBETCTBHUSA
ISt aHa/JM3a CTeNeHN | HOPMATHBHBIM
3aIUIIEHHOCTH

UH(pOPMALMOHHOM CHCTEMbI U

eé COOTBETCTBUSA

HOPMATHBHBIM

3 MecTto AMCHUILVIMHBI (MOYJ151) B CTPYKTYpe 00pa3oBaTeIbHOI NPOorpaMMbl

Hucuumummaa «ObecnieueHre HMHGOPMAIIMOHHONM ©0€30IacCHOCTH B IHPUHIOBBIX  CETIX»
u3ydaetcs Ha 5 kypce(ax) B 9 cemectpe(ax).

JlMcuMIUIMHA BXOIUT B cocTaB Oiioka 1 «/lucuumiuuasl (MO IM)» U OTHOCUTCS K 0a30BOi
YacTH.

Jisi OCBOGHHMS JUCHUIUIMHBI HEOOXOJWMBI 3HAHHS, YMEHHs, HaBBIKM M (MJIU) OIBIT
MPAKTUUECKON  JEeATeNbHOCTH, CHOPMHPOBAHHBIC B TIpolLleCCe M3Y4YCHUS JUCHUIUIUH /
IIpousBoicTBEHHAs NPAaKTUKA (TEXHOJIOIMYECKas IPaKTUKA);



3HaHUsA, YMEHUS U HABBIKH, CPOPMHUPOBAHHBIEC IPU W3YUCHHU TUCHMILIMHBI «ObecneueHue
MH(POPMAIIMOHHON 0€30MaCHOCTH B MHPHUHIOBBIX CETSAX», OyAyT BOCTpeOOBaHBI NMpPU H3yYECHUU
nocienyromux gucuuiuiMH:  IloaroroBka k - mpoueaype  3aliuThl M 3alllUTa  BBITYCKHOM
KBAJTM(PUKAIIMOHHOHN pabOTHI.

Hucuumuinna «ObecniedeHne HWHPOPMALMOHHOW O€30MacCHOCTH B IHPUHTOBBIX CETAX»
YaCcTUYHO peanu3yercs B (QopMmMe NpakTHUecKoM moArotoBku. [lpakTuyeckass MOArOTOBKA
OpraHu3yeTcs IIyTeM BBITIOJHEHUS 1TAO0PaTOPHBIX PadoT.

Hucturumna «ObecnieueHne MHOOPMAIMOHHONW 0€30MaCHOCTH B TNHPHHIOBBIX CETAX» B
paMKax BOCIHTATENBHOM paboOTHl HampaBieHa Ha (OPMHpPOBaHHME Yy OOYyJarONUXCS YMEHUS
apryMEHTHPOBATh,  CaMOCTOSTEIBHO  MBICIHTH,  pa3BUBACT  NPOPECCHOHATBHBIE  YMEHUS,
OTBETCTBEHHOCTH 32 BBINOJHEHHE Y4e€OHO-IPOMU3BOJCTBEHHBIX 3a/laHUM, MPOBOAUTH MOHUTOPHHI
3alMIIEHHOCTH HH(OPMALIUY B aBTOMAaTU3UPOBAHHBIX CUCTEMAaX U OLIEHKY PUCKOB MH(OPMallMOHHOMN
0€30MacCHOCTH aBTOMaTU3UPOBAHHBIX CHCTEM,

Jucuumnuna «OOecnieueHne HH(POPMAIMOHHOM 0€30MacHOCTH B IHUPUHTOBBIX CETAX»
HarpaBJieHa Ha peanu3aiuio TpynoBor pyHkuuu B/04.6 Obecrieuenne paboTOCIOCOOHOCTH CHUCTEM
3alUThl HH(QOPMALIMK IPYU BOZHUKHOBEHUHU HEIITATHBIX CUTYallUi.

4 O6beM TUCUMILUIUHBI (MOYJIs1) B 3a4€THBIX ¢IMHUIIAX C YKA3aHUEM KOJIUYeCTBA
aKaJieMH4YeCKHX YaCOB, BbI/IeJIEHHbIX HA KOHTAKTHYI0O Pa0oTy 00y4arouuxcs ¢
npenogasaresieM (1o BUAaAM y4eOHbIX 3aHATHI) U HA CAMOCTOSAITEJILHYI0 padoTy
o0yuyawmuxcsi

OO6m1ast TpyI0eMKOCTh (00BhEM) TUCIUIUIMHEI cocTaBisgeT 3 3.¢., 108 akan. vac.
Pacnipenenenne o0beMa TUCITUTUIMHBI (MOYIISI) IO BUAaM YY€OHBIX 3aHATUN MPEACTABICHO B

Tabiuue 2.

Tabmuma 3 — O6beM TUCIUTIIMHBI (MOAYIIS) IO BUIaM YY€OHBIX 3aHATHN

Bcero
O0BbeM TUCHUNINHEI aKaJaeMHYeCKUuX
4acoB
OO61ast TPyA0E€MKOCTh IUCHUTITHHBI 108
KonTakTHas aynuTopHasi padora 00y4aoumuxcs ¢ npemnojaanaresiem (1o 64

BH/IaM Y4eOHbIX 3aHATHH), BCEro
B ToMm uncie:

3aHATHS JEeKIHOHHOT0 THIIA (JICKIIMU U MHBIE y4eOHbIC 3aHATHS,
IpeaycMaTpUBAOIIIE TPEUMYIIECTBCHHYIO Nlepeiady yueOHoi nHpopmManun 32
MeJarOTHYCCKUMH PaOOTHUKAMH)

3aHATHS CEMHMHAPCKOr0 THNA (CEMUHAPBI, IPAKTHYECKUE 3aHATHS,
NPaKTHKYMBbI, JaOopaTopHbIe pabOThI, KOJUNIOKBHYMBI U HHBIC aHAJIOTUYHBIC 32
3aHATHUA)

CamocrosiTesibHast padoTa 00y4alOIMXCsi H KOHTaKTHast padora,
BKJIFOUAIOIIasl TPYIIIOBBIE KOHCYIBTAIIMH, HHIUBUAYAJIbHYIO pPaboTy
00ydJaromuxcs ¢ MpernoaBaTeNisiMu (B TOM YHCIIE HHAWBUIYaIbHbIE
KOHCYJIbTAIlMM); B3aUMO/JICHCTBHE B 3JIEKTPOHHOM HH(OPMAIIMOHHO-
o0pa3oBaTesIbHOU Cpefie By3a

[TpomexxyrouHas arrecTanus o0yJaronuxcs — 3ayeT ¢ OLeHKOM

44

5 Copnep:xkanue JUCHMILNIMHBI (MOYJIs1), CTPYKTYPHPOBaHHOE 110 TeMaM (pa3jesiam)
€ YKa3aHHeM OTBEJACHHOI0 HA HUX KOJIMYECTBA aKaJeMH4YeCKHUX YaCOB U BUI0B
y4eOHoi1 padoThI

Tabmuua 4 — CtpykTypa U colepKaHue AUCIUTUINHBI (MOLYIs)



Bunapl yaeOHOM paboThI, BKITIOUAst
CaMOCTOATENbHYIO0 PadOTy 00YyJaIOIIHNXCS U
TPYAOEMKOCTb (B Hacax)

KonTaktHas padora

HaumenoBaHnue pa3zenos, TEM U COJAEpKaHUE npenojaBaTelis ¢ 00y4JarolUMHCS
MaTepuaia Jlekiuu | Cemmuapc | JlabGopar
KHe OpHBIE CPC
(mpaktuye | 3aHATUS
CKHe
3aHATHSA)
Paznea 1
Tema 1 TepMuHONOrMS pacupeneneHHbIX
peecTpoB
16 16 22
Tewma 2 HccrnenoBanue mpoTOKOJIOB
B3aMMOJICHCTBHS pacpeaesIEHHBIX PEECTPOB
Paspnen 2
Tewma 3 MccnenoBanue GyHKIIMU 0OMEHa
(haiimaM UMEeX Ty OTHOPAHTOBBIMH
yCTpOMCTBaMU 16 16 22
Tewma 4 VccnenoBanue oomMeHa daitiamu mo
ceTsaM p2p
nToro 32 32 44

o JUCIHHUILINHE

6 BHeayauTopHasi cCaMOCTOSITeIbHAsI Pa00Ta 00yYAIOLIUXCS 10 TUCHUTLIHHE
(MoxyJ110)

[Ipu IJIaHUPOBAHUHU CaMOCTOSATENbHOMI paboThI CTYIIEHTY pEKOMEHyeTCs
PYKOBOJICTBOBATHCS CIEAYIOIIUM PACTIPEICIICHUEM YacOB Ha CaMOCTOSITENbHYIO paboTy (Tabnuna 4):

Ta6JII/II_Ia 5- PeKOMeHI[yeMOC pacinpeaACICHUC 4aCOB Ha CaMOCTOATCIbHYIO pa60Ty

KoMnoHeHTBI caMOCTOSITEIbHOM PadoThl KosmyecTBo yacoB
W3ydyeHue TeopeTHUECKUX pa3AesioB JUCIUILIHHBI 14
IToaroToBKa K 3aHSATUSM CEMUHAPCKOTO THIA 15
[TonroroBka u oopmieHue PT'P 15
44

7 OueHoYHbIe CPEACTBA VISl POBeIeHHU TEKYIero KOHTPOJIst
U MPOMEKYTOYHOM aTTecTalK 00y4al0IMXCs M0 JUCHUILIMHE (MOYJII0)

@OHJ] OIEHOYHBIX CpPEACTB JUIS TPOBEIEHUS TEKYIIEro KOHTPOJs YCIEeBaeMOCTH H
IPOMEXYTOYHOU aTTecTauuu npejacrasieH B [Ipunoxenun 1.

[TonHBIA KOMITJIEKT KOHTPOJIBHBIX 3a/JlaHUi WIM HMHBIX MaTepHalioB, HEOOXOIMMBIX JUIS
OLIGHMBAHUS PE3yJIbTaTOB OOYYEHHUS MO JUCHUIUIMHE (MOAYNIO), MPaKTHKE XpaHUTCS Ha Kadenpe-
pa3paboTuuke B OyMa)KHOM U 3JIEKTPOHHOM BHJIE.




8 YueOHo-MeTOMMYecKOe U HH(OPMANIMOHHOE o0ecedeHHe TUCIUTLTUHBI (MOTYJIs1)
8.1 OcHoBHas JuTepaTypa

1. Byszos, I''A. 3amura uHGOpPMALKUK OTPAHMUYCHHOTO NOCTYHA OT YTEUYKH MO TEXHUYECKUM
kananam / I'.A. By3os. - M.: T'JIT, 2016. - 586 c.

2. Blockgeeks Inc, «Blockchain Glossary: From A-Z,» [B Uutepuere]. Available: https://block-
geeks.com/guides/blockchain-glossary-from-a-z.

3. BlockchainTechnologies.com Diversified Internet Holdings LLC, «Blockchain glossary,» [B
Wurepruere]. Available: https://www.blockchaintechnologies.com/glossary/.

4. C. BbazanoB, «KpunroBamotel: TepmuHbl U cokpamieHus,» [B Hurepuere]. Available:
https://medium.com/bitcoin-review/bitcoin-kpunToBamOTH-TEpPMUHBI-U-COKparieHus- 27293b8413cc.

5. Texuuueckur komuTeT mHo craHgaptuzauun Kpunrorpadpudeckas 3zamura uHGOpMaLuy,
TepMunbl u omnpeneneHuss B 00JacTH TEXHOJOTUM LEMHOW 3alMCH JaHHBIX (OJIOKYEWH) U
pacrnpeneneHHbIx peectpoB. MP-26.4.001, Mocksa, 2018.

6. ®DenepanbHBIN 3aK0H «O UPPOBHIX PUHAHCOBBIX AKTUBAX», TIPOEKT.
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1. SNatives] Implement mainline Ethereum precompiles. 20109. URL:
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3. Buterin, V. Chain Interoperability. 2016. URL: https://www.r3.com/wp-content/uploads/2017/06/chain_
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tions/38351/ecdsa-v-r-s-what-is-v (aata obpawenuns: 09.12.2019).

7. Hash Time Locked Contracts I Bitcoin Wiki. URL:
https://en.bitcoin.it/wiki/Hash_Time_Locked_Contracts (aata obpawierus: 04.12.2019).

8. Hyperledger Burrow. Hyperledger. 2019. URL: https://www.hyperledger.org/projects/hyperledger-bur-
row (aata obpaweHus:; 12.11.2019).

9. ISOJ/IEC 17788:2014 Information technology — Cloud computing — Overview and vocabulary. 2014. URL:
https://www.iso.org/obp/ui/#iso:std:iso-iec:17788:ed-1:v1:en (gata obpawerms: 10.12.2019).

10. Interledger Overview. Interledger. URL: https://interledger.org/overview.html (nata o6palleHus:
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Commerce/
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15. The Raft Consensus Algorithm. URL: https://raft.github.io/ (nata o6paiuexus: 03.12.2019).

16. Siris V., Nikander P., Voulgaris S., Fotiou N., Lagutin D., Polyzos G.C. Interledger Approaches. 2019.
URL: https://ieeexplore.ieee.org/document/8755830 (gata obpaiyeHus: 18.11.2019).

17. zamyatin A., Al-Bassam M., Zindros D., Kokoris-Kogias E., Moreno-Sanchez P., Kiayias A., Knottenbelt
W.J. SoK: Communication Across Distributed Ledgers. 2019. URL: https://eprint.iacr.org/2019/1128.pdf (nata
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8.3 MeToauueckue YKazaHud AJd CTYACHTOB MO OCBOCHHUIO THCHUIIJINHBI



Obyuenne mucummumHe «OOecriedeHne HH(POPMAIMOHHONW O€30MACHOCTH B HHPUHTOBBIX
CeTsAX», MPEArNoyaraeT HM3y4eHHe Kypca Ha ayJUTOPHBIX 3aHATHAX M B XOJI€ CAMOCTOATEIbHOU
paboThl. AyAUTOPHBIE 3aHATHUS MPOBOAATCSA B (DOpME JICKIMIA U TPAKTHUECKUX 3aHATHH.

Tabnuna 6 Merogudeckue ykasanus K OTACIbHBIM BUAM JCSITCIBHOCTH

Bug yaeOHOTO Opranuzaius 1eaTeIbHOCTH CTyIeHTa
3aHATHUSI
Jlexims Hanucanue koHCIekTa JIEKIHI: KpPaTKO, CXEMaTHYHO,

IMOCJIaCA0BaTCIBHO q)HKCI/IpOBaTI) OCHOBHBIC  ITOJIOKCHUS.
BI)I)IGJ'ISITI) KJIFOUYECBBIC CJIOBA, q)OpMYJ'IBI, OTMCYATh Ha ITOJIAX
YTOUYHAIOIMWE BOIIPOCHI MO TEMC 3aHATHUSA

JlabopatopHblie PaboTa ¢ aBTOMaTU3UPOBaHHBIMU PAOOYUMHU MECTAMHU.
3aHsATHUEC

CamocTosTenbHast Jns  OGonmee  rayOOKOro  M3Y4YeHHS  pa3jielioB
pa60Ta AU CIUITIIMHBI npeayCMOTPEHEBL OTACIIBbHBIC BHUJbBI

CaMOCTOSATENbHON paboThl: MOATOTOBKA K MNPaKTUYECKUM
3aHSATHUSAM, U3yYEHUE TEOPETHUECKHX Pa3esioB JUCLUUILINHBI,
noaroroska PI'P.

CamocTosTenpHas paboTa sBISIETCS HanboJee MPOIyKTUBHON (GopMoil 0Opa3oBaTeIbHON U
MO3HABaTEIbHOU JEATEIBHOCTH CTyJeHTa B epuoj ooyuenusi. CPC nampaBiieHa Ha yriryOsieHue u
3aKpeIUieHHe 3HaHWM CTYAEHTa, pa3BuUTHE TNpakTuueckux ymeHuil. CPC mno aucoumniavHe
«O06ecneuenne HHPOPMAITMOHHOM 0€30MaCHOCTH B MUPUHTOBBIX CETAX» BKIIOYAET CJIEIYIOIINE BUIbI
pabor:

— paboTy C JIEKIMOHHBIM MAaTE€pUajoM, MOUCK U 0030p JIUTEpaTypbl U DIEKTPOHHBIX
HCTOYHUKOB MH(GOPMALIUH 110 UHAUBUAYATEHOMY 3aJaHUIO;

— OTepeXaIoU[yI0 CaMOCTOSATEIbHYIO PaboTYy;

— U3y4eHHE TeM, BHIHECEHHBIX Ha CaMOCTOSTENIbHYIO IPOPAOOTKY;

— MOJATOTOBKY K MPAKTHYECKUM 3aHITHUSIM;

— BeITIOJTHEHUE U opopmienue PI'P.

KonTpons caMocTosiTenbHOM pabOThl CTYACHTOB M KAaue€CTBO OCBOCHUS JIUCUUILTHHBI
OCYIIECTBIISIETCSI TOCPECTBOM:

— MPE/ICTAaBIICHUS B YKa3aHHbIE KOHTPOJIbHBIE CPOKHU PE3YJIbTATOB BBHIMOJIHEHUS 3a/laHUui JUIs
TEKYIIero KOHTPOJIs;

— BBIMTOJHEHUS U 3auThl PI'P;

8.4  CoBpeMeHHble TnpodeccHOHAIbHBbIE 0a3bl JaHHBIX M HHGOPMALHOHHBbIE
CIIPABOYHbIC CHCTEMBbI, HCIOJIb3yeMble NPH OCYINECTBJICHHH 00pa30BaTeIbHOIrO Npouecca Imno
AUCUHHILINHE

1. OnektpoHHO-0nbmmoreunas cucrema ZNANIUM.COM - http://www. znanium.com.

2. Koncynprant+

3. Hayunas snexrponnas 6ubnunoreka Elibrary http://elibrary.ru.

8.5 Ilepeuensn pecypcoB HH(pOPMANMOHHO-TEJIEKOMMYHHKALHOHHOH CceTH

«HTepHET», HEOOXOAMMBIX IJIS OCBOCHUS TUCHUILIMHBI (MOLYJI51)

1. Caiit yauBepcurera www.knastu.ru[ OnexkTpoHHsIit pecypc]:. Paznen cotpynaukam,
nokymenTsl CMK, pexum nocryna — cBoOOAHBIN. 3ari. ¢ 3kpaHa


http://elibrary.ru/
http://www.knastu.ru[Электронный

2. Hayunast sanexrponnas oudnauoreka Elibrary http://elibrary.ru.

C IICJIBIO ITOBBINICHHUS Kadye€CTBa BCEACHUA O6pa3OBaTeHLHOﬁ ACATCIIBHOCTU B YHUBCPCHUTCTC
CO3/1aHa NIEKTPOHHAsT HHPOPMAIIMOHHO-00pa3oBarenbHas cpena. OHa 1Moapa3yMeBacT OpraHU3alUo
B3aHMOI[eﬁCTBH51 MCKAY O6y‘-IaIOH_[I/IMI/IC$I " mIpernoaaBarCiisiMU 4€pe3 CUCTEMY JIMYHBIX KaOUHETOB
CTYICHTOB, pAacCIIOJIOKEHHBIX Ha O(UIMaTBPHOM caiiTe yHUBEpCUTETa B WH(POPMAIMOHHO-
TEJICKOMMYHUKAaMOHHOW cetn  «MHTepHeT» 1O anpecy https:/student.knastu.ru. Co3mannas
UHPOPMaIIMOHHO-00pa3oBaTelibHasl Cpela IMO3BOJIICT OCYLICCTBIIATh B3aHMMOJCHCTBUE MEXIY
y4yaCTHUKaMH  00pa30BaTeIbHOTO  Ipolecca  IMOCPEJACTBOM  OpraHM3alMyd  JTUCTAHIIMOHHOTO
KOHCYJIbTUPOBAHHA 110 BOITPOCAM BBITTOJIHCHHA ITPAKTUUCCKUX 3aIIaHHfI.

8.6 JInneH3noHHoOe nporpaMmmMHoe¢ 06ecneqeﬂne, HCIOJIB3yEMOE€ IIPHA
OCYHIECTBJICHUHN 06pa30BaTeJIbHOFO npouecca mo JMCuMIInHe

Tabnuna 7 — [lepeueHb CHOJIB3yEMOT0 MPOrPAMMHOT0 00ecieueHus!

Haumenosaunue 110 PexBu3uTh

Microsoft® Windows Jlunen3noHHbI# ceprudukat Ne 46243844 ot
Professional 7 Russian 09.12.2009

Open Office nm CB0060HO-pacIpoCTpaHsIeMOe
aHaJIoT

OnepanonHas
cuctema Kali Linux nim CB0060HO-pacIpoCTpaHsIeMOe
agajor

OnepanuonHas

CB00OIHO-pacIIpOCTpaHIEMOE
cucrema Ubuntu uin agasor JIHO-pacHpoctp

O6o3peBarens Google
Chrome nnu ananor

CB00OOIHO-paACTIPOCTPAHIEMOE

9 OpraHu3anoOHHO-NeIAroru4ecKne ycjaoBusi

Opranuzanus 00pa30BaTENBHOTO IMpollecca perjaMeHTHPYeTCs Y4eOHbIM IJIaHOM U
pacnucaHueM Yy4eOHBIX 3aHsATHH. SI3bIk 00ydeHus (mpernonaBaHus) — pycckuil. s Bcex BHIIOB
ayJTUTOPHBIX 3aHATUHN aKaJIEeMUUYECKUN Yac yCTaHABIUBACTCS MPOJAOJDKUTEIBHOCTBIO 45 MUHYT.

[Ipu dopmupoBaHUM CBOECH MHAMBHAYAIHHOW 0Opa30BaTEIBHOM TPACKTOPUHU OOYyJaIOUTUKCS
MMEEeT MpaBO Ha TMepe3ayeT COOTBETCTBYIOUIUX IUCHUIUIMH M TpO(ECCHOHATBHBIX MOJYIEH,
OCBOCHHBIX B IPOLIECCE MPEIIIECTBYIOMIET0 O0y4YeHHs, KOTOPbI OCBOOOXKIAeT 00ydaromerocss oT
HEO0OXOIMMOCTH UX MMOBTOPHOTO OCBOCHHSI.

9.1 O6pa3oBare/ibHbIE TEXHOJIOTHHU

VYuebHbIl mpouecc Mpu OpPEnojaBaHUMM Kypca OCHOBBIBA€TCS Ha  HCIOJb30BaHUU
TPaJULMOHHBIX, HWHHOBALMOHHBIX W  MH(POPMAIMOHHBIX  OOpa30BaTENbHBIX  TEXHOJIOTHH.
TpaauumoHHble 00pa3oBaTeNbHbIE TEXHOJOTMM MPEICTABICHbl JIEKIUSAMH U CEMHHApPCKUMHU
(MpakTHUECKUMHU ) 3aHATUAMU. VIHHOBaIMOHHBIE 00pa30BaTeIbHbIE TEXHOJIOTHH UCTIONIb3YIOTCS B BUJIE
IIMPOKOT0 MPUMEHEHUS aKTUBHBIX U MHTEPAKTUBHBIX ()OPM MpoBeaeHU 3aHATHIH. MH(opMaIoHHbIe
o0Opa3oBaTe/ibHbIE TEXHOJIOTUU DPEATM3YIOTCS IyTeM aKTUBU3ALMM CAMOCTOSITENIbHONH paboThl
CTY/IEHTOB B HH(OPMAIIMOHHOI 00pa30BaTeNbHOI cpefe.

9.2 3aHATHA JeKIMOHHOI'0 THIIA

JIeKIIMOHHBIN KypC MpeanojaraeT CUCTEMaTH3MPOBAHHOE H3JI0KEHHE OCHOBHBIX BOIIPOCOB
y4eOHOro IJIaHa.

Ha mepBoii nekiuu JekTop 00si3aH NPEAyNpeauTh CTYACHTOB, MPUMEHUTEIHHO K KaKOMY
6a30BoMy yueOHHKY (yueOHMKaM, y4eOHBIM MOCOOUsAM) OyIeT MPOYUTaH KypcC.


http://elibrary.ru/

JIeKIIMOHHBIN KypC JTOJDKEH JaBaTh HauOOIbIIuid 00beM nHpopManmu 1 odecrieunBath Ooee
FHyGOKOC IIOHUMAHHUC y’-Ie6HBIX BOITPOCOB IIPpHU 3HAYUTCIBHO MEHBIIEH 3arparc BpEMCHH, YCM 3TO
TpeOyeTcst OOJBIIMHCTBY CTYIEHTOB Ha CAMOCTOSITEIbHOE U3yUEHUE MaTepraa.

9.3 3aHATHS CEMHHAPCKOI0 THIA

CemuHapcKue 3aHATHS TMPEICTABISIOT COOOH AETaTM3alUio JICKIIMOHHOTO TEOPETHYECKOTO
MaTepuana, IMPOBOIATCS B IEIIAX 3aKPEIUICHUS Kypca U OXBATHIBAIOT BCE OCHOBHEIC Pa3JIeIibI.

OcHoBHOU (GOpPMOIi MPOBEICHUS CEMHHAPOB SBISCTCS 00CYXACHHE HanboJiee MpoOJIEeMHBIX U
CJIOXHBIX BOIIPOCOB TI0 OTJCIHHBIM TEMaM, a TakKe pa300p MPUMEPOB M CUTYAIMil B ayJAUTOPHBIX
yCcIoBUsAX. B 00s3aHHOCTH TmpenojaBaTeNisi BXOJAT: OKa3aHHE METOJWYCCKOW TOMOIIM U
KOHCYJIbTUPOBAHUE CTYACHTOB 0 COOTBETCTBYIOIINM TeMaM Kypca.

AXTHBHOCTh Ha CEMHHAPCKUX 3aHATHSIX OIICHUBACTCS IO CIEAYIOIINM KPUTCPHUSIM:

- OTBETHI Ha BOIIPOCHI, MTpejIaraeMble MPEToJaBaTeieM;

* y4acCTHE B IUCKYCCHSIX;

- BBITIOJTHEHHE MMPOCKTHBIX U UHBIX 3a/IaHUN;

- ACCHCTHPOBAHKE MPETIO/IAaBATEIIO B POBEICHUH 3aHATHH.

OTBeT JODKEH OBITh ApryMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIOKHBIM, COJEPIKATh
CCBIJIKM HA UCTOYHHKH.

Jlokimagel W ONIIOHUPOBAHWE JOKIAJO0B IPOBEPSIOT CTENCHb BIAJICHUS TEOPETHUSCKUM
MaTepHaJIOM, a TAK)Ke KOPPEKTHOCTh M CTPOTOCTD PACCYKICHUH.

OrneHnBaHUe 3aJIaHUH, BBIMIOJTHCHHBIX Ha CEMHHAPCKOM 3aHSTHH, BXOJUT B HAKOTUICHHYIO
OIICHKY.

9.4 CamocrosiTesqibHast padoTa 00y4aromMXcs Mo M CHUIINHE (MOYJII0)

CamocrosarenbHas paboTa CTYIEHTOB — 3TO MpPOIECC AaKTHUBHOTO, II€JIEHAINIPABICHHOTO
MPUOOpPETEHUs CTYJCHTOM HOBBIX 3HAHUH, YMEHHI 0€3 HeOCPEICTBEHHOIO yUacTHs IIpenoaaBarers,
XapaKTEPHU3YIONIUHCA TIPEIMETHON HaIpaBIEeHHOCTHIO, A()(PEKTUBHBIM KOHTPOJIEM U OIICHKOM
Pe3yNIbTaTOB ACATEILHOCTH O0Y4aIOIIerocs.

Iemu caMmocTOSTEIBHOU PaOOTHI:

- CUCTeMaTH3alysl U 3aKperyieHUE MOJIyYEHHBIX TEOPETUUYECKHX 3HAHUM W MPaKTUYECKHX
YMEHHH CTY/IEHTOB;

- yriIyOJieHue ¥ paclIMpeHue TeOPETUYECKUX 3HAHMUIA;

- (hopMHpOBaHHE YMEHUU HCIHOJIb30BaTh HOPMATHUBHYIO M CIPaBOYHYIO JIOKYMEHTAlHUIO,
CHELHANIbHYIO JIUTEPATYPY;

* pa3BUTHE TO3HABATENBHBIX CIIOCOOHOCTEH, AKTUBHOCTH CTYJIEHTOB, OTBETCTBEHHOCTH H
OpraHU30BaHHOCTH;

- (hOpMHPOBAHKE CAMOCTOSATEIHHOCTH MBIIIICHUS, TBOPUECKONH MHUIIMATHBBI, CIOCOOHOCTEH K
CaMOpPa3BUTHIO, CAMOCOBEPIICHCTBOBAHUIO U CAMOpPEaTn3alliu;

* Pa3BUTHUE UCCIIEI0BATEIbCKUX YMEHUN U aKaJeMHUECKUX HABBIKOB.

CamocTtosarenbHas paboTa MOXKET OCYHIECTBIATHCS UHIUBUAYAIBHO WIH TPYIIaMU CTYJIECHTOB
B 3aBHCHMOCTH OT IIeJId, 00beMa, YPOBHS CIOKHOCTH, KOHKPETHOM TEeMaTHKHU.

TexHomorusi opraHu3aluu CaMOCTOSITENILHONW PabOThl CTYAEHTOB BKIIIOUAET HCIIOJIH30BaHHE
MH(OPMALMOHHBIX U MaTEPHATILHO-TEXHUUECKUX PECYPCOB YHUBEPCHUTETA.

KoHTpons pe3ynbTaToB BHEAYAUTOPHONH CaMOCTOSATENbHOH pabOThl CTYAEHTOB MOKET
MPOXOJIUTH B MUCHbMEHHOM, YCTHOW MJIM CMEIIaHHOM opMe.

CTyneHThI JOJDKHBI IOJIXOUTh K CaMOCTOATEIbHON paboTe Kak K HauBaKHEHIlIeMy CpeACTBY
3aKpeTJICHUs] U Pa3BUTHUSI TEOPETHUECKUX 3HAHMU, BHIPAOOTKE €IUWHCTBA B3TJISJO0B Ha OTIEIbHBIE
BOMPOCHI Kypca, MPUOOPETeHUs OMNpeAeTICHHBIX HAaBBIKOB M HCIOJB30BaHUs MPOGECCHOHATHHON
JUTEpaTyphl.

9.5 MeToanyeckne yKa3aHus VI 00y4aIOMMXCS 110 OCBOCHHIO U CHMIIIMHBI

[Ipy wu3y4YeHUH JUCHUIUIMHBI OOy4YaloOIIMMCS I€JecCO00pa3HO BBINOJHATH CIIEAYIOIINE
PEKOMEHIALNN:

1. U3yuenne yueOHOM TUCHUITIMHBI JODKHO BECTHCH CUCTEMATHYECKH.

2. Tlocne u3ydeHUs Kakoro-imbo pasjena Mo y4yeOHHMKY WIM KOHCIEKTHBIM MaTepuaiam
PEKOMEHyeTCsl IO MAaMSATH BOCIIPOU3BECTH OCHOBHBIE TEPMUHBI, ONPEACTICHUS, TIOHATHS pa3zea.



3. Ocoboe BHUMAaHUE CIEYET YACTUTh BHIMOJIHEHHIO OTYETOB MO MPAKTHUYECKUM 3aHATUSIM U
MHJUBUAYAJIbHBIM KOMIUIEKCHBIM 33JaHUSIM Ha CAMOCTOSITENIbHYIO padoTy.

4. Bcs TemaTMka BONPOCOB, H3Y4aeMbIX CaMOCTOSATENIbHO, 3aJa€TCsl Ha JIEKIHSX
npenojaBaTesieM. VM jke 1aroTcsi HCTOUYHUKH (B NIEPBYIO OYEpPEb BHOBb U3JJaHHbIE B IEPUOJUUECKOMN
Hay4yHOU JuTeparype) it 0oJiee AETaIbHOTO IOHUMaHUs BOIIPOCOB, 03BYYEHHBIX HA JIEKIIUH.

[Ipu camocTosITeNbHON TPOPAOOTKE Kypca 00yJaromuecs T0JKHBIL:

* IPOCMATPHUBATH OCHOBHBIE OTIPE/ICICHUS U (DaKTHI,

* IOBTOPUTH 3aKOHCIEKTUPOBAHHBIM Ha JIEKIIMOHHOM 3aHSATUU MaTepuan U JIOMOJIHUTH €ro C
Y4€TOM PEKOMEHIOBAHHOM 110 JAHHOU TE€ME JIMTEPATYpPhI;

* U3YYHUTh PEKOMEH/OBAaHHYIO JINTEPATYpPY, COCTaBJIATh TE3UChl, AHHOTALMU U KOHCIEKTHI
Han0oJIee BaXKHBIX MOMEHTOB;

* CAMOCTOSITEJILHO BBIMIOJIHATH 33JIaHUS, AaHAJIOTUYHBIE MTPEAJIaraéMbIM Ha 3aHITHSIX;

* UCIIOJIb30BAaTh JJIsl CAMOIIPOBEPKU MaTepHaibl (POH/Ia OLIEHOYHBIX CPE/ICTB.

1. MeToanueckune ykazaHus npu padore HaJl KOHCNIEKTOM JIEKLIIMH

B xozie NeKIMOHHBIX 3aHATUI HEOO0XOJAMMO BECTH KOHCIIEKTHpPOBaHHE y4yeOHOIo marepuaa.
OOpamarh BHUMaHUE HAa KaTeropuu, (GopMyIUpOBKH, PAaCKPBIBAIOLIUE COACpPKAHUE TEX WM MHBIX
SIBJIEHUH W IIPOLIECCOB, HAYYHBIE BBIBOABI M IPAKTHYECKHE PEKOMEHIAINH, TIOJIOKUTENIBHBIN OIBIT B
OopaTopckoM HcKyccTBe. JKenaTenbHO OCTaBUTh B pabOuUMX KOHCIEKTax IOJIs, HAa KOTOPBIX AeNaTh
ITIOMETKH W3 PEKOMEHJIOBAHHOM JUTEPATYPHI, JOMOJHSIOMNE MATEpPHANl MPOCIYIIAHHOW JIEKIUH, a
TaKKe MOJYEPKUBAIOIINE 0COOYI0 BaXXHOCTh TE€X WJIM MHBIX TEOPETUYECKUX MOJIOKEHUH. 3a/1aBaTh
MIPENOAABATENI0 YTOUHSIOINE BOIIPOCHI C IEJIBI0 YSICHEHUS TEOPETUUECKHUX TOJIOKEHUH, pa3pelIeHNs
CIOPHBIX CUTYaluH.

2. MeToanuyeckne yKa3aHus M0 CaMOCTOATEIbLHOI padoTe HAl U3yYaeMbIM MATEPUAJIOM U
MPH MOAr0TOBKE K JIA00PATOPHBIM 3aHATHAM

Haumnate Hamo ¢ m3ydeHHs] peKOMEHIOBaHHOM JuTeparypbl. HeoOXoauMo MOMHHTH, YTO HA JIEKIIUU
OOBIYHO paccMaTpHBAaeTCs HE BECh MaTepuall, a TONbKO ero dacTh. OcTajbHas €ro 4acTh BOCIIONHSETCS B
TIPOIIECCE CAMOCTOSITENIbHON paboThl. B cBsi3m ¢ 3THIM paboTa ¢ peKOMEHI0BAaHHON JINTEPATypOil 00s3aTeNbHA.
Ocoboe BHUMaHWE MPHU ITOM HEOOXOAMMO OOpaTHUTh Ha CONEP)KaHWE OCHOBHBIX ITOJIOKEHHH W BBIBOJIOB,
O0BsICHEHNE SIBIEHUH 1 ()aKTOB, yACHEHHE MPAKTHUECKOTO MPUIIOKEHHS] PAaCCMaTPHBAEMBIX TEOPETHUECKUX
BompocoB. B mporecce 3Toi pabOTh HEOOXOAMMO CTPEMHUTHCS MOHITH M 3aIIOMHUTH OCHOBHBIE TTOJOKEHUS
paccMaTpmuBaEeMoOro Marepuala, MPHUMEpPHI, MOSCHSIOMME €ro, a TakkKe pa3o0paTbcsi B HILTIOCTPATHBHOM
Matepuaine. OQGopMISITE OTYETHI CIEAYeT PYKOBOICTBYSICh BHYTPEHHHMH HOPMATHBHBIMH JTOKYMEHTAMH
KuATY.

3. Metoauyeckue yKa3zaHusi JJs BbINOJIHEHHs J1adopaTopHbIX padot u PI'P



JlabopaTopnasi pa6ora 1

TepMI/IHOJ'IOl"I/IH pacnpeacJi€eHHbIX peeCTpoB

3aoauu

Yacmo 1. Dopmuposanue noHAmMuiino2o annapama.

Yacmps 2. Hccnedosanue meopemuueckux acnekmos yu@poswvix punancosvlx akmueos.

ba3oBble TepMUHBI

51% Attack / Araka
51%

1)  Curyamnus, B KOTOpO# 60Jiee MOJOBHHBI BHIYUCITUTEILHBIX
MOITHOCTEN BCEH JACIEHTPAIN30BAHHON CETH KOHTPOJIIMPYETCS OTHUM
JTUIIOM WJIM TPYIION JHII. DTO JIMIO WM TPYyIIa JUI MOTYT MyOJIUKOBaTh
KOH(bJ'II/IKTYIOHII/Ie OIr€par U HaBpCIAUTh CETU, €CIIN YHUX €CTh
HaMepeHus 3Tou caenarth [1]

2)  Araka Ha OJIOKYEHH, KOTOpas 3aK/IF0YacTCs B 3aBJIaICHUN
rpynmnoi MaiiHepoB 6osiee 50% BeUUCTUTEIBLHBIX MOITHOCTEH. OOBIYHO
HCIIOJB3YETCS MPUMEHUTENLHO K butkouny. [2]

3)  CocrosiHue, Koraa 00Jiee MOJOBUHBI BEIYUCIUTEIBHON
MOIIIHOCTH CETH KPUIITOBAIIOTHI KOHTPOJIUPYETCS. OJHUM MailHEpOM MU
rpynmnoi MaiiHepoB. TeopeTu4ecku, 3TOT 00BEM BEIYHCIUTEILHON
MOIIHOCTH JJa€T BJIACTh HAJ CEThI0. DTO 03HAYAET, YTO KaXKIast
KJIMEHTCKas IporpaMMa B CETH BEpUT B MOJATBEPKICHHBINA OJIOK
TpaH3aKIUI aTaKyollel CTOPOHBI. ITO JaeT UM KOHTPOJIb HaJl CEThIO,
BKJIIOYAs! CJIEAYIOLIUE TTOTHOMOYHS:

a)  co3jaBaTh TPaH3aKIUH, KOH(GIUKTYIOUIHE C YY)KUMHU,

b)  ocraHaBIMBaTH MOATBEPIKICHUE YbEH-TNOO TPAH3AKIINH;

C)  TpaTHTh OJHU M TE € MOHEThI HECKOJIbKO pa3s;

d)  MemaTh ApyruM MaiiHepaM CO3/1aBaTh JCHCTBUTEIbHBIC
omoku.[3]

LITPP) Cocrosinue, mpu KOTOpoM O0Jiee TOJIOBUHBI BBIYMCIHUTEIBLHOMN
MOIIIHOCTH CETH PACIPEJCICHHOTO0 peecTpa KOHTPOJIUPYETCA TPYIION
abGuIMpOBaHHBIX YYaCTHUKOB. B  3aBUCHMOCTH OT airopurma
KOHCEHCYCa pPeecTpa 3TO MOXKET PUBOJAUTH K Pa3JIMUHBIMHEKEIATEIbHBIM
[1OCJICACTBHSIM.

Block / Bnox

1) TlakeTbl, B KOTOPHIX B HEHM3MEHHOM BHJE XpaHITCSA IaHHBIC Ha
omokueiine. [1]

2) ComMcoK TPOBEPEHHBIX TPAH3aKIMiA, KOTOPBIA OOABISETCS K
OJI0KUCliHYy B pe3ysbTaTe MaiiHUHTA. SIBIsieTCs: 6a30BBIM DJIEMEHTOM
CTPYKTYpbI Oiokueitna. COCTOUT U3 IBYX yacteil —3aroyoBka(Head)
U nojie3Ho# Harpysku (Payload) - coOGcTBEeHHO 3ammcH TpaH3aKIHiA.

[2]




aTaKy, HalpaBJICHHYIO HAa MOBTOPHOE HCIIOJIb30BAHHE AIICKTPOHHBIX
MOHeT. [2]

LITPP)  3apeructpupoBaHHBI pacHpeneseHHBIM pPEecTpoM  (aKT
B3aUMOJICICTBUS

Consensus /
KonceHncyc

1) KoHceHcyc 10CTUTraeTesl TOr/1a, KOTrla BCe YYaCTHUKU CETH COTJIACHBI
OTHOCHUTEJIbHO BAJIMJIHOCTU TPAH3aKIMK W BCE PEECTPbl — TOYHAsS

Komus Apyr apyra. [1]

L[TPP) Anroput™m B3auMOJIEHCTBHS Y3JI0B PACIPEACICHHOIO PeeCTpais
PUHSTUS PEIIEHUH IO U3SMEHEHHIO U CUHXPOHM3ALMU UHPOPMALUU

Cryptocurrency /
Kpunrosamora

1) KpunroBamioTbl (TakkKe H3BECTHBIC
npe/icTaBlIeHNE U(PPOBBIX aKTHBOB. [1]
®opma 1HMGPOBON BAIIOTH, OCHOBaHHAs HA MaTEMaTHYECKUX
MeTOo/iaX, T/Ieé TIOCPEACTBOM KpHUOTOrpauyecKuX MPOTOKOJIOB
perynupyercss TeHepanus eOUHHI] BaOTBl H  BepuduKamus
nepeBosoB. CHCTEMBI KPUITOBATIOT (YHKIIMOHUPYIOT HE3aBUCHUMO
OT IIEHTpaJIbHOTO OaHka. [2]

PacripenennenHass W JAelEeHTpalM30BaHHAs CHUCTeMa O€30MacHOTO
oOMeHa W mepenadn MUPPOBBIX IEHEKHBIX 3HAKOB, OCHOBAHHOW Ha
cpenctBax kpunrorpadpum. [3]

butkouH, wuHONW UM@PpPOBOM 3HAK (TOKEH), HCIOJIb3YEMbIN B
MEXIYHApOJAHOM 000pOTE B KaueCcTBE YHHBEPCAJIbHOTO CpPEICTBA
obmena (benapycn) [4]

BupryanpHas BamioTa, KOTOpas HCHOJb3yeTCs s IUIaTexed u
TpaH3aKUUN, KOTOpbIE TMPOXOAAT Yepe3 JACLEHTPATIN30BAHHYIO
cucteMy ydacTHUKOB. (MB®)

Bun 1mumdpoBoro  ¢uHAHCOBOTO  aKTHUBA, CO3/aBacMbIi U
YUUTBHIBAEMBIA B pacHpelelieHHOM peecTpe HU(MPOBBIX TpaH3aKIUi
y4aCTHUKaMHU 3TOTO peecTpa B COOTBETCTBUU C MpaBUIaMH BEICHUS
peectpa HUGPOBBIX TpaH3aKIKi. [7]

KaK  TOKEHBI) 3TO

2)

3)

4)

5)

6)

[ITPP) CoBOKymHOCT, IYyOJHMYHOTO  pACIPEACICHHOTO0  peecTpa

HCITOJIb3YIOIICTO eI[I/IHHﬁ (bOpMaT MOHET Y BO3MOKHOCTH COBITa M 0OMEHa
OTUX MOHCT Ha APYIr'u€ TOBAPbI U YCIYTH.

Cryptographic ~ Hash
Function /
Kpunrorpaduieckas
XOII-(YHKITHUS

1) Kpunrorpaduueckas XoI-QpyHKIUS T€HEPUPYET YHUKAIbHBIA XOIII
3a/IaHHOM JUTMHBI HA OCHOBE HE(PUKCHPOBAHHBIX 10 00BEMY JAHHBIX
00 omepanuu. [1]

[[TPP) ®ynkuus otoOpaxaromiass MacCMBbl HMHQOpMAIMU  HE
NIETepMUHUPOBAHHOTO pa3Mepa B OMTOBYIO CTPOKY 3a/IaHHOTO pazMepa,
oOmnanaroias KpUNTorpaGuyecKuM OMMCaHNEM CBONCTB U XapaKTEPUCTUK

Decentralization /
JlenenTpanu3anus

1) Tlepenaua NOHOMOYHMIT HA IPUHSATHE PEIICHUI K OTBETCTBEHHOCTH OT
[EHTPAJIM30BaHHON OpraHu3alyy, IPaBUTENbCTBA WJIM HMHOTO
MHCTHUTYTA K JICLICHTPAIN30BaHHOM ceTH [2]

LITPP) Pacnpenenenue mpoueccoB, MPOUCXOIAIIMX B paMKax €IWHOTO
LIEHTpa MPHUHSTHUS PELIeHUH, Ha HA0OP HE3aBUCUMBIX HCIOJHUTENIEH

Decentralized
Application (DApp) /

1) HpI/IHO)KeHI/Ie C OTKPBITBIM KOJOM, HOBCPUC K KOTOPOMY OCHOBAHO

Ha JOBCPUHU K KOLY, KOTOpBIﬁ HCIIOJTHACTCA Ha HCHCHTpaHHSOBaHHOﬁ




JlenleHTpaIn30BaHHOE

CEeTH, a HE Ha LICHTPAJIM30BAaHHOM cepBepe. [2]

(DUIT—o>nexkTpoHHas
1udpoBast MOAMNKCH)

[IPUIIOKEHHE
L[TPP) IlpunoskeHue, UCHOJHIEMOE M XpaHSIIEECS B PACIPEIACICHHOU
BBIYMCIUTENIBHON cpesie, HaIpUMep MOBEPX PACIPENEIECHHOIO peecTpa
Digital Identity /| 1) HWpeHTu4HOCTH, NpHHAIICKANAS JUYHOCTH, OpPraHU3AIMU WIIH
Ludposas JIEKTPOHHOM YCTPOMCTBY B 3JIEKTPOHHOM MPOCTPAHCTBE. [2]
MJIEHTUYHOCTD
[{TPP) CoBOKynHOCTb CPEJICTB XpaHEHUs, MPOTOKOJIA MEpeaayu, U Mep
3anIUThl HHGOOPMAIMK OTHO3HAYHO XapaKTEPHU3YIONIMX CYIIHOCTH
Digital Signature /| 1) IludpoBoii ko1, CreHEPUPOBAHHBINA C UCIOJIH30BAHUEM IMTyOIUYHOTO
[udpoBas  moanuch KJII0Ya ¥ TPUCOCTUHEHHBIH K JOKYMEHTY B JJICKTPOHHOW (opme,

9TOOBI MOTBEPAUTh HEM3MEHHOCTD €ro COJICPKAHUSI U TIOITBEPIUThH
JMYHOCTB OTHpaBuTens. [1]

Distributed Ledger
[pacrpeieIeHHbIN
peectp

1) Peectp, rje AaHHBIE XPAHATCS B CETH JCIEHTPAIM30BAHHBIX Y3JIOB.
JeneHTpain30BaHHBIN peecTp He 003aTeIbHO UMEET COOCTBEHHYIO
BAIOTY, MOXKET OBITh YACTHBIM, JHOO HOBBIC YYACTHUKH IS
MPUCOCINHEHHS K HEMY JIOJDKHBI MMETh CIIEIIHAILHOE Pa3peIlcHuE.
[1]

Tunm 0a3bl JaHHBIX, KOTOpas pacripeaeieHa MeXIy pa3HbIMU
reorpadMUEeCKUMH  TOYKAMH, CTpPaHaMH, OpraHW3anusMd. Bce
3alUCH XPaHITCS B €JMHOM peecTpe 3amuceil. [2]

TexHonmorusi pacupeneIeHHOTO peecTpa ydeTra — KOMOHWHAIHS
KOMIIOHCHTOB, BKJIIOYarolIux B cebs cetu peer-to-peer (P2P),
pacrpeeieHHOe XpaHeHue JaHHbIX U Kpurrorpaduio. [3]

TUN 0a3bl JaHHBIX WM CHCTEMBI 3allUCEeH, KOTOpask COBMECTHO
UCTIOJIB3YETCs, PEIUIMIHUPYETCSI H  CHUHXPOHU3UPYETCS  MEXKITY
YIIeHAMH CETH. PacripenenieHHbIi peecTp 3aluChIBaeT CHHXPOHHO H
MHOTOMECTHO TIPOBOJKH, TaKHE Kak OOMEH JIaHHBIMH MEXKIy
YYaCTHUKAMHU CETH, YTO HCKJIIOYAeT BO3MOXXKHOCTh HM3MCHEHUS
mo00it otnensHOM Konuu 3anucu B peectpe (LICP)

2)

3)

4)

LITPP) HWNHCTpyMEHT MOCTPOCHUS PACTIPEICICHHON CETH XpaHCHUS
uH(bOpPMaIK, PEAOCTABISIONINN s rapaHTUl B YCIOBHUSIX B3aUMHOTO
HEJOBEPHUSl YYACTHUKOB. Y3JIbl CETH PaCHpPEIesIEHHOTO0 peecTpa MOTyT
HAXOJUTHCS B HE3aBUCHUMBIX, KOHKYPUPYIOUIUX CpeAax, MOIIepKUBas
€IMHOE COCTOSIHME XPaHUMBIX MIaHHBIX. ['apaHTHH, BO3MOXKHOCTH U
npaBuiia paboThl OMPENENAIOTCS AITOPUTMOM IMPHHITHS KOHCEHCYCHBIX
pelIeHni CIOIb3YEeMbIM KOHKPETHBIM PEECTPOM.

Double  Spending /
JIBoWiHass Tpara WA
ITBOMHOE
[pacxoJ0BaHKUE

1) Cnydaii, Kor/ia OjHa U Ta )K€ CyMMa JICHET pacXxoayercst qBakabl. [1]
2) Curyarus B cetd biiokueiiH, Korja KTO-TO MbITAETCS OTIIPABUTHOANH
OUTKOWH JIByM TOJIydaTesssM oaHOBpeMeHHO. OIHako Koria
TpaH3aKIHs MOITBEPIKACHA, OTIIPABUTH TE JKE€ CaMble OUTKOUHBI YiKE
JPYroMy TMOJTy94aTesli0 HEBO3MOKHO. UeM OOJbllie MOATBEPKACHHM
€CTh Y KaXIOW OT/AENbHOU OTEpaIldy, TEM CIIOKHEEe OPraHu30BaTh
JIBOIHOE pacxogoBanue. [2]

[TombITKa MOTPATUTH JACHBIH JBAX/IbI. DTO MPOMCXOIUT, KOT/Ia KTO-
TO BBIMOJHSET (PUHAHCOBYIO TpPaH3aKIMIO, a 3aTeM COBEpINACT
BTOPYIO CAEJIKY C TEMH K€ CaMbIMH JIcHbramu. [3]

3)

L[TPP). IloBTOpHOE MCHOJIb30BAHUE MOJB30BATENIEM YK€ MOTPAUYEHHOTO
oOecreueHns TpaH3aKIIMii, TPUHITOTO B PACIIPEICTICHHOM PeecTpe




Exchange / bupxka

1) Ilromanaka, (GyHKIMOHHPYIOIIAs KaK MECTO TOPIOBIH, COCIMHSS
MOKYIaTeJIel MW MPOAABLOB BUPTYaJbHBIX BaJIOT, MPEIOCTABIIASL
wiatopmy, Ha KOTOPOH OHHM MOTYT TPEJJIaraTh 1 3apaninBaThIICHBI

NOKYNKW/Ipoaaxu. B ornuume ot omeparopoB  oOMmeHa
KPHUIITOBAIIIOT, IUIATGOPMBI HENOCPEACTBEHHO HE BOBJICYCHBI B
nokynky/mpogaxy (ELIB)

2) Mecto i MOKYIKH W MPOAaXH KPUNTOBAIIOTHL. B OOJBIIMHCTBE
cilyyaeB Oupika B3UMAaeT KOMUCCHM 3a OIepalud oOMEeHa, BBIBOIY

JACHCKHBIX CPCACTB.

Fiat / ®uar

duarHble TEHBIM— JACHBIH, BBITYyCKaeMbIe TOCY1apCTBOM. [3]

Fork / ®opxk

1) dopk co3maeT albTEPHATUBHYIO BEPCHIO OJIOKYEHHA, B pe3y/IbTare
YEro Ha pPa3HBIX y4acTKaX CETH OJHOBPEMEHHO CYIIECTBYIOT JBa
OTACNbHBIX OyiokueliHa. DOpk MOXKET OBITh HAaMEPEHHBIM WU
ciydaiiHbim [1]

Co3znanne albTEPHATUBHOM YCIICITHON BEPCUH IIETTOYKH OJIOKOB. DTO
MOXET TPOUCXOJUTHh YMBINUIEHHO, KOTJa Tpynmna MaiHepoB
MOJIY4aeT CJIMIIKOM MHOTO KOHTPOJSI HaJl ceThio (cM. aTaky 51%),
ciy4aiiHO (OJHOBpEMEHHasi 3amich HOBBIX OJOKOB pa3HBIMHU
MailfHepaMH WM W3-3a OIMHUOKHA B CHCTEME), UJIU IICJICHAMPABIICHHO,
KorjJa KOMaHga pa3paOOTYMKOB pEMIaeT TMPEICTaBUTh HOBBIC
(GyHKIIMM B HOBOM BEpCUM KJIMEHTCKOM mporpamMel. Dopk ycreleH,
€CJIM OH CTAaHOBHTCS CaMOU JJIMHHOW BepcHed IErno4YKkd OJOKOB ¢
TOYKU 3pPEHUS CIOXKHOCTH. B 3TOM ciyuae ambTepHaTHBHas BETKa
0JIOKYEiHAa OTBEPraeTCs W CTAaHOBHUTCS HEBAMMAHOU. Takke hopkom
HA3bIBAIOT MU3MEHEHHUE IMPOTPAaMMHOTO MPOTOKOJA KPUIITOBATIOTHI,
KOTOPOE CO3/IaeT JBE OTICIbHBIE BEpCHHM OJOKYeHa ¢ oOrmei
ucropueit. Yacto (opkoM Ha3BIBAIOT HOBYIO KPUIITOBAIIIOTY, KOTOpast
MOCTpOEHAa Ha MPOTOKOJE cyilecTByromeil. Hanpumep, malTkouH
(LTC) sBstercst popkom outkouna (BTC). [3]

2)

Genesis Block /
HauanbHbIi 010K

1)
2)

ITepBblIii WM HECKOJBKO MEPBBIX OJOKOB Ha Oiokueiine. [1]
brok, noGaBneHHBIE B OJOKYEHH MpU TIEPBUYHOM BHECCHHUH
JaHHBIX. [5]

ICO (Initial Coin [Cmoco6 mpuBICYEHHS MEPBHYHOIO KalUTajda C MCII0Jb30BAHUEM
Offering) | [kpunToBaaroThl. [3]

MEPBOHAYAIBHOE

MPEUIOKEHHE MOHET

Keys / Kiroun Crtpoka cuMBOJIOB (OMTOBask CTPOKA), UCIIONIb3yeMasi KpUIITOT padhuueCKUM

QITOPUTMOM TNPH  IU(POBaHMH ©  JIeMU(PPOBAHUH  COOOIICHUH,
MOCTAaHOBKE U MPOBEpPKE MUPPOBOM MOJIKUCH, a TAKXKE HICHTU(DUKAIIUH.
Kittoun ObIBarOT CUMMETPHYHBIE (OJTUH ¥ TOT K€ KITFOY HCIIOJIB3YEeTCs JIIs
mudpoBanus U AemMppoBaHUs) U

acCUMeTpUYHbIe (TTyOIUYHBIN U TPUBATHBIN). [3]

Mining / Maiinusar

1) JlesiTenbHOCTH MO BaJIMIAMHU TPaH3aKIKi Ha O0kueitHe. [TockoabKy
BaJMJallds TPaH3aKIMH SIBISIETCS BAXKHBIM DIIEMEHTOM PabOTHI
OnokyeitHa, MaHephl TOTYYarOT 32 HETO BO3HArpaxaeHue, OOBIYHO B
dopme moner. [1]

HeoOxonuMblii ¥ BakHBIA Mpolecc B ceTd bUTKOMHA M JApYrux
KPUNTOBAIIIOT, B pe3ylbTaTe KOTOPOTO B ONOKYEWH 100aBIiseTcs
HOBBIH OJIOK TPaH3aKIUH U TPOUCXOTUT IMUCCHSI MOHET. [3]
OtnuuHass OT co3laHusi COOCTBEHHBIX HHU(POBBIX  3HAKOB
JIeSITeNIbHOCTh, HANpaBJIeHHas Ha o0OecnieyeHrne (QYHKIIMOHUPOBAHUS

2)

3)




peectpa OJOKOB TpaH3aKUMK MOCPEICTBOM CO3JAaHUS B TaKOM
peecTpe HOBBIX OJIOKOB ¢ HH(POPMAIIHEH O COBEPIICHHBIX OTICPAITUSIX.
JIumo, oCymecTBIISIIOIIEE MAWHUHIL, CTAaHOBUTCS — BJIAJICIIBLIEM
U(GPOBBIX 3HAKOB, BOSHUKIINX B PE3yJAbTATE €T0 JIEATEIBHOCTH TI0
MaWHUHTY, W MOXET I[OJydaTh NH(PPOBbIC 3HAKH B KAdyeCTBE
BO3HAIPXKICHUS 32 BepU(DUKAIIMIO COBEPIICHUS OTICPAITUIB peecTpe
6sio0koB Tpanzakuuii (benapyce) [4]

4) TlpennmpuHUMATEIbCKAs ACATEILHOCTh, HAMpaBlICHHAsS Ha CO3/IaHHUC
KPUNTOBATIOTH  W/WJIM ~ BaIWJANUI0 €  [EIbI0  TOJIy4SHHS
BO3HAIPAXK/ICHUS B BUJIC KPUIITOBATIOTHL. [7]

Pool, mining pool
[Ty, MaliHUHT -1y

CoOpanue MaitHEpOB, KOTOPbIE KOJUIEKTUBHO JOOBIBAIOT OJIOK, a 3aTeM
TIeIIsT MOJIY4YeHHOE  BO3HArpaxiaeHue. MalHUHT-TYyJIBl— CIOc00
YBEJIMYHTH JOXOTHOCTh IPU POCTE CIOKHOCTH MaHHHTA. [3]

Multi-Signature /

M cmons30Banme MYJIbTHIIOATIMCHU oOecrneunBaeT )IOHOJ'IHI/ITGJ'II)HI)II\/'I

MyJIbTHITOAITHCH YPOBECHB 3alUTHI: IS aBTOPU3AIMH TPAH3aKIMHA HEOOXOJUM HE OJIUH
KJIFOU, @ HECKOJIBKO. [1]

Obfuscation / |(3amyThiBaHre, COWBaHHE C TOJKY)—TEXHOJIOTHS, TO3BOJISFOIIASL

O6dyckarust YBEJINYUTD CTENIEHh AHOHUMHOCTH KPUIITOBATIOTHBIX TpaH3akmuii. [3]

Oracles / Opaxysbr

Moct MexIy pealbHbIM MHPOM U OJIOKYEHHOM, OHHU SIBJISIFOTCS
MCTOYHHKOM JIAaHHBIX JUTsl (PYHKIIMOHUPOBAHUS CMApT-KOHTPAKTOB. [1]

OnHOpaHroBas  CETh
y3J10B, ceTh P2 (peerto
peer)

5) JleneHTpaan30BaHHOE B3aUMOJICHCTBHE MEKIY IBYMs H OoJiee
CTOPOHAMH B CETH, TJ€ BCE YYACTHUKH CBS3aHBI CO BCEMH.
VYyactauku P2P cetn B3auMOAEHCTBYIOT HaIpSIMyIO MEXIY COOOI,
MUHYS [IEHTPaIbHOr0 KOHTpareHTa [1]

OnHOpaHroBasi KOMIBIOTEPHAsi CETh, B KOTOPOHM BCE YYaCTHUKH
(y371pI) paBHOTIPAaBHBI M MOTYT B3aUMOJIEHCTBOBATh APYT C APYroM,
SBIISISICH KIIMEHTOM M CEPBEPOM OHOBPEMEHHO. [3]

COBOKYITHOCTh PaBHO3HAUHBIX I CETH IU(PPOBBIX YCTPOUCTB U
QITOPUTMOB  (MIPOTOKOJIOB) OOMEHa JaHHBIMA MEXIy HHMH
HENOCPEACTBEHHO, 0€3  MOCPEAHUKOB, 0e3  IEHTPaJIbHOTO
(mMpuOpUTETHOTO) 3BEHa M BO3MOXKHOCTH KOHTPOJSI CO CTOPOHBI
(aBTOMATHUYECKN).

6)

7)

Public ~ Address /
[1yOGnmuunbIil agpec

Kpunrorpaguueckuii Xam OTKpbITOro kirouya. OHH, Kak, HapuMmep, |
ajipeca IEKTPOHHOM TOYTHI, MOTYT OBITH OITyOJIMKOBaHBI B OTKPHITOM
noctyie (B OTJMYUE OT 3aKPHIThIX Kiroueit). [1]

Smart  Contracts /
YMHBIE KOHTPAKTBI
(CMapT-KOHTPAKTHI)

1) CmapT-KOHTpakThl  (GOpMATU3YIOT  OW3HEC-TIpaBWJIa B  BHIC
IPOrpaMMHOTO KOJa, KOTOPBIM 3amyckaeTcss Ha OJokdeldHe u
NPUHUMAETCS BCEMHU yJyaCTHUKaMHu ceTu. [1]

MexaHu3M, BKIIOYAIONMKA IUQPOBBIC AaKTHBBI W JBE WM OoJiee
CTOPOHBI, KOTOPBIEC BKJIABIBAIOT AKTHUBBI B KOHTPAKT, IOCJIC YETO OHU
ABTOMAaTUYECKU PACHpPElEISIOTCd MEXIy JSTUMU CTOpPOHaMH,
coriacHo (popmyre, OCHOBaHHOM Ha MMOKa3aTessX, 3HAaU€HUs KOTOPBIX
HEHM3BECTHBI HA MOMEHT IMOIIKMCaHKs KOHTpakTa. [3]

VYMHBIH ~ KOHTpakT  (Smart-contract), deiinkon  (chaincode):
COBOKYITHOCTb ~ YCJIIOBUM U  IIOCIENOBATEIIBHOCTh  JCHCTBUM,
ONIMCaHHBbIE B COOTBETCTBUM C MoOJMTUKaMu U npouenypamu UC.
BrimonHenue BceX  OMOBOPEHHBIX  YCIOBHM, 3aBUCAILLIEE  OT
KOHKpeTHOTO cocTostHus (cocTtosinuii) C (B TOM umclie, B pe3yabTaTe
MpPOBEPKM BHEMHMX Mo oTHomeHuto k HMC ycnoBuii), Bieuer
aBTOMATHYECKOE BBITIOJTHEHHE 3apaHee OIIPEACIICHHOMN
MOCIE€A0BAaTEIbHOCTH JEHUCTBUIA. Brimonnenue YKa3aHHOU

2)

3)

MMOoCJIaCa0BATCIIbHOCTHU I[CﬁCTBHfI, B CBOKO OYCpPCIb, TAKKC BCICT K




4)

5)

6)

n3menenuto cocrossaus UC. [5]

[IporpamMmHBIi KOJ, IpeJHA3HAYCHHBIH s (PYHKIIMOHUPOBAHUS B
peectpe OOKOB TpaH3zakuuii (O10KueiHE), MHOM pacnpeneIeHHON
UHPOPMALIMOHHOM CHUCTEME€ B LEIAX AaBTOMAaTU3MPOBAHHOTO
COBepIICHHS U (MJIM) UCTIOJHEHUS CIEJIOK JTUOO COBEPIICHUS MHBIX
I0pUIMYEeCKU 3HaUnMBbIX eiictBuil (benapycs) [4]

VYnpasisiemass Ha OCHOBE COOBITHH HpoTrpamMma, KOTopas paboTaer
Ha pacCHpelEICHHOM, JEUECHTPAIN30BAHHON, KOJUIEKTUBHOM U
BOCIIPOM3BOUMOM CUCTEME PETUCTPALIUU 3aIIUCEU U KOTOPask MOXKET
yIep>KUBaTh U NEPEBOIUThH aKTUBBI (ApH30Ha) [4]

JloroBop B 31EKTPOHHOU (hopMe, UCTIOTHEHHE TIPaB U 00s3aTEIILCTB
N0  KOTOPOMY  OCYIIECTBISIETCS ~ INyT€M  COBEpUICHHS B
aBTOMaTHYECKOM HopsIKe U (POBBIX TpaH3aKUUH B
pacmpeneieHHOM peecTpe LU(POBBIX TpaH3aKIUH B CTPOTro
OTPEJEICHHOM MM TMOCIEA0BATEIbHOCTH M TPH HACTYIUIEHUU
OTPEJICNIEHHBIX KM OOCTOSTENbCTB. 3aluTa INpaB YYaCTHUKOB
(cTopoH)  CMapT-KOHTpaKTa  OCYIIECTBISAETCS B MOPSJKE,
AQHAJIOTMYHOM TOPSAJKY OCYILECTBICHHS 3alUThI IPaB CTOPOH
JIOTOBOPA, 3aKJIFOYEHHOT0 B AJIEKTPOHHOU (opme. [7]

State channels
Kananbl cOCTOSHUS

/

1)

2)

TexHonmorus, TMO3BOJSAIOMIAsE TMPOBOAWTH OOMeH uHMOpMaIei
(TpaH3aKIUsIMHU) MEXKTy Y3JIaMH B CETH 0€3 MpeIBAPUTEITLHOM 3aITUCH
B OsiokueliH. Miest KaHaIOB COCTOSTHUS 3aKIIF0YAETCsI B TEPEMEIICHUN
MHOTHX IPOMEKYTOYHBIX MTPOIIECCOB BHE OJIOKYCHHA, COXPAHUB TIPH
3TOM XapaKTEPHYIO HAJEKHOCTh Ookueiina. [3]

O6ocobnennsiii kanan MC ¢ peectpoM: cnoco0 B3auMOJACHCTBUS
Mexay ydactHukamu MC ¢ peectpom, 00ecriednBarOIINN U30JISIITHIO
JAHHBIX (TPaH3aKIUU, OJJOKW) OT APYTUX YIACTHUKOB B COOTBETCTBUN
¢ koHpuryparueit UC. [5]

Token / Token

1)

2)

3)

[{udpoBoii aKTUB, BEITYCKAEMBIH C IIEJIbIO MPUBIICUCHUST HHBECTUITUN
B KPUIITOBAJIIOTHBI MPOEKT WJIM KOMIaHUIO. Pa3HOBHUIHOCTH
KPUITOBAIIIOTHI, HO 1O CBOMM CBOMCTBaM OMiKe K aKUUU WU
obnmuramuu. Beimyckatoress B xojae |CO wum 3areMtopryrorcs Ha
KPUIITOBATIOTHBIX OMpIKaxX HapaBHE ¢ KPUIITOBaIoTaMu. [3]

3anuce B peectpe OJIOKOB TpaH3aKIWW, WHOM pacrpeaeieHHON
UH(GOPMALMOHHON CcHUCTEME, KOTOopas YIOCTOBEpSeT Haludyue Yy
BlIajenpiia 1U(poBoro 3Haka (TOKeHa) TMpaB Ha OOBEKTHI
IPaKIaHCKUX NpaB U (1K) sBisieTcs kpunropamoroi (benapycs) [4]
Bun unudpoBoro QuHAHCOBOTO axkTHBa, KOTOPBIA BBIMYCKAETCS
IOPUIMYECKUM JIMLIOM WM WHAWBUIYaIbHBIM MpeaNpUHUMATEIEM
(mamee — SMUTEHT) C IeNbl0 MPUBICYCHUS (PUHAHCHUPOBAHUS U
YUYUTBIBAETCS B PeecTpe UPPOBBIX 3anucei. [7]

Transaction
Tpan3akuus

1)
2)

[TepeBon neHer Mexay AByMs anpecami. [3]

Haumenbmmii anemMeHT B3avMOJEUCTBHUS, KOTOPBIA IPEICTABIISIET
coboii oOMEeH wuHpopMmanued Mexay JABYMs Wi Ooliee
nosb3oBateasimu w/unun MC. [wa ocnoBe 'OCT P 55681-2013 /
ISO/TR 26122:2008 (mynkt 3.5)] TpaH3akuumu MOryT OBITH Kak
3alMcaHbl, TaK W HE 3alucaHbl B peecTp. TpaH3akiuioo, He
3allMCaHHYI0 B PEecTp, OyJeM Ha3bIBaTh HEMOJTBEPIKICHHOH, a
3alMCaHHYI0 — TIOTBEPKICHHOM. [5]

Transaction Block /

3) I'pynmna tpan3zakuuii, coOpaHHas B OJHY TPYIIYy U KOTOpPask MOXKET




b0k TpaH3akumit

X3IIMPOBaHa M J0OaBJIeHA K Ollokueiiny. [1]

4) Jlannble, cofeprkaliue Habop 13 0THON UM HECKOJIBKHX CHA0XKEHHBIX
OTMETKaMHU BPEMEHHU TPAH3aKLUUH M, BO3MOKHO, JIOTIOJHHUTEIHHYIO
uH(popMaIMIo. [Ha OCHOBE ompexaeneHus, npeanoxentHoro 1SO TC
307/SG1] [5]

[{udpoBoii KomIenek

Transaction Fee /[Bce TpaH3akiuM C KPUOTOBAIOTOM TPEOYIOT BBILIATHI HEOOJBIION
Komuccus 3a [KOMUCCHM. DTa KOMUCCHS 100aBIIsIeTCS K Harpaje MaiiHepa 3a 00paboTKy
[pOBEICHUE 010K0B. [1]

TpaH3aKI1K

Digital wallet /| 1) ®Daiin, B KOTOPOM XpaHATCS ceKpeTHble Ko, OOBIYHO BKIIOYAET

B ce0s CrienMabHOE IPOrPaMMHOE 00ECTIeYeHUE, KOTOPOE MO3BOJISIET
MpoCMaTpMBAaTh U MHUIIUUPOBATh TPAH3aKIIUU HA TOM6J'IOK‘-ICI>1HC, JJIsA
KOTOPOTO 3TOT KOIIeNeK co3/aH. [1]

[Iporpammuoe NIPUJIOKEHUE, MO3BOJIAIOIIEE MPOU3BOAUTH
TpaH3aKIHMIO C 33]AHHOTO aJipeca U MpocMaTpuBaTh ero danaxc. [3]
[MporpaMMHO-TEXHHYECKOE  CPEICTBO, MO3BOJIIOIICE  XPAHHUTh
uHpopMaIro o MUPPOBBIX 3aMUCIX U 00ecTeUnBaroiee TOCTYI K
peectpy nudpoBHIX TpaH3aKuii. [6]

2)

3)

(hMHAHCOBBIN aKTHB

Zero Knowledge |HTepakTHBHBIH KpUNITOrpapUUSCKUN IPOTOKOI, TO3BOJISIOIINI OTHO U3
Proof / B3aumoneiictByrommux  cropon  («The  verifiern—IIposepsromieit)
JlokazarenbCcTBO C yoemuTbcsi B JOCTOBEPHOCTH KaKOTO-JTHOO YTBEpX)ACHUS (OOBIYHO
HYJICBBIM MaTeMaTH9YEeCKOT0), He MMesl TIPU dTOM HHUKAKOW Npyroil mHbopmarmu

pasriaieHueM oT BTOpoOii cTopoHs! («The provern— JlokaspiBaroieii). [3]

[udposoii MymiecTBO B 3JEKTPOHHOM (opMe, CO3aHHOE C HCIOJb30BaHUEM

mudpoBanbHEIX (KpunTorpaduyuecknx) cpenacts. [IpaBa coOCTBEHHOCTH
Ha JaHHOE WMMYIIECTBO YIOCTOBEPSIOTCS IMyTEeM BHECCHUS HU(POBBIX
3anucedt B peectp mudpoBbix TpaH3akuuid. K mudpoBeiM (uHAHCOBBIM
AKTHBaM OTHOCATCS KpUNTOBaOTa, TokeH. lludpoBbie (uHaHCOBBIC
AKTHBBI HE SIBJISIFOTCS 3aKOHHBIM CPEICTBOM IUIATEKa HA TEPPUTOPHHU
Poccuiickoit @enepanuu. [6]

[udposas
TPaH3aKIIHS

[lelicTBMEe WM TOCIEIOBATEIbHOCTh JACHCTBUM, HAINpaBJICHHBIX Ha
CO3/1aHHE, BBIMTYCK, oOparlieHue uppoBLIX PHUHAHCOBLIX aKTHBOB. [6]

[{udposas 3anuck

Nudopmanus o mudpoBbix (UHAHCOBBIX aKTHBaX, 3a)MKCUPOBAHHAS B
peectpe HUGPOBBIX TPaH3aKIHid. [6]

1upoBOI 3anKcH

Peectp nudposbeix ([Dopmupyemas Ha OIpeICTICHHBIN MOMEHT BpEMEHU

TpaH3aKIui crucTeMaTH3UpoBaHHas 0a3a nupoBsIX 3amnmceil. [6]

YuactHuku ~— peectpa PJluia, ocymiecTBisiomue HUPPOBbIE TPaH3aKIUH B COOTBETCTBUU (

u(ppoBHIX paBUIaMH BEJACHUS peecTpa MU(POBHIX TpaH3aKIuii. [6]

TpaH3aKIUi

Banumarop HOpuarueckoe win Gpu3ndeckoe JIUIo, SBISIONIEECs YYaCTHUKOM peecTpa
U(GPOBBIX TPAH3AKIIUI U OCYILIECTBIISIONIEE NEATEIHOCTD 110 BATHIAIUU
U(POBBIX 3amuceld B peecTpe HU(POBBIX TPaH3aKIUNA BCOOTBETCTBUU C
MpaBUJIaMU BEJICHUS peecTpa MU(GPOBBIX TPaH3aKIIHIA.
[6]

Banumanus IOpunnuecku 3HAUYNMOEC JIeUCcTBUE 1o MOATBEPKICHHUIO

NeliCTBUTENLHOCTH LIU(PPOBBIX 3anKcell B peecTpe LU(POBBIX TPAH3AKIINH,
OCYILIECTBIISIEMOE B MOPSAJKE, YCTAHOBIECHHOM IpaBUJIaMU
BeIeHNsI peecTpa HU(PPOBHIX TpaH3aKuuil. [6]

Cneunanbm,le TCPMHUHBbI, HA3BaAHUA

Bitcoin

1) JeueHTpanu3oBaHHAs KPUNTOBAIIOTA Ha OTKPBITOM KOJZE, KOTOpas
obOopaunBaetcs Ha rio6ansHON P2P cetn, 6e3 neHTpaibHOro

KOHTpAreHTa Wim nocpensuka. [1]




2) OpnopanroBasi 1ugpoBas ICHEKHas CHCTEMa, I[OCTPOCHHAs Ha
Kpunrorpapuyeckux anroputmax. PacyerHas enuHMIA B 3TOU
cucreme HaszbiBaeTcs OutkouH (bitCoin),—rmumiercs co CTpOUHOM
OyKkBbI B OTJIMYME OT Ha3BaHHUs [CHEKHOW CHCTEMBI, KOTOpPOE
NUIIETCA C NPONMCHOM OyKBbl. BUTKOMH—IiepBas MaccoBast
KpunroBatora. [3]

CryptoNote [IpoTokomn, oGecrieunBaromnii 00 ycKauo (3amyThIBaHIE) TPAH3AKIIUI
C LICJIBIO YBEITUYCHHS CTCIICHH aHOHUMHOCTH. [3]

ECDSA (Elliptic |Anroput™,  HCHONB3YeMBbI Uil  MOJATBEPXKIACHUS TPaH3aKUUN B

Curve Digital [mpoTtokoie Bitcoin. [3]

Signature Algorithm)

Equihash

AJITOPUTM XdIIUPOBaHuUs, NpuMeHsiemblii B Proof-of-Work sekoTopbix
kpunroBamor (ZCash, Bitcoin Gold u ap.). IlpencraBasier coboit
NTOBOJIBHO ~ CJIOXKHYIO (YHKIUIO XOUIMPOBaHUS M TpeOyeT MHOro
OTIEPATUBHOM MaMSATH Ul BBINOJTHEHUA. ONTUMU3UPOBAH /IS
MaifHUHra npu nomouiu rpaduveckux kaprt, T.H. GPU-maiinunra. [3]

ERC20
Standard

Token

TexHuuecKnii cTaHaapT Ui CMapT-KOHTPAKTOB, KOTOPOMY JIOJIKHBI
COOTBETCTBOBATh TOKeHBI B Ethereum. ®dakTuyecku mpencrasisierco0oi
repevyeHsb TpeOOBaHUM, COONIIOICHHE KOTOPBIX OO0ECTICUHBAET
HOpMaJIbHYIO paboTy ToKeHa B cetu Ethereum. [2]

ERC721
Standard

Token

CraHgapT Ui HEKOHBEPTHPYEMBIX TOKeHOB B cetu Ethereum.
HexonBepTupyemblii  — o3HauaeT LUU(PPOBOM aKTHUB, KOTOPBHIA HE
0UTSKUT 0OMeHy. [2]

ERC223
Standard

Token

CraHmapT aJi1 TOKEHOB, C aKIEHTOM Ha O0€30MacHOCTH, KOTOPBIH
MMO3BOJIACT MEPEChUIaTh TOKEHBI TaK ke, Kak U ETH, 4To0nr m30exarh

[OTepU TOKEHOB. JTOT CTaHJAAPT — YJIy4llEHHAs BepCusl CTaHAapTa
ERC20. [2]

Ether ETH

MuTerpanbHbiii sneMenT (T.e. cnenuduynas Bamora) B cetu Ethereum.
Ether momnep:kuBaer (yHKIMOHHpOBaHHE 3KocucTeMbl Ethereum. On
SIBJISICTCS Kak (hopMa CTUMYIHPOBaHUS WK (popMa MOONIPEHHS], B HEIIX
WCIIOJIHEHUS OIepaIuii B ceTh. [2]

Ethereum

1) Tlnardopma, OCHOBaHHas Ha OTKPBITOM KOJZE, 1€ Pa3pabOTUYUKH
CO3/AI0T U 3aITyCKAIOT JCLEHTPATU30BAHHbIC IPUIOKEHHS, KOTOPbIE
HOBBIIIAIOT IIEHHOCTh SKocucTeMbl Ethereum. Ethereum — 310
OTKpbITAs JICICHTPAIN30BaHHAS CeTh. [2]

Ethereum — 3T0 ocHOBaHHasi Ha OJIOKYEHHE JCICHTPATN30BaHHAS
wiarpopma AN 3amycka CMapT-KOHTpakToB. Mcmomb3yercs uist
pelieHus mpoOsieM, CBA3aHHBIX C IIEH3YpOil, MOIICHHUYECTBOM U
BMEIIATEIHCTBOM TPEThUX CTOPOH. [1]

2)

EVM (Ethereum
\Virtual Machine)

[lomnas mo TrlOpUHTY BHpTyaJibHAsh MallWHA, KOTOpas IO3BOJISET]
3anyckarh Oait-koq EVM. Kaxnpiit yzen B Ethereum paboraer Ha
BUPTYaJIbHONH MalInHe, 4ToObl 00ecredynTh KOHCEHCYC Ha OJoKueiHe.

[1]

Lightning Network [TexHosoruyeckoe pemieHrue Mo MacIiiTaOMPOBAHUIO OMTKOWHA U JIPYrHX

(LN) kpuntoBamot (Lightcoin etc.). Ipemnoxeno xommanueir Blockstream.
[TpencraBnsier coOoif HAACTPOWKY HAJ MPOTOKOJIOM OWUTKOWMHA, KOTOpas
M03BOJIICT TPOBOJUTH TPAH3aKUUK O€3 IpeaBapUTEIbHON 3alHuch B
OnokyeiiH. OYHKIMOHUPYET B BUJE IBYHAIIPABICHHBIX TUIATEKHBIX
KaHayoB. [3]

MAST  (Merkelized [Texnonoruss pacmupenus buTkowmHa, KOTOpas IO3BOJISIET TOBBICHTH

Abstract Syntax MOKOCTb  CMapT-KOHTPAKTOB, YIYYIIUTh MAacCIITaOUpyeMOCTh, |

Trees) / YBEJINYUTH npuBatHocTh.  OObenuusier morteHuuan P2SH ¢




MepKenn30BaHHbIE BO3MOXHOCTSIMU JiepeBbeB Mepkiia. Haxoauress B ctaauu pa3pabOTKH.
a0CTpaKTHBIC [3]
CHHTaKCHYECCKUE
nepeBbs
Solidity 1) 3wk nporpammupoBaHus B Ethereum, koTopslii ucronb3yercs st
pa3paboTKu cMapT-KOHTPAKTOB. [1]
2) SI3bik mporpamMMupoBanus Ha ratgopme Ethereum mnst pazpaboTku
YMHBIX KOHTPAKTOB. [3]
SPV (Simplified |[OcobenHocTs TpoTOoKOJIa BitCcOIin, KoTOpas MO3BOJISIET HOJAM 3aBEPSATH
Payment Verification) [rpan3akmuio 6e3 3arpy3Kd MOJIHOHM IETOYKH OJIOKOB. BMecTo 3TOro st
VYuporieHHas [BepupHKaluy TPaH3aKIUU JIOCTATOYHO 3arpy3ku 3arosioBkoB (Head)
BepuduKanus 0JI0OKOB, B KOTOPBIX COjepKaTcs Xamiu. [3]
IJ1aTeXen

AJITOPUTMBI KOHCEHCYCa

Proof of Work /
[Ipouenypa npuxonak

KOHCEHCYCY  C
TOKa3aTeIIbCTBOM
paboTHI

1) ANropuTM IOCTHIKEHHS KOHCEHCYCa, KOTOPBIH TpeOyeT aKTHBHOM
paboTel MO MaWHUHTY OJOKOB, OOBIYHO TpeOylollel pecypcos,
Harmpumep, AJIEKTpo3Heprun. Yem Oobiie Jenaercss «paboTh» WU
4yeM OOJTBIIE BBIICTSETCS BEIYUCIUTEIBLHBIX PECYPCOB, TEM OOJIBITYIO
Harpajy mojy4daeT y4acTHuk. [1]
AJTOpUTM, TIpU TIOMOIIM KOTOPOTO CETh MalHWHTa OWTKOWHA
MPUXOJIUT K KOHCEHCYCY, OMpEeesisi KaKOW U3 MAWHUHTOBBIX Y3JI0B
3anumieT chopMupoBaHHbI 050K B O10k4eitH. Cyth POW cBomuTCs
K IBYM OCHOBHBIM ITYHKTaM:
a) HeoOX0AMMOCTH  BBITOJHEHHS  OMPEACICHHON
CIIOKHOM Y JUINTEIbHON BBIYHUCINTEILHON 3a0aun.
b) Bo3MokHOCTH OBICTPO ¥ JIETKO ITPOBEPHUTH pe3yibTart. [3]
[Tpouenypa KOHCEHCyca Ha OCHOBE PEILIEHUS HEKOTOPOM 3ajaduu C
3aJaHHBIM YPOBHEM BBIYMCIHUTENIBHOM CIIO0XKHOCTH, TPH OSTOM,
KOPPEKTHOCTh TOJY4YEHHOTO OTBETa MOKET OBbITh IMOATBEpXICHA
BanuaaropoM. Kak mpaBmiio, mpoBepka KOPPEKTHOCTH peIICHHUS
sBisieTcs 93PPEKTUBHO pa3penuMoil 3agadei. [5]
Anroput™m koHceHcyca B DLT, B koTopoM mpaBoO yIOCTOBEpEHUS
0J10Ka JaeTcsl yYaCTHUKY Ha OCHOBAHUHU BBITIOJTHEHUSI UM HEKOTOPO
JIOCTaTOYHO CIIOKHOM paboThl, KOTOpas YIOBJIETBOPSET 3apaHee
OTIpeJICIEHHBIM KPUTEPUSIM.

2)

JIOCTATOYHO

3)

4)

Proof of Stake /
[Ipouenypa npuxonax

KOHCEHCYyCY ¢
JOKa3aTCIIbCTBOM J0OJIHU

1) Anroput™M  JOCTH)KEHHMS  KOHCEHCyca, B KOTOPOM  pasmep
BO3HArPaXKJCHHUS 3aBHCUT OT TOTO, CKOJIBKO Y YYaCTHHKA YK€ €CTh
MoHeT. Yem 00JIbliie yYaCTHHUK HMHBECTUPYET B MOHETHI, TEM 0OJIbIIIE
HOJIy4aeT MOCPeACTBOM MaiHuHTa. [1]

AnbrepHatuBHbIE POW airoput™ IOCTHIKCHHS KOHCEHCyca MpH
3anucH O10Ka B OJIOKYElH, TPU KOTOPOM BEPOSITHOCTH 3aIICH HOBOTO
Oioka B ONOKYeH W MOJYY4CHHE  COOTBETCTBYIOIIETO
BO3HATPaXICHUsSI IPOMOPLUOHATIBHA JI0JIC BIIAJICHUS MOJIh30BATEIIs B
CHCTEME: OT/ICNIBHO B3SATHIH JIepKaTesb BaJTIOThI, HMEIONIHIA 10110 P
OoT o0Ilero uucia MOHET B 000poTe, CO3/aeT HOBBIM OJIOK ¢
BeposITHOCTHIO P. [3]

I[Mpouieypa KOHCEHCYCa Ha OCHOBE OIICHKH YUCIIa YCIOBHBIX SANHHMIL
NC, COOTHECEHHBIX B ONpPEICICHHBII MOMEHT BpEMEHH C
noJib3oBaresieM. [5]

2)

3)

Proof-of-authority
(PoA) / Tlponenypa

Hpouenypa KOHCCHCYCa Ha OCHOBC pasrpaHUYCHUA IpaB

moJib30BaTeneit. [5]




puxoaa

DHCEHCYCY c
10Ka3aTeIbCTBOM

paBa

Delegated  Proof-of- |Anroput™M [OCTHXKEHHS KOHCEHCyca B JICIHIEHTPAIM30BaHOM Cpeje,

Stake (DP0S) QIIbTepHATHBHBIN KoHCeHCycaM POW u PoS. beut paspabotan B 2014 roxy
B pamkax npoekra Graphene u BriepBbie ObLI 33CHICTBOBAH B
npoekte Bitshares, mo3xe B mpoekre Steemit. [3]

Pol (Proof-of- |AnbrepraTuBHblii POW airoputm J0CTHKEHHS KOHCEHCYCa MPH 3alUCH

Importance) 0J10Ka B OJIOKYEHH, IIPU KOTOPOM OTIpPE/ICNICHHE T0JIb30BaTEeNs, KOTOPBII
OyleT 3amuchiBaTh CICAYIOIIUI OJOK, MPOUCXOJUT C Y4ETOM BKIIAJa
Ka)KJIOTO YJacTHHKa IMpoliecca B Pa3BUTHE U MPOIBHKCHHUEC
KPUIITOBATIOTHI. [3]

Hybrid PoS/POW [/ [ubpuanbiii anroput™m AOCTHKEHHsS KoHceHcyca POS/POW mosBosseT

['uGpuanbiii POS/POW

oHOBpeMeHHO wucmonb3oBath W Proof of Stake, u Proof of Work
MPOIETYPHI TS AOCTIDKEHHSI KOHCEHCYca. B 9TOM citydae MOKHO JOCTHYB
0aaHca MEXIy MalHEpaMu M JEp)KaTellIMH MOHET, CO3/[aB CHCTEM
[YIIpaBJIEHUSI CO CTOPOHBI «BHEIIHUX» (MalHEpbI) U

«BHYTPEHHHX» (JIepIKaTeIH) y4aCTHUKOB. [1]

Byzantine fault
tolerance (BFT), Byz-
antine generals prob-
lem /
BuzanTtuiickas
O0TKa30yCTOMYMBOCTb,
3a7a4a  BHU3AHTHHCKUX
reHepanoB

B xpuntosornu - 3amada B3aMMOJEHCTBHS HECKOJIBKHX YIAJIECHHBIX
AQO0OHEHTOB, KOTOpbIE MOJYYMJIM NpPHUKa3bl M3 OJHOTO IeHTpa. YacTh
A0OHEHTOB, BKJIIOYasl LIEHTP, MOTYT OBITh 3J0yMbILIUIEHHHKaMH. HyxHO
BbIPa0OTaTh €IMHYIO CTPATETUIO AEUCTBUMN, KOTOpasi OyAeT BBIUTPHIIIHOMN
1t aOOHEHTOB. [7]

PBFT /
[IpakTueckas
BU3aHTHICKAs
0TKa30yCTOMYHUBOCTH

AJITOPUTM  UIsI 0COOOTO CiIy4ass M ONTHMHU3AIMM BU3aHTUHCKOU
otkazoycroiunBoctd (BFT). [8]
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JlabopaTopnasi paGora 2
Hccnenopanne pynkuuu odMeHna ailnaMmumexay
OJTHOPAHIOBBIMH YCTPOHCTBAMHU

3aoauu

Yacmy 1. Onpeodenenue 00HOPAH208bIX cemell, NPOMOKO108 0OMeHa ghatinamu u

npunodcenul

Yacme 2. Ananu3 npoonem, 603HUKAWWUX npu oOmeHe aiinamu 6

odnopauzoe blX cemix

Yacmoe 3. H3yueHnue cyoedHbIX npoyeccos, C6A3AHHBIX ¢ HAPYUIEHUEM A6MOPCKUX

npae 6 oduopazoeblx cemsax
Hcxoonvie oannvle/cyenapuii

OnnopanroBeie cetn (P2P) —— 53T0 MomHas TexHOJOTHs, KOTOpas HAXOIUT
MHO>K€CTBO O0Jy1acTell MPUMEHEHUS.

OnHOpaHTOBBIE CETU MOKHO UCIIOJIB30BaTh Ul MIPEIOCTABICHHS O0ILEro 10CTyna U
0oOMeHaMy3bIKOH, priIbMaMu, IporpaMMaMH U JPYTUMHU 3JIEKTPOHHBIMU MaTepuaIaMH.

Hcnonb3oBaHne 0IHOPAHTOBBIX CETEM IS ITepelaum, 3arpy3KH WIH [TPEI0CTaBICHUS
oOmiero AocTyna K MarepuaiaMm, 3allUIIEHHBIM aBTOPCKUMH TMpaBaMy, TaKUM Kak
(buIbMBIL, My3bIKa U IPOrPaMMHOE 00ecrieueHre, MOKET HapyIllaTh [IpaBa UX BiIaleNbIIeB.
B xonrekcre oOMeHa (haiiimaMu B OJHOPAHTOBBIX CETSX HapyIIEHHWE 3aKOHOAATEIhCTBA
MMeEEeT MECTO B TOM Clly4ae, €Clid, HallpuMep, OJIMH YEJIOBEK MPHoOpeTaeT opuIualIbHYIO
Komuio ¢ailyia ¥ BHIKJIAJBIBAET €€ 3aTEM B OJHOPAHTOBYIO CETh JUIsl obmero poctyna. B
TaKOM CJIy4ae Kak JIMIO, 3arpy3uBliee (aiisl, Tak U Te JUIa, KOTOPbIE IeIal0T KOIHH,
MOTYT OBbITh IPU3HAHBI BUHOBHBIMH B HapYIIEHHH aBTOPCKUX IpPaB M HECOOIIIOJICHUU
COOTBETCTBYIOIIETO 3aKOHOJATENHCTRA.

Emé oqna mpobiema 3akiovaeTcsi B OTCYTCTBUU JIOCTATOYHOH 3alIUTHI U IPOBEPKH
¢aiiyioB, KOTOPHIMH OOMEHHUBAIOTCS B OJIHOPAHTOBBIX ceTsiX. OTHOPAHTOBBIC CETH ——
ujeanpHas cpeia Ais pachpocTpaHeHus BpeAoHOCHOTo [10 (KoMImbIOTEpHBIX BUPYCOB,
4yepBeil, TPOSHCKUX MPOrpaMM, INIMUOHCKUX, PEKIAMHBIX W JPYrUX BPEIOHOCHBIX
nputoxernii). B 2010 roay komnanus CiSCO cooOmuia 0 TOM, YTO BMECTE€ C POCTOM
AKTUBHOCTH OJJHOPAHTOBBIX CETEH MOSIBIISIOTCS M HOBBIC BPEJIOHOCHBIC MPOTrPAMMBI, a
3HaYuT, OOMeH (haillaMi B OJHOPAHTOBBIX CETSX TOJy4aeT Bc€ Oosiee HIMPOKOE
pacmpocTpaHeHHe KaKk CpeAd  OOBIYHBIX  [0JIb30BATENCH, Tak ©  Cpelu
3I0YMBIIIJIEHHUKOB.

B xonie 310 1abopaTopHOil paboThI BBl pACCMOTPUTE CYIIECTBYIOLIEE IPOTPaMMHOE
oOecrieyeHue Uit oOMeHa (aiilaMM B OJHOPAHTOBBIX CETSX W OIpPENENIUTE, Kakue
po06JIeMbl MOTYT BO3HUKHYTH B PE3YJIbTATE UCTIOIb30BAHUS 3TOM TEXHOJIOTHH.

Yacte 1: OmnpeneneHue OAHOPAHTOBBIX CETEH, MPOTOKOJIOB oOMeHa paimamMu U
MIPUJIOKEHUN

B uwactu 1 Bam HCO6XO,Z[I/IMO HU3YYUTb OAHOPAHTOBBIC CC€TU W Y3HATH, KAKHUC
MPOTOKOJIbI U TPUJIOKCHUA 9aCTO UCTTIOJIb3YIOTCA IJIA TaKHUX ceTel.



[ar 1: JlaiiTe onpeneiaeHUe OJJTHOPAHTOBBIX CETEH.

a. Uto Takoe 0JIHOpaHTOBasI CETh?

b. Ha3zoBuTe mnpeumymecTsa OJHOPAHIOBBIX CETEH 110 CPAaBHEHHIO C
APXUTEKTYPOU «KIHEHT-CEPBEPY.

C. HazoBure HETOCTaTKHM OJTHOPAHTOBBIX CETEH.

lar 2:  JlaiiTe onmpe/elieHne O JHOPAHTOBBIX CETEH, TPOTOKOJIOB 0OMeHa (aiimamMu
U MIPUIIOKEHUM.

a. VYkaxure, Kakue MPOTOKOJBI oOMeHa ¢aiaamMu sl OJTHOPAHTOBBIX CETEH
MPUMEHSIOTCS B HACTOSIIIEE BPEMSI.
b. Kakue nomynsipapie mpuiioskeHus isi ooOMeHa (aiimaMu B OJTHOPAHTOBBIX

CCTAX UCIOJIBb3YIOTCAB HACTOAIICC Bperl?

C. Kakoii u3 nporokosnoB s oOMeHa ¢aillaMu B OJHOPAHTOBBIX CETAX Ha
CETOJHSIIHUMN IeHb CUMTaeTCsiHanbosee NonyasipHbIM B ceTu MHTepHeT?

Yacte 2: AHanus mpo0ieM, BOSHUKAIONINX MPpH 0OMeHe (pailiraMuB OJHOPAHTOBBIX
ceTax

B wactu 2 BBl paccMoTpuTe MpoONeMy HapylIeHUsi aBTOPCKUX IpaB IMpu
WCIOJIb30BAHNU OJTHOPAHTOBBIX CETEMH, a TAKXKE ONpEACTUTE IPYrHe CIIOPHbIE MOMEHTHI,
KOTOpbIE MOTYT BO3HUKHYTh ITpH 0OMEHe (aillaMuB TaKUX CETSIX.

Mlar 1:  Paccmotpute npo6iemy HapylIeHHs aBTOPCKUX MPaB MPHU UCIOJIb30BaHUN
OJIHOPAHTOBBIX CETEH.

a. Kak pacmmdpoBbeiBaercs u uto o3HavaeT cokpamenune DMCA?

b. Kakue 1Be opraHu3anuy akTHBHO TIPECIICAYIOT HapyIICHUE aBTOPCKUX MTPaB
B OJIHOPAHTOBBIX CETAX?

C. Kakoe Haka3aHue peycCMOTPEHO 3a HAPYIICHUE aBTOPCKUX MpaB?

d. Kakue 3akoHBI 00 aBTOPCKOM IpaBe B OTHOIICHMHM OOMeHa (aiiaMu

NEeUCTBYIOT B Baulel ctpaHe? MOKHO JIM Ha3BaTh UX 0oJjiee WM MEHEee CTPOTMMHU, YEM B
npyrux crpaHax? HackoibKo aKTHBHO NMPaBOOXPAHUTENIbHBIE OPTraHbl B Ballel CTpaHe
IPECIeayIOT JIUL, KOTOPbIE PpacIpOCTPaHSAIOT MaTepHalibl, OXpaHsieMble ABTOPCKUM
paBoM?

Hlar 2:  PaccMoTpuTte npyrue npoosieMsl, CBsI3aHHbIE C OJJHOPAHTOBBIMU CETSMHU.

a. Kakue Bunel BpenonocHoro IIO Moryr mnepenaBaTbes NyTéM oOMeHa
¢aiinamu 1Mo 0THOPaHTOBBIM CeTIM?

b. UYro Takoe «(aabIIuBbIe TOPPEHTH?

C. Kakum o6pazom OZHOPAHTOBEIE CETH MOTYT HCHONB3OBATRCA [T KpaXH
KOH(HUISHIIMATbHONH HHPOPMAITUH



Yacte 3: M3yuenue cyneOHBIX MPOIECCOB, CBA3AHHBIX C HApYLHICHUEMaBTOPCKUX
IIpaB B OJJTHOPAHTOBBIX CETAX

B vacTtu 3 BBl pacCMOTpPUTE HEKOTOPBIE U3BECTHBIE CyIEOHBIE TIPOIIECCHI IO UCKAM O
HapyIIEeHUH aBTOPCKUXIIPAB IIPHU UCIIO0JIb30BAHUU OJIHOPAHTOBBIX CETEH.

a. Kakas u3BecTHas oqHOpanroBas cetb oomeHa MP3-daitiamu Oblia 3akpbiTa
10 pelIeHuto cyna?

b. HazoBute onuH U3 caMbIX KpYHHBIX CYAEOHBIX IMPOLIECCOB, CBSI3aHHBIX C
OJIHOPAHT'OBBIMHU CETSMH.

JladbopaTopHas padora 3

HccnenoBanue ooMena gaiijiamMmu no cetsim p2p

3aoauu

Yacmv 1. Onpedenenue cemeil p2p, npomoxoioe ooOmena pairamu u
npunocenuil

Yacmo 2. Ananusz npobdaem, 603HUKAIOWUX NPU 0OMeHe atiramu no cemam p2p

Yacmos 3. H3yuenue cyoeoHvIX npoueccos, C6A3AHHBIX C HAPYUWIEHUEM A8MOPCKUX
npae ¢ cemsax p2p

OO6mwme cBeaeHus/ClieHapuid

OnnopanroBeie  cetn  (p2p) — 910 dPdeKTUBHAS TEXHOJOTHs, KOTOpas
UCTIOJB3yeTCs B pa3HbIX oOmacTsix. CeTu p2p MOYKHO UCHOIB30BATh TSI TIPEI0CTABIICHHS
oOmrero gocTyna u oOMeHa (aiyiaMu 1 JPyruMH JIEKTPOHHBIMU MaTepHaIaMH.

Hcnonb3oBanue ceteil p2p A nepeadn Win 3arpy3ku MaTepralioB, 3alIHIEHHBIX
aBTOPCKMMHU IpaBaMU, TaKMX KaK (HIbMBI, My3blka U MPOrpaMMHOE oOOecreueHue,
MOXKET HapyliaTh IpaBa WX BiajaeiblieB. B koHTekcTe oOMeHa (aiinamu B ceTsax p2p
HapylIeHHe 3aKOHOJATEIhCTBA MMEET MECTO B TOM Cllyyae, €Clid, HallpuMmep, OJUH
4yeloBeK MpuolOperaer opuIMaIbHYI0 KOMUio (aiija M BBIKIAIBIBACT €€ 3aTeM B
OJIHOPAHTOBYIO CETh JJIs O0Iero AocTyna. B Takom ciydae Kak JIMIIO, 3arpy3HBIIEe
¢aiin, Tak ¥ Te JMIA, KOTOPBIE JETAI0T KOMUH, MOTYT ObITh NMPU3HAHBI BUHOBHBIMU B
HapYIIEHUH aBTOPCKHUX MPaB U HECOOIIOICHUN 3aKOHOaTEIbCTBA.

Eme onna mpo6nemMa 3akitoyaeTcsi B OTCYTCTBUH JIOCTATOYHOM 3aIIUTHI U TPOBEPKU
¢aitnoB, KOTOpsIMU OOMeHUBalOTCs B ceTsx p2p. Cetu p2p — uaeanbHas cpena Juis
pachpoCTpaHeHUsT BPEJOHOCHOTO MPOTpaMMHOrO olecrieueHus: (KOMIBIOTEPHBIX
BUPYCOB, uYepBed, TPOSHCKUX NpOrpaMM, IIMHOHCKUX, PEKIAMHBIX M JPYTUX
BPEIOHOCHBIX MPUIIOKEHU ).

B xozne stoit 1abopatopHOi pabOThl BBl pacCMOTPUTE IMPOrpaMMHOE oOecreueHue
11 oOMeHa daiiamMu B ceTsX p2p U oNpeAeanTe, Kakue NpooaeMbl MOTYT BO3HUKHYTh B
pE3yJbTaTe UCIOJIB30BAaHUSA 3TON TEXHOJIOTUN.

Yacte 1: Ompenenenue cetei p2p, IpOTOKOJIOB 0OMEHa (aiaMu U IPUIIOKEHUH

B yactu 1 BHI HU3YUUTC CCTU p2p H Y3HACTC, KaKHNEC NPOTOKOJIbI U MPHUIIOKCHUSA 1aCTO
HCIIOJIB3YIOTCA IJII TAKUX CETeH.



[Har 1: [laiiTe onpenenenue ceren p2p.

a. Yro Takoe ceThb p2p?

b. Kak MuHMMYM JBa NMpeuMyIleCTBa CeTeil p2p MO CPAaBHEHHIO C apXUTEKTYpOu
«KJIMEHT-CEPBEP».

C. HasoBute kax MUHMMYM JIBa HEJIOCTAaTKa ceTel p2p.

Hlar 2:  JlaiiTe ompeneneHne MPOTOKOJIOB oOMeHa QaijaMu Mo ceTsiM p2p u
MIPUIIOKEHHHN.

a. HazoBuTe kak MMHMMYM [Ba MPOTOKOJa oOMeHa (aiimamMu mo cersiMm p2p,
MIPUMEHSIOIINXCSA B HACTOSIIEE BPEMSI.

b. Ha3zoBuTe kak MUHUMYM JIBa MOMYJISIPHBIX MIPHIOKEHUS U151 OOMEHa (aiiaMu 1o
CeTsIM p2p.

c. Kaxoii u3 npotrokosioB it oOMeHa (aiiinamMu Mo ceTsiM p2p Ha CEeroAHSIIHUMN JeHb
Haubosee nonyispeH B cetu MaTtepuet?

Yactp 2: Ananuz npobieM, BO3HUKAIOUIUX TpH 0OMeHe (ailinamMu 1o cetsMm p2p

B wactm 2 Bel paccMoTpure mnpoOieMy HapylleHHsl aBTOPCKHX TMpaB IpHU
UCIOJIb30BAHUU CEeTEeH P2p, a TaKKe ONpeAesuTe Ipyrue mpoOsieMbl, KOTOPbIE MOTYT
BO3HUKHYTh Mpu oOMeHe (aiiilaMH B TaKUX CETAX.

[llar 1:  M3yuyuTe HapylieHUs aBTOPCKUX MPAB B CETIX P2p

a. Kak pacmmudpoBbeiBaercs u 4To 03HavaeT cokpamenne DMCA?

b. Kakue nBe opraHu3aniy aKTUBHO MPECICAYIOT HAPYIICHHE aBTOPCKHUX TpaB B
ceTax p2p?

c. Kakoe Hakazanue npeaycMOTpPEHO 3a HapylIEHHE aBTOPCKUX MpaB?

d. Kakue 3akoHBI 00 aBTOPCKOM TIpaBe B OTHOIICHUH 0OMeHa (aiiiaMu JeHCTBYIOT
B Barieil ctpane? MoKHO JIM Ha3BaTh UX 0o0Jiee CTPOrMMU WM MEHEee CTPOTUMU, YeM B
npyrux crpaHax? Hackoiabko akTUBHO MpPaBOOXPAaHUTEIbHBIE OpraHbl B Balleil cTpaHe
MpecleAyoT JIMI, KOTOPBIE PACIPOCTPAHSIOT MaTepUalIbl, OXpaHSEMble aBTOPCKUM
npaBom?

Nzyuute npyrue npoOieMbl, BOSHUKAIOIINE NP HCIIOIb30BAHUU CETel p2p

e. Kaxkwue Bunpl Bpegonocunoro 10 moryt nepeaaBatbcest myreM oOMeHa (aiimamu o
cetam p2p?

f. Uto Takoe «daibIIuBbie TOPPEHTHI»?
g. Kakum oOpa3om cetu p2p MOKHO MCIIOJIB30BATh sl KPaXKH KOH(PHICHIIMATBHON

uHpopmanun?

Yacte 3: W3ydeHue cyaeOHBIX MPOLIECCOB, CBA3aHHBIX C HAPYLICHHUEM aBTOPCKUX
IIpaB B CETAX p2p

B yactu 3 BoI PACCMOTPUTEC HCKOTOPHIC U3BCCTHBIC Cy,He6HBIe IMMPONLECCChI 11O UCKaAM O
HapYIICHUU aBTOPCKHUX IIPaB IIPU UCIIOJIB30BaHUN ceren p2p

a. Kakas wm3BectHas cetb p2p ans oOmeHa MP3-gaitnamu Oblna 3akpbiTa 1O
peuieHuto cyaa?



b. Hazosute OIMH U3 CaMbIX KPYIIHBIX CYI[66HBIX npouecCoB, CBA3AHHBIX C
oOMeHOM (aiiiaMu 1o CeTsIM p2p.

PacyerHo-rpajdpuueckoe 3aganue

HccaenoBanue npoToKoJI0B B3aMMOCHCTBUA Paciipe/ieIEHHBIX peecTPOB

. ILnan padorsI:

. Cuenapuy NpuMEHEHHsI HHTEpPOTIepabeaIbHOCTH CeTel pacpeelEHHOrO peecTpa.
. MeTto /161 HHTEPOTIEPAOETbHOCTH PACIPEAEIEHHBIX PEECTPOB

. CriocoObl peanu3anyy HHTEPONepadeIbHOCTH MIaTPopM

- HpaKTI/ILICCKaSI peanmsanus TEXHOJIOTUUCCKUX pGHIGHI/Iﬁ 110 I/IHTepOHCa6eJ'IBHOCTI/I
= [lepcrieKTHBBI pa3BUTHS TEXHOJIOTHMYECKUX PEIIEHUH 110 MHTEPOIIea0eIbHOCTH

HGJIB — OIpeleieHne MPaKTUYEeCKUX METOJ0OB B3aMMOJEHCTBHS miaTdhopM
pacrnpeneneHHbIx peecTpoB. OpraHuzalus HUHTEPONEepadeTbHOCTH BBIMOIHSIETCS
JUIS pelIeHMs] TEXHOJOTMYEeCKHX 3ajadu: obecrnedyeHus KOH(UIEHINAIbHOCTH,
YBEJIMUYEHUSATTPOU3BOIUTEIILHOCTH, 0€30aCHOCTH ¥ MacIITaOUPyEeMOCTH.

3agaum:

1. 0O0630p METOI0B B3aMMOJICHCTBHS PacIpeieICHHBIX PEECTPOB.

2. AHamM3 MPOTOKOJIOB B3aWMOJICHCTBHUSI PACIIPE/ICIICHHBIX PEECTPOB, a
TaKoKe 3apy0eKHOM TMTPAKTHUKH.

3. PaspaboTka cepBrica B3auMOJICHCTBHS paclpeieIEHHBIX PEECTPOB IS
mwiarpopmMacrepueiin u Hyperledger Fabric.

Teopernyeckas 4acTh

brokdeiitH mepectanml  ObITh  TEXHOJIOTHEH  OyAyIIero: yxke  CerojHs
pacrpelielieHHbIE PeeCTphl 3aIyCKAITCS B MPOMBIIIJICHHYIO SKCILTyaTallMio, a Ha
pPBIHKE TPUCYTCTBYIOT JIECSTKH 3pEibIX pelieHud Ha OnokveliHe. Bokpyr
TEXHOJIOTUU CPOPMUPOBAIOCH YCTOMUUBOE COOOIIECTBO OJIOKYCHH-CIICIIUAINCTOB:
Tonpko Ha cepsuce GitHub B Tom-6 kpymHeimmx OrokdeiH-TUIaTGOPM IS
ousHeca 3aperucrpuposano 6osee 30 Thic. pazpaborunkos (Chainstack, 2020).

Texnomorus pacCIpeaciIICHHBIX PECCTPOB AKTHUBHO pPAa3BUBACTCA, OJHAKO B
OKCIICPTHOM COO6H.I€CTB€ AKTUBHO 06CY)KI[8.€TC$I paa HEPCUICHHBIX
TCXHOJIOTMYCCKHUX BBI3OBOB. OI[I/IHI/IS HUX — OOecIeueHue I/IHTep0H€pa6eHBHOCTI/I
Pa3JIMIHBIX OJIOKYCIHHOB. CeI‘O)IHH, Koraa HCIOJIb30BAHUEC PaCIPEACITICHHBIX
peeCcTpoOB IMPCAIoJIaracTt p33H006p8.31/Ie 151 MaCH_ITa6I/IpyeMOCTL 9KOCHCTCMBI,
NMOTCHIHUAJIBHBIC ITPEUMYIIICCTBA OT HHTepOHepa6eHLHOCTI/I O4YCBHIHBI:

Hanuuwne Gompliiero yucia MNapTHEPOB B paMKax OJIOKYEIHH-9KOCHCTEMBI MOYKET
MOBBICUTH ICHHOCTDb U YBCIIMYUTL OTHAAYY OT WHBECTUIINH B OJOKYEiTH



WuTeponepalbenibHOCT,  TO3BOJMT HACTpawBaTh W yIydllaTh OJOKYEHH-
pELIEeHNs, HENO3BOJISASI UM YCTapeBaTh.

HuTeponepabenbHOCTh 3TO BO3MOXHOCTH CBOOOJHOTO 0OMeHa nHpopMarmen
MEXypa3InuYHbIMU OJIOKUEHH-CUCTEMaMH.

B pamkax wuccinenoBaHus ObUIM M3yd€Hbl MHTEPBBIO C JKCIIEPTaMM PbIHKA.
DKcnepTsl BbIpa3WiM CBOE MHEHHE O IPAKTHUYECKUX KeicaX, MpEensTCTBUSAX U
MEPCHEKTHBAX  pa3BUTHS  (PYHKIMOHAIBHOTO  B3aMMOJICWUCTBUS  TUIATPOPM
pacIpeneneHHbIX peeCTPOB.

C momeHTa 3amycka OWTKOMHA M Jpyrux anbTKouHOB B MT-coolmiecTBe cran
BO3HUKATh BOMPOC (PYHKIMOHAILHOTO B3aUMOJIEWCTBUS 1wiatGopMm st oOMeHa
KPUNTOBATIOTOM  MEXAYy  Pa3HBIMH  CETSIMH  pACIPEICICHHBIX  PEECTPOB.
OyHKIIMOHATBHAS COBMECTUMOCTh (J1ajiee — HWHTEpOnepadesNbHOCTh) —  3TO
CIIOCOOHOCTh JIBYX M 0oJjiee KOMIIBIOTEPHBIX CHUCTEM OOMEHMBATHhCS U B3aUMHO
UCroyb30Bath monydeHHyo uHdopmammto (IEC  17788:2014(en) Information
technology — Cloud computing — Overview and vocabulary, 2019).

B OnoxdelH-TeXHONOTUSIX MOJ (PYHKIIMOHAIBHON COBMECTUMOCTBIO MOHHMAIOT
MIPOTOKOJI, FAPAHTUPYIOIINI COrTaCOBAaHHOCTh JIOTHYECKUX COCTOSIHUI B IBYX U OoJiee
HE3aBHCHMBIX paclpeiefieHHbIX peecTpax. [lpu sToM BO3MOXHBIE clieHapuu oOMeHa
JAHHBIMHM MEXIY CETSIMH HE OTPaHUYMBAIOTCSI OOMEHOM TOJIBKO KPHUIITOBAIIOTOH, a
BKJIFOYAIOT B c€0s TakKeW penieHrne (PyHKIIMOHATBHBIX 3a/1a4.

OCHOBHBIE CIEHAPUM IIPHMEHEHHA
HHTEPOIIEPABE/IBHOCTH CETEH PACIIPE/JEJIEHHBIX
PEECTPOB

OO6MeH u epenayda U pPoBHIX aKTUBOB.

C yueTom pa3BUTHS PhIHKA U(PPOBBIX aKTUBOB (TOKEHOB, KPUIITOBAIIOTHI) 3TOT
crieHapuil Bctpedaercss Hambosee wacto. [Ipomecc oOMeHa W mepenadyd MOKET
MPOUCXOJUTh KaK C y4acTHEM JIOBEPEHHON CTOpPOHBI (Hampumep, OMpKu oOMeHa
KpUIITOBAJIIOTHI), TaK M B  HEJOBEPEHHOW Cpele ¢  KCIHOJIb30BaHHUEM
Kpunrorpaguieckux npeodpasoBaHuil s oOecriedeHus: 0€30MacHOCTH Tepeaadn
naHHbIX. IIpomecc mepemaun 1UEGPOBBIX aKTUBOB B  HEJAOBEPEHHOW  cpefe
BBITIOJTHAETCS C HKCIOJb30BAHHEM CMapT-KOHTPAKTOB, KOTOPbIE OOCCICUYMBAIOT
OJIOKMPOBKY TOKEHA B OJTHOM CEeTH, CO3JaHHE (IMHUCCHIO) KOHBEPTUPYEMOTOTOKEHA B
JOpYyroi ceTu, Tak 4YTO OJIIOKUPOBAHHBI TOKEH CTAHOBHUTCS HEAOCTYMHBIM IS
JATbHEUIINX Oneparui

ObGecrneueHne KOH(MUACHINAILHOCTH JaHHBIX.

B pacnpeneneHHbIX peecTpaXx € HIACHTU(DUIMPOBAHHBIMM  yYaCTHUKAMHU
UHTEpOIepadebHOCTh  MIAaTGOpPM  MOXKET  HCIOJB30BaThCS Ui JOCTHKECHHUS
KOH(UIESHIIMATBHOCTH JaHHbIX. Tak, Hampumep, AeTalbHble JaHHbBIE [0 OTepalusIM
CHIEJIKU MEXKJy OTIPAaHMYEHHBIM YHCJIOM YYaCTHUKOB 3allMCHIBAIOTCS B OTAEIbHBIN
peecTp, KOTOPBIMXPAHUTCS TOJIBKO y 3TUX YYaCTHUKOB.



MacmtabupyemMocTb U IPOU3BOAUTEIBHOCTb.

st obecrieueHust OOJNBIIEH CKOPOCTH PaCHpPECICHHBIM PEECTp MOXKET OBITh
pazziesieH Ha CErMEHTHI (TTOCETH, ap/bl, caliTueiinbl). OTAeIbHbBIE ONepallii MOTYT
3alMChIBAThCSAB CETMEHT CETH, IIPU 3TOM pe3yibTaT oOpabOTKU TpyHIbl Onepanuil
3alMChIBAETCSA B OCHOBHOM peeCTp.

OyHKIIMOHAIBHOE Pa3/IeJICHUE PEECTPOB.

Pacnipenenennsie peecTpsl MOTYT MMETh pa3JIMYHblE CMapT-KOHTPAKTHI IS
COBEpUICHUPa3HbIX onepauuid. Hampumep, nporece peructpanus HuppoBoro akTupa
MOXKET OBbITh BBIIIOJHEH B OJIHOM PEECTpe, a ero Npoja’ka U BTOPUYHBINA PHIHOK — B

JPYrOM.
[TpoexTsl, BKIIOUAIOIKE B ce0s CpeIcTBA UHTEPONIEPaOEIIbHOCTH::

Virtualchain, Sidechain, Interledger, Cosmos, Polkadot, Overledger, Token-
Bridge, NEARProtocol, Wanchain, BTC Relay, Ethereum 2.0, Corda.

METO/JbI HHTEPOIIEPABEJIBHOCTH PACITIPEJEJIEHHBIX PEECTPOB

1. XEII-KOHTPAKThl BPEMEHHOH BJIOKHPOBKH

OmauM w3 Hamboyiee  pacHpOCTPAHEHHBIX  CHOCOOOB  peanu3anuu
HHTEPONepadeIbHOCTH  SIBISACTCA ~ aToMapHbii  oOMeH. OH  OCHOBaH  Ha
kpunrorpaduueckom mpotokose HTLC (Hash Time Locked Contracts) (Hash Time
Locked Contracts, 2019). B mporecce mepeHocaJaHHBIX YYaCTHHKH OOMCHHBAIOTCS
CeKpeTHOM MH(OpMAaIHeil, KOTOpasi MCHOJIb3YyeTCsl MPH TMOoBepke 3amucH. [Ipumepom
peanu3aruu cirykuT mpotoko Interledger, moanepxusaemeiiiRipple. Takke Ha ocHOBE
HTLC nocrpoena texnonorus Lightning Network (Lightning Network Documents,
2019), peanmzamnus KOTOPO#l BBINOJAHEHA B MacrepueiiHe isi MacIITaOHpOBaHUS
KOJINYECTBA OTIEPAIIHIA.

[IpenmymecTna:
YHuBepcanpHOE pelieHne sl BCeX MPUIT0KEHHMA
Henocratku:

CepBHc uCHoONB3yeT KpuUNTorpadguueckue npeoOpa3oBaHus (ayreHTH(UKALuS,
mudpoBaHue), TpedyeT MPOXOKISHUS cepTUUKAIMK U OTAeTbHOTO T3.

HeycToilunB K 1€H3ypUpOBAaHMIO, KOTJAa Yy3Jbl IEPECTAIOT MepeIaBaTh
MH(OPMAIIUIO OTOTHOM CETH B IPYTYIO.

Tpe6yeT AKTUBHOI'O Y4acCTHsA BSaHMOHeﬁCTBYIOHIHX CTOPOH.



2. MOCT HA CTOPOHE JOBEPEHHOI' O YYACTHHKA

Ecnu atomapubie oOMenbl u npotokod Interledger (Interledger Overview, 2019)
MOJIpa3yMeBarOT 0OMEH aKTUBAaMH, TO MOCTHI HOJpPAa3yMeBalOT OOMEH COOOIICHUSIMH,
HarpuMep, BbI30B (PYHKIMI CMapT-KOHTPAKTOB OJHOTO PACIPEICICHHOTO peecTpa U3
npyroro. Ilogxon ocHOBaH Ha HAJIMYMM B CHUCTEMax IMOCPEAHUKOB (OpaKysioB) st
neperavynuH(GOpPMAIIU U3 OJTHOTO OJIOKYCHHA B IPYTOH.

IIpenmyiecrna:
HeGonpimne u3aepku Ha HACTPOMKY MPOTPAMMHOTIO OOECTICUCHMs] yJacCTHUKA.

JlocTaTouHO NMPOBENEHNUS OLICHKH BIMSHUS Ha CTOPOHE MH(PACTPYKTYPbI JOBEPEHHOM
OpraHu3aluu.

HenocraTtku:

Tpebyer amanTanuu A KaXJIOro Kelica B OTIACIBHOCTH HCXOIS U3
ocoOeHHOCTelnepeaBaeMbIX (OPMATOB JAHHBIX.

TpeOyeT moaaep KK Ha CTOPOHE JOBEPEHHON OpraHU3aIiy.
TpebGyeT OTAENBPHOTO COTJNAIIEHUST MEXIY YYaCTHUKOM M JIOBEPEHHOM

OpraHu3amuend Ui KaXkJIOoro Kedca B OTACIbHOCTM M BKJIIOYECHHUS ITOM
OpraHU3aIMK B KaXKIbIH KeWC,HeOOXOMMBIN I MEKCETEBOTO B3aUMOICHCTBHUS.

3. PEJIEWHBIH BJIOKYEHH (MACTEP-CETb)

Peneiinpiii  OnmokueitH (peneiiHas ceThb/MacTep-CeTh) IMpEArojaraeT Cco3JaHue
€IMHOM ceTu U3 000Cco0IeHHBIX ONoKUeHH-ceTeil. [Ipu 3ToM coryiacoBaHHOCTh JAHHBIX
OnoK4eiH-ceTel,00beIMHEHHBIX B PEJICHHYIO CeTh, 00ECIeUnBAETCS 3a CUET 3aIUCH UX
COCTOSIHUM B PEJICHHBIN OJIOKYCHH, KOTOPBIH JIGKUT B OCHOBE TAaKOH CETH.

[IpenmymecTna:
Bce wu3MeHeHHs BBINOJIHSIOTCS KaXXIbIM YYAaCTHHUKOM HE3aBHUCHUMO.
HOHOJ’IHHTCJ’ILH&H 0€30MacHOCTh BKIIOYEHHBIX OJIOKYEHHOB 00eceYnBaeTCs

0€30M1aCHOCTbBIO peJICHHOMN CeTH.

HenocraTtku:

Tpe6yeT IMPOXOKACHUA  OLCHKU BJIUAHUA UIA  KaXI0T'O
y‘{aCTHI/IKa.PeHIeHI/IH 00 nauuaeHtax b He corjmacoBaHHI.



CIIOCObBI PEATH3ALIMH UHTEPOIIEPABE/IBHOCTH IVIAT®OPM

ATOMAPHBIH OBMEH

Peanmzanus aromapHoro oOMeHa He TpeOyeT Halnu4us ToBepeHHO# cTopoHsl. [Tpu
3TOM

YCIIOBHSI €TO BBITIOJTHEHHUS BKIIIOYAIOT Psii TpeOOBaHUIA:

[Tonp3oBarenu, ydacTByronmue B OOMEHE, JOJDKHBI HMETh ajpeca B
pacmpeeieHHBIXpeecTpax ApyT Ipyra.

[TnaropMbl HE MOIDKHBI B OJTHOCTOPOHHEM TOPSIIKE OTPAHUYHMBATH JIOCTYI K
CeTH JJITYJaCTHHUKOB OOMEHa.

[TnaTdhopmbl AOIHKHBI TIOIEPKUBATH OOIIHE KPUNITOTpaQUUECKe aarOpPUTMBI,
9TOOBI CO37aBaeMble KpuUnTorpaduyecKkue I0Ka3aTellbcTBa paboTaiM B paMKax
MPOTOKOJIa BpasHBIX peecTpax. Hampumep, ecnu xemr, OJMOKUPYIOIIUN aKTHUBBI B
OJTHOM peecTpe, He TOAOHIET K XeIlly CBOero nmpoodpasza B JPYroM peecTpe, TO ITO
HE TTI03BOJIUT BHIBECTH AKTHBHI.

pacnpenesieHHbIN peecTp b

KOHTPAKT E KOHTPAKT B
Co3paHue Buigog aktvea
1: xew-3HaveHre oT(®) 3: akTuebl B il Aqy»:gsmsam@
2: ®He naBecTHo 4: timelock 2: timelock + no

KOHTPAKT A KOHTPAKT A

BuiBog akTvea

1: B yka3wieaeT® + nognucb & - B
2: timelock + nognuce A - A

CoapaHue

1: xew-3Haqerue oT(®) 3: akTmesl b
2:@He nzsecTHo 4: timelock

pacrnpeneneHHbl peectp A

Puc 1. Cxema atomapHoro oOMeHa

IHOITAT'OBOE UCIIOJIHEHHE:



1. Anuca TpUAYMBIBaGT cekpem W OepeT OT HEro 3Ha4YeHHe
KpHITorpapuyeckoit xenr-QyHkiuu (1anee — xew-3Havenue).

2. Anmca pasmemaet B pacnpeneneHnom peectpe HTLC-koHTpakT ¢ xerm-
3HAYCHUEM U 6JIOKI/IpyeTB KOHTPAKTC CBOU AaKTHUBbBI I UX HOCHGI[ymH.Ieﬁ nepeaayu
Bopucy.

3. Anuca mepemaeT 3K3EMILLIp Oﬁﬁ}é}yo-lmpama C XelI-3HaYeHHEM
Bopucy.
4. Bopuc nposepsier HTLC-koHTpakT, pa3mMeniaer ero B CBOEM peecTpe

OJIOKUPYET CBOW aKTHUBBIUIS MMOCIICIYIONIEH Tiepenaun AJjrce.

5. UtoOpl Anmca 3a0pana akTHBBI, 3a0JIOKHpOBaHHBIE bopucom, oHa
JIOJDKHA PACKPBITH CEKPET,XeNI-3HAYCHHE OT KOTOPOT'O OHA TOJIydrnIia Ha mmare 1.

6. Tak kak wWHpOpManUs XpaHHUTCA MTyOJUYHO, BOpPUC BHUIUT CEKper,
KOTOpBIM OTIpaBuia B ceTh Anuca, Korja 3a0upana CBOM aKTHUBBI C KOHTPAaKTa,
pa3merenHoro bopucom.

7. Bopuc wmcmone3yer 3TOT cekper, 4ToObl 3a0paTh AaKTHUBBI, KOTOPHIE
3abmokupoBaga Anuca BCBOEH CETH.

8. Tak xak HTLC-xoHTpakT mojpa3symeBaeT emie W OJOKHPOBKY I10
BpEMEHH, ATca He MOYKET BTEUEHHE HEKOTOPOTO BPEMEHH BBIBECTH CBOU aKTHBBI

9. Bopuc momkeH 1O 3TOro BpEeMEHW BBIBECTH AKTHUBBI AJUCHI, MHAYe
Anmca BepHET ux cebe.

MOCT H HOTAPHAJIBHAA CXEMA

[Toxxon «MoCT» TO3BOJISIET TIEpPeIaBaTh HE TOJIBKO aKTHUBBI, HO U COOOIIEHUS,
BKJIIOUYASIBBI30B METO/Ia CMApT-KOHTPAKTA B IPYT'OM pEecTpe.

B npodeccroHaaIbHOM COOOIIECTBE «MOCTOM» Ha3bIBACTCS CBS3KA U3 cepsucd-
Opaxyida, KOTOPBIA OTCIICKUBACT TPAH3AKIMH W COOBITHS, U CUCMEMHO20 CMapm-
KOHMpAakma, KOTOPBIA TEHEPHpPYET COOBITUS BHYTPU CBOEro OJIOKYCHHA U
o0OpabaThIBaeT BXOAIINE COOBITUS U3 IPYTUX CUCTEM.
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Puc 2. Cxema KCIIONB30BAHKS MOCTA
CueHapuii B3auMOJICHCTBUS B CeTAX Ha ocHoBe Ethereum:

1. B cMapr-koHTpakTe MOCTa BBI3BIBACTCS CHEIUAIBHBIM METOM, B
KOTOPBIN MEePEaeTCs:aJpec BHI3BIBAEMOT0 B APYTOM PEECTPe CMapT-KOHTPAKTA,

CUrHatypa BbI3BIBACMOI0  MCETO/A,
nepeaaBacMbIC B 9TOT MCTOd apI'yMCHTEIL.

2. CrnenuayibHBIi  METOJ] TEHEpPUpPYET COOBITHE, KOTOpOE
COJIEPKUT UH(POpMAIIUIO,TIEpEJTaHHYIO B HETO Ha 1mare 1.
3. Opaxkyn mpoCIyIIUBaeT CMapT-KOHTPAKT MOCTa HAa HAJTMYHE HOBBIX

COOBITHH U MPUHACTYIUICHUHA COOBITHS BLI3LIBAET CBA3AaHHYIO C TUIIOM COOBITHS
JIOTUKY, KOTOpPAas BBIITOJHACT COOTBGTCTBYIOHII/Iﬁ MCTOA B CMApPT-KOHTPAKTC B
JIPYrOy CEeTH.

MocT OJHOBpPEMEHHO pa3MEIaeTcs B JIBYX CETAX, HO TaKXe MOKET
MPUCYTCTBOBaTh TOJILKO B OJHOM ceTu, TMojydas BCIO HEOOXOJUMYIO
uH(popMalMI0O TO JPYrMM KaHaiaM cBsi3u. llpu 3ToM oOcHOBHas QyHKUuUA
3aKIIIoYaeTcsl B KpUNTOrpaduyeckuil MpoBEpPKU ayTEHTUYHOCTH NepeaaBaeMoi
nH(pOpMaLUK B3aUMOJICHCTBYIOIINX YYaCTHUKOB.

HotapuanbHble CXeMBI SIBIISIOTCS pa3BUTHEM MOIXOJA THTA «MOCT». [ TaBHBIH
AJIEMEHT HOTapUAIBHBIX CXeM — T. H. KHOTApUYChI»: OHU HECYT OTBETCTBEHHOCTH 3a
nepeaadyy COOOIICHUI, W Yalle BCEro MMEHHO WM OTBEICHA pOJIb BaJIHIATOPOB B
omokueriH-cetn. OOS3aHHOCTH HOTAPUYCOB — TPOBEpPKA TOTO, YTO COOBITHE OBIIO
CTEHEpUPOBAaHO B OJHOM paclpelesieHHOM peecTpe, cOop HEOOXOIMMBIX
MOITBEPXKICHUI O COOBITUH OT APYIMX YYACTHUKOB HOTAPUAIBHOW CXEMBI U TIepeiava
nH(pOpMaIUK 0 COOBITUH B IPYTOH peectp.

PEJIEWHBIN B/IOKYEWH, WJIH MACTEP-CETh

Peneitnpiii  OnokueiiH (MacTtep-ceTb) — OTO OTAENBHBI MHOTOYPOBHEBBII
ONIOKYEIH, KOTOPBIN CBSA3BIBAET 000COOIEHHBIE OJIOKUYEHH-CETH B €JUHYIO CTPYKTYPY.
Bo03MOXHOCTBIIPOBEPUTH U MEpeAaTh AaHHBIE U3 OJHOTO OJOKuYeiiHa B APYroi uyepes
CBSI3YIOLIUI«pENeHHBI OIOKUEHH Ha3bIBACTCS PEICHHON Mepeauei.

Penelinplii G10Kk4eliH HaOIOAET 32 COCTOSIHUSMHU BCEX CBA3aHHBIX B peEJNCiHYIO
CeTbOJIOKYEHHOB U MPHU HEOOXOIMMOCTH, COTIIACHO OTNPE/IENIEHHBIM MPaBUIaM, MOXKET
KOHTPOJIMPOBATH U YIIPABJIATh aKTUBAMU B OTUX CETSAX.



PEJIEMHASA
CETb

Puc 3. Peneiinas cets, wim Mactep-ceTh

B pamkax moaxona «penerHbIi OJOKYEHH» CTOUT YIOMSHYTh O T. H. catlouelite.
Caiimueitn(ot anri. Sidechain — GokoBast 1iemb) — 3TO 000COOJIEHHBINH OJOKUYCHH,
KOTOPBIA BXOJIUT B CTPYKTYpPy pejeiiHoi OnokuyeitH-ceTu. B 3aBucHMOCTH OT
peaivzalMi CcalueldHbl UMEIOT Pa3JIMYHYIO0 CTENEHb 3aBUCHUMOCTH OT CBOETO
«POJUTENILCKOT0» OJI0KUYEeHHA.

OcHOBHas 1eNb CaluEeHHOB — peaau3anus BO3MOXXHOCTH O€30I1acHOTO
MepeMeIeHUs] HEKOTOPBIX IU(GPOBBIX aKTHUBOB MEXIY peecTpaMu UIsl IPOBEICHUS
NEUCTBUI HAl HUMH.

Hpez[nocmmcn JJI UCTIOJIB30BAaHUA 110 X0 aa ((CB.IZI[‘ICIZH»Z

Bpewmst moaTBepkaeHus TpaH3aKUUil. 3aep kKU TpaH3aKLUUi B caiiiueiiHe 0ObIYHO
3HAYUTEIbHO MEHBIIE, YeM B OCHOBHOM OJIOKYEIHE.

CroumocTh 3amMcH TpaH3akuui. B caiigueliHe CTOMMOCTb TpPaH3aKLUHUA MOXKET
OBITh3HAYUTENILHO HIDKE, UM B OCHOBHOM OJIOKYEHHE.

Pacimmpenne ¢GyHKIMOHANBHBIX BO3MOXKHOCTeW. CaiiueliH MoXeT o0najarh
HEKOTOPHIMH (PYHKIIMOHAIBHBIMH BO3MOKHOCTSIMU, KOTOPbIE MOTYT OTCYTCTBOBATh B
OCHOBHOM OJIOKUEiHE.

B HacTosiee Bpems peneiHbli OMOKYEeHH MPOXOAUT CTAIUI0 UCCIEAOBAHUN U HE
paccMaTpuBaeTCsl.



CPABHEHUE TIOJIXOJI0B

Ilepenaya akTuBoB

Tlepenaya cooOeHmii

Tlepenaua cooOueHmii

Huskas

Cpenusist

Bricokas

Her

Huskas

Cpennsst

Boicokas

OnuH-K-0THOMY

OJMH-K-0THOMY

MHorue-ko-MHOTMM

ningNetwork

OB30P 3APYBEXHBIX ITPOEKTOB

HUHTEPOINIEPABEJIBHOCTH

TokenBridge, Overledger

K%HnTorpathllec Brienennblii JloBepeHHas ceTb
Hernpeodpa3oBaHus VaacTHHK

Polkadot, Cos-

Interledger, Light- Corda, BTC Relay, |mos, Ethereum 2.0,

NEAR Protocol, Wan-

chain,Sidechain

Ha ¢one mnocrossHHOro pa3BUTUS OTpacid M pacTyuiedl HeoOXOAUMOCTH B
HaJI&XKMBAaHUMCOBMECTUMOCTH MEXAY pa3IMYHBIMU OJOKUYCHH-CETSIMH YK€ HOSIBUIIUCh
pasnuyHble TpUMEphl PabOTHl HAJ COOTBETCTBYIOUIMMM pemnieHusMu. C  oaHOM
CTOPOHBI, HAJIMUNE TaKUX UTPOKOB CBUAETENBCTBYET O PAa3BUTHUU PBIHKA, C APYroMl —

WHHULUATHUBBI
1aThopMamH.

POLKADOP

JOBOJIBHO KOHKPETHBIC U pa60Ta10T TOJIBKO € OHIpCACIICHHBIMU

Unest Polkadot npunuceiBaetcss I'’BunHy Byamy, omHOMYy H3 COOCHOBaTeseit
Ethereum. Polkadot oGnerdaer He TONBKO TpaH3aKIUH, HO M OOMEH JaHHBIMH.
DOxocucrema Polkadot comepsxkut mapadeiinbl (parachains — otaenbHbIE OGIOKYCHHBI,



craBmiue 4acteio cpeabl Polkadot) u peneiinyro miens (relay chain), xoropas wux
coenuuser. Kaxapll mapadyeH MOXKET HUMETb pA3JIM4YHbIC XAPAKTEPUCTUKU U
pacnpoCTpaHsATh CBOM TpaH3aKIMU IO BCEH 3KOocHCTeMe. Bce Lenoykw, KOTOpbIE
CT@HOBSTCSI 4acThio 3KocucTeMbl Polkadot, moymkHBI amanTupoBaTh CBOM MEXaHH3MbI
KOHceHcyca K mpaBwiam Polkadot, Ho y HHX ecTh cBOOOIapa3BUTHSI CTPYKTYpPbI H
¢byHKIMI cBOETO OJIOKYEHHA.

BLOCKNE?P

Blocknet — 3To mpoToKOJI 11 COBMECTUMOCTH, KOTOPBIA 00SCIIEYMBACT CBA3b,
B3aMMO/ICHCTBHE U OOMEH NaHHBIMHU MEXIY Pa3TMYHBIMU ITYOJIMYHBIMU U YaCTHBIMHU
OnmokyeiiHaMM, a TaKKe JOCTYNl K BHEceTeBbIM JaHHbIM, APl u cepBucam uepes
OpaKyJioB

ARK

Ark craBuT cBOEH IENBIO CO3/IaHHE MACIITAOMPYEMOTO M adalTHPyeMOTO
pereHust s B3auMOACHCTBUA ¢ OnokdeitHoM. Kommanusi aBTOMaTtu3mpoBasia
CO3[IaHME HOBBIX OJOKUYeiHOB B dKocucteme. I[lmardpopma Ark wumeer
BCTPOEHHYIO TIOJJIEPIKKY 1T MHOTHX SI3BIKOB ITPOTPaMMHUPOBAHUS, BKIIOUAs
Java, Swift, Python u Ruby. Dto nmemaer ee mocTymHOW aist JOAeH, KOTOpHIE
MPEANOYUTAIOT pabOTaTh C OMPEETICHHBIMH SI3bIKAMH.

WANCHAIN

Wanchain nosunuonupyer ceds Kak MmepBoe B MHUPE HHTEPAKTHBHOE OJOKYCHH-
peleHre ¢ 3aluIeHHBIMA MHOTOIIOJIb30BaTeILbCKIMH BBIYHCICHUSIME. B ero ocHoBe
nexur Ethereum, koTopblii MO3BOJISIET Pa3BEePThIBATH CMApPT-KOHTPAKThl. Takke
Wanchain no3uiuoHupyeTcskak OMoKIeHH-peICHHE sl CO3AaHus PaCIPEICICHHBIX
MPUJIOKEHUH, KOTOpBIe TPEOYIOT JIETKOTO JIOCTyHNa K pa3InYHbIM OJIOKYEeHHAM.
KondunennuanpHOoCTh Ha OJIOKYEHHE TOBBIMIAETCS 33 CYET HCIOJIb30BaHUS
OJTHOPA30BbIX CKPBITHBIX aJPECOB U KOJIBIIEBBIX MOAMUCEH (BU/I DJICKTPOHHOH MOIITUCH,
KOTOPBIN MO3BOJISIET OJJHOMY M3 YUYACTHUKOB TPYIIIBIIONINCATE COOOIIEHHE OT UMEHH
BCEH TPYNIIbI, COXPAaHUB MIPHU 3TOM CBOKO aHOHHMHOCTB).

COSMOS

Cosmos B HacTofIee BpeMs SBISETCS OJHOW M3 KPYMHEHIIMX HHHUIMATUB II0
00ecrevyeHn0 COBMECTUMOCTH OiokueiH-maTdopM. ITa 3KocucTeMa paboTaeT 1o
anroputMmy KoHcercyca Tendermint. HezaBucumbie G10KYeiHbBI, Ha3bIBAEMbIC 30HAMH,
MOIKITF0YatoTest K cet COSMOS, mpu 3TOM Bce 30HBI CBsizanbl ¢ COSMOS Hub u moryt
B3aMMOJICIICTBOBATh IPYT C IPYTOM.

BLOCKCHAIN INPEROPERABILIT'Y ALLIANCE

Blockchain Interoperability Alliance — sto o6bemunenne ICON, Aion u Wanchain.
AnbsiHC YK€ Hadall COTPyYAHHYATHh B o0mactu HUCCICO0OBAaHUA 0OMEHHBIX OHepaHHﬁH
KOMMyHI/IKaI_[Plﬁ. Pa3pa60TI<a O6II_II/IX OTpPacCJICBbIX CTAHOAPTOB, a TaAKIKEC o0OmeH



pe3yJbpTaTaMyu UCCIIEI0BAaHUN U apXUTEKTYPOH NPOTOKOJIOB OCTAIOTCS HA TIOBECTKE JIHSA
HaIllepBOM MECTE.

INPERLEDGER

Interledger — 3To HaOOp OTKPBITHIX MPOTOKOJIOB ISl OTHPABKHU ILIATSIKEH MEXKITY
pas3nu4HbBIMU peectpamiu. Beimyien kommanueit Ripple B 2015 roxy.

LIGHPNING NE'WORK

Lightning Network — »3To JeleHTpajgM30BaHHAs CHUCTEMa MTHOBEHHBIX
MUKporutatexei(Menee HeckoabknuX 1eHToB — 110 0,00000001 6utkonHa).

CORDA SEPPLER

Corda Settler — npunosxenne koHcopiyma R3 ¢ OTKPBITBIM HCXOIHBIM KOJIOM
JUTSL TIPOBEJICHUSI MEKIYHAPOIHBIX TUIaTekei. [IepBbIM TOKEHOM, MOIEPKHBAEMbBIM
CordaSettler, cran XRP ot Ripple.

BPCRELAY

BTC Relay mo3Bossier cmapr-koHTpakTaM Ha Ethereum GesomacHo mpoBepsTh
TpaH3aKIKK1 OUTKOMHOB 0€3 TIOCPETHUKOB: MOJIL30BATEIN MOT'YT IJIATUTh OUTKOMHAMHU
s ucrosb3oBanus Ethereum DAppS.

POKENBRIDGE

TokenBridge mo3BoisieT 00MEHHBATLCSA JaHHBIMH (HarpuMep, HHbopManuei o
BJIaJICHUUIIM(DPOBBIM aKTHBOM) MEXIy ABYMs IemsMu B skocucteme Ethereum. B
pekuMe OeTa-TeCTHPOBaHUs pa3paboTaHbl TpU MocTa Mekay Ethereum Mainnet u
IpYyruMu ceTsiMu, moctpoenasiMu Ha Ethereum: POA, xDai, Eth Classic. Taxke
TECTUPOBAHUE MPOXOIAT MOCTHI Arbitrary Message (11 oOMeHa JIFOOBIMH TaHHBIMU
MEXKTy JTHOOBIMH HeTIsIMU, OCHOBaHHBIMU Ha Ethereum Virtual Machine) u ETH-BNC
(Ethereum to Binance).

OVERLEDGER

Overledger — orTo omepanroHHass cHCTeMa I OJIOKYEWHa, KOTopas
[O3BOJIAET  MPUJIOKEHUAM  TIOJKIIOYATHCA K  HECKOJBKAM  TEXHOJIOTHSIM
pacripeielieHHOro peecTpa WM OJIOKYeiHa, TeM CaMbIM MPEBPAIIasch B
«MHOTOIeTIOUHbIe»y npuinokenus (amrn.  multi-chain - applications, mApps).
Pa3paboTynku MOTYT CO3/1aBaTh MOAMHUCAHHBIC TPAH3AKIIMU U OTHPABIATH HX
OJTHOBPEMEHHO BCEM ITOUIEPKMUBAEMBIM TEXHOJIOTHSIM PACIIPEICICHHOTO peecTpa
yepes untepdeiic Blockchain Programming Interface (BPI) Overledger.

EPHEREUM 2.0

Ha wnronp 2020 roma 3amnmanupoBaH BbixoJ Ethereum 2.0. [Inst oOHOBiEeHHS TOn
Ha3BanueM Istanbul (xapadopk cocrosuics B nekadbpe 2019 rona) B uricie npemioxKeHui



EIP (Ethereumlmprovement Proposals) 6si10 BeiHeceno EIP-152. Ero cyth B TOM, 4TO
BHEJIPSCTCSI HOBBIM KOHTPAaKT C IENbI0 CO3JAHUS HHTEPOINEPAOCIbHOCTH MEXKIY
BupTyasnsHOW MammHON Ethereum (EVM) u ZCash wim apyrumu KpuntoBatoTaMu Ha
6aze nmportokoisia Equihash.

NEAR PROPOCOL

NEAR — ynpasnsiemast cooOmiecTBOM pa3paboTIYMKOB 06auHast HHGPaCTPyKTypa
JUIS pa3BEPTHIBAHUS U 3aIlyCKa JCLIEHTPAIN30BAHHBIX MpHIoKeHUH. OHa coyeTaer B
cebe (yHKIMM JeleHTpaTu30BaHHOW 0a3bl JaHHBIX C JPYrUMH  (QYHKOIHAMHA
OeccepBepHON BBIUMCIUTENBHONU IUIaT(GOpMBI. TOKEH, KOTOpBIM MMO3BOJISIET ATOU
margopme padboTaTh,TakKe AA€T BO3MOKHOCTD ITPUIIOKEHUSM, IOCTPOEHHBIM TIOBEPX
Hee, JIETKO B3aUMOIEHCTBOBATh APYT C APYTOM.

ENPERPRISE EPTHEREUM ALLIANCE (EEA)

Anbsiac EEA 3anyctun B ssuBape 2020 rona necoununy EEA TestNet, roe dopxu
Ethereum mMoryr ObITh CTaHIAPTU3UPOBAHBI B COOTBETCTBHH C OMPE/ICICHHBIMU
cnenu(UKaIUsIMK, YCTAHOBICHHBIMH paHEe aJbSHCOM, YTO  CHENaeT UX
COBMECTHMBIMH JIPYT C APYroM. B HacTosiee BpeMst COTHH KOMITaHU# paboTaroT Hal
KOpIOpaTUBHBIMH ~ BepcusmMu  Ethereum,  mosBISAOTCS ~ HOBBIE  HMIPOKH,
npucoeIMHUBINKECS K anbsHcy uepe3 Hyperledger Besu (Ethereum — yuactHuk
koHcoprmyma Hyperledger), uTo penmaet ctanaapTU3AIUIO IPHOPUTETOM.

JASPER-UBIN

B Xome CcOBMECTHOrO TIPOEKTa JCHEKHO-KPEOUTHOTO  YIPaBJICHUS
Cunramnypa u bankaKanap! ObutH 00beIMHEHBI PACIIPEICIICHHBIE PEECTPBI IBYX
rocymapcte — Project Ubin u Project Jasper. IIujoTHBIH MpOEKT JoKaszal
BO3MO’KHOCTh YCIEIIHOTO 0OMEHa TOKEHU3UPOBAHHBIX MU(POBBIX BATIOT MEXKTY
pasHbIMH  OylokuelH-TIaTdhopmamu. B ocHoBe nexan moaxox HTLC.
DKCIEpUMEHT MPOBOAMICA Ha Iutathopmax Quorum (cuuramypckuii Project
Ubin) u Corda (kananckuii Project Jasper). B xome mpoekra ObLIH I€peBEICHBI
105 cuHTramypckux I0JUTAPOB M3 MECTHOTO OaHKa B KaHAJCKUW C BaJTIOTHBIM
kypcom 1 cunramypckuit momtap x 0,95 kanaackomy posuiapy. B wuwtore
kaHajckui 0ank mosyumi 100 cuHramypckux 10J1apoB.

[TPAKTUYECKAS PEAJU3ALUA HA IPUMEPE
IJIAT®OPM MACTEPYEHH U HYPERLEDGER
FABRIC

Hccnenyemble MOaX0Mbl, OOECHEUUBAIOIINE HMHTEPONEPaOEIbHOCTh CeTei
Macrepueitnu Hyperledger Fabric: aromapusiii oomen, HTLC-nipotokoi. TToaxon



BbIOpaH U3-32 MPOCTOTHl TMPOTPAMMHON peanu3allii M KOHLENIMA OOMeHa
aKTHBaMH MEX]ly UACHTU(PHUIIMPOBAHHBIMU yYaCTHUKAMU B PA3HBIX CETAX.

[Moctpoenue Mocta Mmexay cetssimu Mactepueitn u Hyperledger Fabric. [Toxxon
«MOCT»BBIOpaH M3-32 BO3MOXXHOCTH IEpeavyd MPOU3BOJILHBIX COOOLICHUN MEXITY
CETSIMH, KOTOPbIC MOKHO HCIIOJIb30BaTh JUIS BbI30Ba (DYHKIUU CMAapT-KOHTPAKTOB B
APYTUX peecTpax U BO3BpaTa JaHHBIX B BHI3BIBAIOIINN CMAPT-KOHTPAKT.

[IpuknanHoil 1enbl0 HCCAENOBAHUN OBLJIO U3YyYEHUE OTHUX MOJAXOAO0B U
ompeneNieHne  TMOTEHIHMAJIbHBIX  MpoOJieM W TPYIHOCTEH  peanu3anuu
uHTeporepabensHOCTH MeKayceTsMu Macrtepueitn u Hyperledger Fabric.

ConyrcTByromieil 1enpl0  ObUIO  OMpEJesieHHe U [OHWMAaHHUE T'PaHHI]
npuMmeHuMoctu TexHosioruit Burrow EVM (EVMCC) (Hyperledger Burrow —
Hyperledger, 2019) npu co3nanuu atoMapHOTO OOMEHAa U MOCTa MEXKIY CETSIMHU.
Br16op Texnonoruit Burrow EVMu EVMCC 6b11 00ycltoBII€H MX TEXHOJIOTHUECKON
OM30CThIO K TUIaTGopMe Mactepueiin.

OIMMCAHUE HUCTIOJNB3YEMBIX TEXHOJIOTHH

Macrepueitn  (v1.0) — cepTHHMIMPOBAHHBIA  paclpeacieHHBIH  peecTp,
OCHOBaHHBIN Ha Tutargopme Ethereum u co3maHHBIN IS TPOBENEHUS IOPUIUICCKU
3HAYMMBIX TpaH3akiuii.Paspaboran Accormanueidr ®uHTex COBMECTHO C KIIFOUEBBIMHU
YYaCTHUKAMH POCCHUMCKOTO (DUHAHCOBOTO PHIHKA.

Solidity 0.5.X — s3pIk HamwcaHusi cMmapT-KoHTpakTa it EVM wu
KOMIIHJIATOP, KOTOPBIHIIpEeoOpa3yeT HCXOAHbBIN Ko B 6alT-ko1 EVM.

Hyperledger Fabric (v1.4) — (¢peiiMBOpK JUIs CO3JaHHS JIOBEPEHHBIX
KOPIIOPATUBHBIXPACIIPE/ICIICHHBIX PEECTPOB C arOpuTMOM KoHCceHcyca (kimacca CFT)
Raft (The Raft Consensus Algorithm, 2019). Jlanee ucnomas3yercs abopesuatypa HLF.
TunoBoe ucnonb3oBanne HLF 3akmiovaercs B CO3MaHUU 3aKPBITOW CETH, B KOTOPOit
OpraHM3aliKi-yJYacTHUKH  TE€HEPUPYIOT M  00pabaThiBalOT  TpaH3aKIHMU. 3a
YIOPSAI0YMBAHUAE M PACIIPOCTPAHEHHE TPAH3aAKIMI OTBEYACT KIFOUEBOM JIEMEHT CETH
— y3mer Ordering Service. VYuactByromue B OH3HEC-TIpOIleCcCax OpraHu3aIliu
(bOpMHPYIOT KaHabl, B KOTOPBIXIPOMCXOJUT MX B3aUMOCHCTBHE. BU3Hec-ioruka
B3aUMOJICUCTBHS OCYIIECTBIIACTCS Yepe3 MPEIBAPUTEIBHO Pa3MEIllCHHbIC B KaHAJC
YEUHKO/IBI.

Hyperledger Burrow — mpoekt koncoprmyma Hyperledger, menpio koToporo
sBIsieTCsl peanusanus crnerudukarmu  Ethereum mox  ynpamieHueM KOHCEHCyca
Tendermint (Tendermint Docs, 2019).

EVMCC — ueitnkon nns kanana B cetu Hyperledger Fabric. Pabota uelinkona
EVMCC 3axmouaercs B co3laHiM BHYTpHU cebst okpyxenust Burrow EVM, B kotopom
MOKHO 3alyCTUTh CMapT-KOHTPakT M BbI3BaThb ero OusHec-nmoruky. Ilocie
pa3MelleHus 1 HHUIMAIN3alMK YeHHKO/1a B KaHalle K HEMY MOKHO 00palaTbes Kak K
sx3eMIusipy EVM upasmeniats B HeM cMapT-KOHTPAKTHI.



B Harem ricciie10BaHUU MbI pa3MelaeM CMapT-KOHTPAKThI aTOMapHOTro 0OMeHa
(HTLC. sol) u mocra (Bridge.sol) B cetu Macrepueitn u ueiinkone EVMCC
(Hyperledger Fabric).

MOJX0] «ATOMAPHBIN OEMEH)

J_b MACTEPYEWH FABRIC
Anuca Bopuc

' MpupymbisaeT cekpeT u nonyyaet ero hash
= 1
1€

1 Paamewaer HTLC-koHTpakT ¢ hash 8 MacTepyeitHe

i

 Nepepaet hash

1

1 YkasbiBaeT cekpeT v 3abupaeT aktusbl bopuca

1 3abupaet cekpet
I
1 YKka3sbiBaeT cekper, 3abupaet akTuBbl AnnChbl

>

Pazmewaet HTLC ¢ hash u timelock

Anuca Bopuc

Puc.4 Jlnarpamma 1mocie0BaTebHOCTH CXEMBI «aTOMApHBIA 0OMEH)

ArtomapHBIii 0OMEH BKJIIOYAaeT B ceOsi CMapT-KOHTPAKThI, Pa3sMCIICHHBIC B
cerssx Macrepueitn u Hyperledger Fabric, u mamsueiimee Boimonnenne HTLC-
MPOTOKOJIA C UX YYaCTHEM.

OK3eMIUSIp OCHOBHON CTPYKTYPbI JaHHBIX aTOMAPHOM CHIENKU

HushTimelLockContract {

adress payble ; // adpec omnpaBumensa naamexa

adress payble receiver; // adpec nonyuamensa niaamexa

uint amount; // koauuecmBo nepedaBaemvix akmuBolB

bytes32 hashlock; // xew=3HayeHue om npoobpaza

unit timelock; // Bpema UNIX 8 cekyHOax, 6raokupoBka Bo BpemeHu
bool withdrawn; // noezuuyeckoe none = bbuiu au akmuBer BuiBedeHs
bool refunded; // snozuveckoe none = 6wbinu au akmuBel Bo3BpaweHsi
bytes32 preimage; // npoobpas dn4 hashlock, no ymona4aHuw 6x8©

=
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}
PEAJIN3AIINA CLHIEHAPUA

1. Cwmapr-koutpakt HTLC_A.sol pasmemiaercs B cetn Mactepueiit.
2. Aunca 3arajipiBaet cekper (preimage) u 6eper ot Hero xerm-3Hauenue (hashlock).
3. Anuca Bb3bBaeT Meron newContract y pasMeIieHHOro B CETH



Macrepueiin cmapt kontpakta HTLC_A.sol u nepenaer B Hero mapamerpsr (receiver —
nonyyamens_axmusos, hashlock, timelock —epems_owcusnu_xonmpaxma) u co3paet Tem
CaMBbIM HOBYIO C/ICIIKY HAKOJMYECTBO aKTHBOB MEpeIanHbIX B MSg.value.

4. Bopuc pasmemtaer ananorununsiii koutpakt (HTLC B.sol) B cBoeit cetn
HLF u yka3siBaeTcBOM fAaHHbie, HO hashlock Geper y Anuchr.
5. Autnca, 4ToOBI IEPEBECTH aKTHBBI ceOe Ha cueT B peectpe bopuca (HLF),

JI0JDKHA BbI3BaTh QyHKIHUIO cmapT-koHTpakTa HTLC_B withdraw u ykasares preimage
— TOCJIe ATOTO aKTUBBI OYIyT MEPEBEICHBI HA ee CcYeT, a preimage Oyner 3amucaH B
peectpe HLF.

6. [Mocne Toro kak preimage Anucel Oyaer 3anucad B HLF, bopuc moxer
YBHICTh €r0 M BOCIOJb30BaThCS UM ISl TEPEBOJIa aKTUBOB B peecTpe AJHCHI
(Macrepueiin), Bei3BaBdyHkiuio withdraw 8 HTLC_A.

7. Aunca nonyunia aktuBbl B peectpe bopuca (HLF), Bopuc momyurn
akTuBbl B peectpe Anucel (Mactepueiin). Cnenka coBeplleHa.

110/IX0[q «(IIOCTPOEHHE MOCTA MEX/TY CETAMHA»

Peanmzanus momxoma THIa «MOCT» 3aKJIIOYACTCS B Pa3MEUICHHH B CETAX
Macrepueits ”HLF cucteMHBIX cMapT-KOHTPAKTOB M CO3JaHUHU CEPBUCA-OpaKyJIa.

Peanuzanus mojmxoma THIa «MOCT» 3aKJIIOYACTCS B Pa3MEUICHHH B CETAX
Macrepueits ”HLF cucteMHBIX cMapT-KOHTPAKTOB M CO3JaHUHU CEPBUCA-OpaKyJIa.

OcHoBHas 3aa4a CUCTEMHBIX CMAapT-KOHTPAKTOB 3aK/IIOYACTCSA B PErucTpanuu
COOBITHSI BBI30BA IIPUKIAJHOI'O0 CMapT-KOHTpPAKTa, pPaCIOJOXKCHHOI0O B APYrom
peecTpe. 3aperI/ICTpI/IpOBaHHOC COOBITHE SBIISIETCS TPUITCPOM [JIA BBIIIOJIHCHUSA
JIOTUKH CE€pBHCA-OpaKyja.

CepBuc-opakyn — 3TO Tporpamma, KOTOpas OTCIIEKHUBAET AaKTUBHOCTb
CUCTEMHBIX CMapT- KOHTPAakToB. [IpM BO3HMKHOBEHWHM B CHCTEMHBIX CMapT-
KOHTpaKTaX COOBITHI OpaKys BBHINOJTHSET CBS3aHHYIO C TUIIOM COOBITHUS JOTHKY. B
HAaIlIeM Clly4ae — BbI30B (DYHKIHI B JPYTrOM peecTpe.

Hampumep, npu  Bbi30Be  (DYHKIMH  CHCTEMHOTO  CMapT-KOHTPaKTa
setValuelnAnotherBC peructpupyercsi codeitue RequestForChangeValue (xotopoe
COJICPKUT Tepe/iaBaeMble JaHHbIC B CIEHHATLHOM (hopMaTe), Opakysl MOJIydaeT ITO
coObITHE U3 JJOroB MacTepueiiHa, IpoBepsieT KOPPEKTHOCTh MOCTYMHBIIEH HH)OPMAIIHN
B Hyperledger Fabric (agpeca

CMapT-KOHTPAKTOB, ajpeca YYaCTHHKOB, COOTBETCTBHE OTIPABISIEMBIX U
NPUHAMACMbIX JIaHHBIX, TOJMHMCHA  TPAH3aKIMH), TOCJIE€ YEero  BBI3BIBACT
COOTBETCTBYIOIIYIO (DYHKIMIO TMPHKIAIHOTO CMapT-KOHTPaKTa B 3alpalinBacMOM
peectpe.



[IpuknaaHbie cCMapT-KOHTPAKTHI — 3TO CMApT-KOHTPAKTHI, (DYHKIHUN KOTOPBIX MBI
BBI3BIBAEMU3 JIPYIHX PEECTPOB, MIM KOHTPAKTHI, B KOTOPHIX MBI BBI3bIBAEM (DYHKIHH
OPYIMX CMapT- KOHTPAKTOB B IPYTMX PaCIpPENEICHHBIX peecTpax.

3anuvcb cobbiTus B nor
|

OxupaHue cobbiTua

MpoBepka npasun

Bbi30B CMapT-KOHTPaKTa

Bo3Bpat faHHbIX

Mepeaaya nosly4eHHbIX AAHHbIX

Puc 5. Jlnarpamma mocienoBaTebHOCTH B3aUMOJICHCTBHS Yepe3 MOCT

1. peectpax Macrepueitn u HLF pa3smemaercs CHCTEMHBIM CMapT-KOHTPAKT
Bridge.sol.

2. B peectpax Macrepueitn u HLF pa3memnatorcst nmpukiiaaHbie
cMmapT-koHTpakThl T estMasterchain.sol u TestHLF.sol.

3. Anuca (peectp Mactepueiin) xoueT BbI3bIBaTh QyHKIHIO SetValue B
cmapt-kouTpakre TestHLF (peectp HLF) u mepenats B Hee naHHBIE.

4, Anuce wu3BecTeH ajpec cMapT-koHTpakta TestHLF, ¢ynkuuro

KOTOPOI'O €i Hy)KHO BbI3BaTb, U €l H3BECTHA CUTHATYpa BbI3bIBAEMOM (YHKIIMU B
BHJIE TIEPBHIX 4 OANUTOB.

5. Anuca (MactepueiiH) BbI3bIBA€T B CMapT-KOHTpaKTe
Bridge.sol ¢pyukuurosetValuelnAnotherBC

6. Oyukius  setValuelnAnotherBC  kogupyer  mocTynuBIIyio
uHpopMmanuio o Metoje (40aiiTa CUTHATYphl) U IEpPeAaBaeMbIX B HET'O JTaHHBIX.

7. Oynxkius setValueInAnotherBC ¢popmupyer coObiTue, nepenaer
B HEro aJpec BBI3BIBAEMOT0 CMAapT-KOHTPAKTa, 3aKOJUPOBAHHbIE TaHHBIE U
3aTeM 3aMUChIBACTCOOBITHE B JIOTH cMapT-KOHTpakTa Bridge.

8. Opakyn mnoamucaH Ha coObITHS CMapT-KOHTpakta Bridge, u mnpu
BO3HUKHOBEHUU HOBOT'OCOOBITHS OH ONpeAessieT ajpec M (PyHKIHIO BBI3BIBAEMOTO
CMapT-KOHTPAKTA.

9. Opaxkyn BbI3bIBaeT (PyHKLHUIO B cMapT-KOHTpakTe B cetu HLF u
nepeaaeT B HerooTIpaBleHHbIe AMCON TaHHbIE.
10. [Tocne mpoBepok Ha KOPPEKTHOCTb M JIOCTYI JAHHBIE 3alKCBIBAIOTCS B PEECTp

HLF.



11. Opakyn  Bo3Bpamaer  Anmce — XELI-TpaH3aKLUU Kak
MOJITBEPXKACHUE TIPOBEICHHONHOTIEpAIINH.

BBIBOJIBI 110 IPAKTHYECKOH YACTH

ATOMAPHBIH OBMEH

Peanuzaruss EVMCC nnst HLF He xpanuT mosbp30BaTenbCKue ajipeca Ha YpOBHE
COCTOSIHUSL PACIIPENIE]IEHHOTO pPEecTpa, a TNeHEepUpyeT UX Ha OCHOBE MYOJMYHBIX
nosib3oBarenbckux Kimouen cetu HLF. CooTBeTcTBEHHO, HET 6aIaHCOB U BCTPOCHHOM
TUTaTEKHOH €IMHUIIBI, KOTOpast MOTJIa ObI OBITH 3a0J0KHpoBana koHTpakToM HTLC. B
KauyecTBE aJbTEPHATUBBI MOXHO pPAacCMOTPETh pealin3alii0 TOKEHOB Ha OCHOBE
nporokosia ERC-20. CoBmemias 6azoByto peamusanuto HTLC n ERC-20, moxHO
cO37aTb KOMOMHUPOBAHHBI KOHTPAKT, KOTOPHIA IO3BOJISIET BBIMOJIHUTH IEPEBOJ]
TOKEHOB M3 OJTHOM CETH B IPYIyIO.

W3-3a HECOBMECTUMOCTH UCTIONB3yeMoH iaTgopmamu kpunrorpadun 8 EVMCC
HEBO3MOXXHO TIPOBEPUTH PE3yNIbTaT XEIIMPOBAaHUS Mpooldpasza st pa3OIOKHPOBKH
akTuBOB. JTta ¢yHnamentanpHas ans HTLC npobinema He MO3BOJISET peaan3oBaTh
aToMapHbBIA 00MeH Mexay ceTsiMu Macrepueitn u HLF.

BBI30B ®YHKIIMH YEPE3 MOCT

[Ipu mnpoeaeHnuu wucnbiTanuii Ha cropoHe EVMCC oOnapyxkeHo, dYTO
TpaH3zakiuu He coaepkat Vs (ECDSA: (v, r, s), what is v?, 2019), mo koTopbiM
BO3MOJKHO OJIHO3HAYHOOTIPE/ICIHUTh OTIIPABHUTEINS TPAH3aKIIUHU, TIPOBEPUB TIOITHCH
TpaH3aKIMH. JTa OCOOCHHOCTh MENIAeT CTPOHMTH O€30MacHOE B3aMMOJCHCTBHE
MEX]Ly CETSIMH.

OCOBEHHOCTH EVMCC/BURROW

EVMCC — 310 He oTaenbHbIl dK3eMiuisip Burrow EVM, a npencrabiienue
Burrow EVMs cpene Hyperledger Fabric B Buae delinkoma, KOTOPBIH OKa3ajcs
HEJIOCTATOYHO (DYHKIMOHAIBHBIM ISl pealn3allii  BBIOPAHHBIX IOXO0JI0B.
Hanpumep, B EVMCC 0TCyTCTBYIOT akKayHTHI (aapeca, OallaHCBI, IIaTeKHbIC
eIUHHMIIBI, TpaHchep TUIATeKHBIXEAUHHMIT), B BUITOW He peann3oBaHbl HEKOTOPHIC
HpeIKOMIIMINPOBaHHbIe cMapT- KoHTpakThl ([SNatives] Implement mainline
Ethereum precompiles, 2019). B HLF Burrow wucnosne3yercsi Kpuntorpadus,
OTJIMYHAS OT TOM, KOTOPasi HCIOJb3yeTCst B MacTepueiiHe — 3TO HaKJIaJbIBaeT PSI/I
OTpaHWYCHUH Ha pean3alliio0 HHTEPOIepadeIbHOCTH MIATHOPM.

NEPCIEKTHUBBI PA3BUTHSA TEXHOJOTHYECKHUX PELIEHUI

110 HHTEPOIIEPABEJIBHOCTH



[To KOHCOMMAMPOBAHHOMY MHEHHUIO OIPOIIEHHBIX KCIEPTOB, HEOOXOIUMOCTh B
UHTEPONEpadeIbHOCTH €CTh, HO PHIHOK €I€ HEIOCTAaTOYHO OCO3HAN €€. JTO CBSI3aHO
co cnaboil pa3BUTOCTBIO pPHIHKA OJIOKYEHH-pEIICHU B IIEIOM M OTCYTCTBHUEM
IIPOMBIIIJIEHHBIX CETEH, KOTOpblE MOKHO ObUIO Obl OOBEAMHMUTH U1 CO3JAHUS
«CKBO3HBIX» Ou3Hec-mporieccoB. [Ipu 3TOM SKCHEpTHl CXOIATCS BO MHEHHH, YTO
MOJXOABI K MHTEPOIEpadeTbHOCTH HEOOXOJAUMO HCCIIE0BAaTh U Pa3BHBATh, TaK Kak
noTpeOHOCTh B (PYHKIMOHAILHOW COBMECTUMOCTH OyIET HapacTaTh — 3TO CBA3AHO C
aKTHBHBIM Pa3BUTUEMTEXHOJIOTHH PACHpPEICICHHBIX PEECTPOB M BBOJOM OJOKYEHH-
pelIeHN B IPOMBIIIJICHHYIO SKCILUTYaTaluIo.

HekoTopsbie 3kcniepThl CUNTAIOT, YTO Oyaylee — 32 KOHCOPLUYMHBIMU OJOKYEHH-
CEeTSIMH, KOTOPBIC CBSDKYT B 0OIIee HMH(POPMAIMOHHOE MPOCTPAHCTBO OPraHU3AIHH,
00beMHeHHbIENO chepe MPoPecCHOHATBHON IeATETFHOCTH UM CEKTOPY SKOHOMUKH.
Takue ceTnOyayT MpeACTaBIATh W3 CeOS KIacTephl C BBIICICHHON CTPYKTYpOit
ynpasneHus. DyHKIMoHaIbHOE B3aMMOJIEHCTBHIE OI00HBIX KIacTEPOB MOTEHIIMAIBHO
MosKeTpeann3oBath koHIemuio Internet-of-Value (Internet of Value Manifesto, 2019).

Pugapn Bpayn, TexHuueckuii qupekTop Orok4eiH-KoHCcopimyma R3, mpemraraer
pazouThe mpobIeMy HHTEPOINEPaAOEIbHOCTH HAa KOHKPETHBIC COCTABIISIONIAE, YTOOBI
sa(dexruHee ee pemiats (Brown, 2020):

HYXXHa unmezpayus C CymeCTBYIOIIUMHU CUCTEMaMU
HYXHa BO3MOXHOCTBb UHUyuUupoeams TpaH3aKINU HA JPYTUX CCTAX;

HY»KHa BO3MOKHOCTH OCYIIECTBJIATH INnterchain-rpanzakiuu (MeXIy pa3HbIMU
peecTpamu) C PEIICHUAMH Ha APYTUX TEXHOJIOTHSIX;

HY)KHa BO3MOXXHOCTh NPOBOIUTH Intrachain-tpanszaxiuu (¢ HCIOJb30BaHHEM
Pa3IMYHBIXBAPHAHTOB Pa3BEPTHIBAHUS OJHOM U TOMU K€ TEXHOJIOTHH);

HY)XXHO YIPOCTHUTb interchange — 3ameny ojHO# 6a30Boii IaATGOPMBI HA APYTYIO.

Taxxe OKCIICPThI CXOOATCA BO MHCHHUH, 4YTO Q)YHKHHOHaHLHaH COBMCCTHUMOCTD
PacpeaCIICHHBIX PCECCTPOB, OCHOBAHHLIX HaA Pa3jIMYHbBIX TCXHOJIOIUAX, IMPpHUAACT
SHAYUTCIbHYIO HCHHOCTDb HJ'IaT(I)OpMaM C (1)YHKI_II/I$IMI/I I/IHTepOHepa6eHBHOCTI/I.

HuTeponepalGesibHOCTh  MO3BOJIMT — PEaaM30BaTh HOBblE  OM3HEC-KEHChl B
KOHCOPLIMYMHBIX U YaCTHBIX paclpelesieHHbIX peecTpax. [Ipu 3ToM y sKkcrepToB HET
€IMHOTO  MHEHHMs OTHOCHTEIBHO  BO3MOXKHOTO  ycrexa  (yHKIHOHAJIBLHOTO
B3aMMOJICHCTBUSL  OTKPBITHIX  (IMyONWYHBIX) ONOKYEHHOB M  KOHCOPIMYMHBIX
pacnpeneneHHelXx peectpoB. Cpeau NpUYMH, IO KOTOPHIM BO3HUKIM COMHEHMS B
ycnexe, — pasHble (YHKIMOHAJIbHbIE CBOWCTBa, TpeOOBaHUS K O€30MaCHOCTH H
IIPOU3BOIUTEIBHOCTH.

I'maBHBIMU NOpCIATCTBUAMHA  [JId PA3BUTHUA TCXHOJIOT ui I/IHTepOHCpa6CHBHOCTI/I
SABJIIFOTCA: KIIFOUYCBBIC PACXOKIACHUA B HCIHOJIB3YCMbBIX TCEXHOJIOTUAX (paznnqm{ B
KJIacCaX KOHCCHCYCOB, KpI/IHTOFpa(I)I/IquKaH HCCOBMCCTUMOCTDb, PAa3HBIC CITIOCOOBI
O6pa6OTKI/I TpaH3aKI.[PII>i), HEAOCTATOYHOCTb HAYYHBIX U MPAKTUICCKUX HCCae0BaHuI



TEXHOJIOTHMH  MOJOOHOTO  pojaa,  OTCYTCTBHE  OCTpPOH  MOTPEOHOCTH B
UHTEeporepadenbHOCTH, AeuuuT npodecCHOHANbHBIX  CTAaHAApPTOB B  cepe
(bYHKIIMOHAIBHOTO B3aMMOJICHCTBHSI paclpeieiICHHBIX PEeCTPOB.

[lo MHEHMIO »SKCHEepTOB, MOAXOAbl K HWHTEPONEPaOEIbHOCTH HEOOXO0IUMO
CTaHJAPTH3UPOBATh, HO MPOIECCHl CTAHIAPTH3AIMHA HEOOXOJMMO BBITIOJHATH TOCIE
anmpoOany TOJXOIOB HAa peajbHBIX Keicax, KOTOphIE MO3BOJAT C(HOPMHUPOBATH
[IpaKTU4eCKUe TpeOOBaHUS.

CrouT OTMETHTb, 4YTO B JaHHbII MOMEHT BEAYTCS HCCIEJ0BAHUSA B
MEXKIYHApPOJHBIX IEHTpax craHgaptuzanuu: B International Organization for
Standardization, ISO/TC 307 Blockchain and distributed ledger technologies
(MexayHapoHasi opraHuzaius 1o

cragmapru3arnuu, MCO/TK 307 «bnokdellH W TEXHOJOTHH pPaclpeaeieHHOTO
peectpar), B International Telecommunication Union, ITU-T (MexayHapoaHbIi CO03
anekTpocBsizu, CeKTop craHmapTu3anuu dJekTpocBssu — MCD-T). Ha
HaIlMOHAJILHOM YPOBHE — B

Texnuueckom komMuTeTe N0 craHgaptuzauuu «Kpunrtorpadguueckas 3zamuta
unpopmauun» (TK 26) um B Texnuueckom KOMUTETe MO CTaHAAPTU3ALUU
«[IporpammHoO-annapaTtHble CpeACTBa TEXHOJIOTUH paclpeAeseHHOro JoCTyna u
onokueita» (TK 159).

Kner nmu Hac B OymaymeM OrpoMHOE KOJUYeCTBO OnokueiH-tuiatdopm? Cropee
BCEro, HeT. Yke ceifuac ecth TON-3 miat(opMbl, 3aHIMAOIIUE 3HAYUTEIHHYIO JIOJIIO
peirka: Ethereum, Hyperledger u Corda. Eciu Tpu roaa Haszam oTpacib HaXOJUIach B
COCTOSIHUUIIOBBIIIEHHOTO BHUMAaHUS K TEXHOJIOTHH, TO K HACTOSIIIEMY BPEMEHHU PHIHOK
3HAYUTEIBHO CO3PEJ B TEXHOJIOTUYECKOM IUIAHE, M MPUIILIO BPEMs JUIsl CIEAYIOIIETO
mara B Pa3BUTHUM TEXHOJIOTHM — OOECIICUYCHUS B3aUMOJCHCTBUS MEKIY pPa3HBIMH
wiarpopmamu. [loatomy Oyayiiee — He 3a OOJIBIIMM KOJHYECTBOM ILTIATHOPM, a 3a
MIPOTOKOJIAMH JIJISI KX B3aUMOJICUCTBUS M CTaHIAPTU3AIIUECH.

3AK/IIOYEHHUE

PacnpeneneHHHe peeCTpbl CTAJIKHUBAKOTCA C HCHPOCTOﬁ 38.,[[3‘161712 o0ecrneynuTh
I/IHTepOHepa6CHBHOCTB MCXKAY CCTIMHU B YCIOBHAX HCAOCTATKA JOBCpUA K
COTJ1aCOBAHHOCTH JaHHBIX U oOecreueHHs: 0E30MaCHOCTH KaHAJIOB CBSI3H.

B 3aBucumocTH oT TpeGOBaHU MOIX0/AbI K HHTEPOIIEPa0eTbHOCTH UMEIOT Pa3HbIN
YPOBEHb CIIOKHOCTH pEAM3alUU: OT KpUNTOTpaguyeckod CBA3M TpaH3aKIUi B
pa3UYHBIX pEecTpax 10 MHOTOYPOBHEBBIX CTPYKTYP C BBICOKOM CTENEHbIO
MacIITabupyeMOCTH.

HpI/I 9TOM Yy BCCX MOAXOJ0B MNPOCIICIKUBAKOTCA O6I.I.II/IG OrpaHUYCHHUA.



COITTACOBAHUE KPHIITOTPAOUYECKHX AJITOPUTMOB

OcHoBHas 3a/1a4a IpH pa3pabOTKe MPOTOKOJIOB ()YHKIIMOHATHHOW COBMECTUMOCTH
— COTJIaCOBaHHE KPUNTOTPAPHUUECKHX aITOPHUTMOB, KOTOPbIE OYIYT HCIOJIB30BATHCS
npurepenaye nHGOPMaIUU U B3aUMOICHCTBUS CHCTEM.

BaxxubiMu pakTopamu py COTIIACOBAHUH JIOTHYCCKUX COCTOSIHUA 00BEAHHICMBIX
pEeCTpOB  SIBJISIOTCA:  MPOTHUBOJACUCTBHE  «HEIOOPOCOBECTHOMY»  IOBEACHHIO,
OTCYTCTBHE €JUHON TOYKHU OTKa3a, CYIIECTBYIOLIHNE MOJUTHUKHU TOCTYNA U YIPaBJICHUS
pacIpeneneHHbIMU PEEeCTPAMM.

CTAHJAPTH3AIIHA

CrannmapTsl TUTSt obecrieueHus Oe3omacHoi WHTEPOTepadeTbHOCTH
pacnpe/ieieHHbIX PEeecTpoB elle He pa3padboTaHbl pbIHKOM. IIpu 3TOM pbhIHOK
MOHMMAET, YTO CTaHAAPTHU3AIMS MOJXOJ0B K HWHTEPOINEPaOCIbHOCTH HEM30ekKHa.
Pemrennem 3TuX BOMpOCOB 3aHUMAOTCS B TeXHHUECKOM KomuteTe 159 «IIporpammuo-
anmnapaTHbIe CpeJICTBA TEXHOJOTUHpPACIIPEIEIeHHOTO peecTpa U OJoK4elH» paboune
rpynnel  «MHTemneKkTyanbHble  KOHTPakTe» U «B3aumopeiictBue  cucreMm
pacnpeieieHHbIX PEECTPOBY.

VYyactue mnpeAcTaBUTENCH pPBIHKA B MpoIeccax CTaHIAPTH3alUA TOJXO0JOB,
MPOTOKOJIOB,  KOHLIEMIMH  obOecrieyeHUs]  (QyHKUMOHAIBHOM  COBMECTUMOCTHU
pacnpeieieHHbIX PEecTPOB MIOMOKET PEUIUTh psiA OyIyIUX OPTraHU3alUMOHHBIX U
TEXHUYECKUX BOIPOCOB.

IIPHOPHTETHBIE I10JIX0O1bI B KOPIIOPATHBHOM CEKTOPE

HOI[XOI[ «MOCT» IPCAIIOJIaracTcCs pacCMaTpuBaTh KaK Hauboee HpHMeHHMBIﬁ JJIA
HUCIIOJIB30BAaHUS B KOpHOpaTHBHOﬁ cpeac.

Bo-nepBbix,  3TOT  moxox  oOecreuyuBaeT  BO3MOXHOCTH  Iepeladyu
CTPYKTYPHUPOBAHHBIX COOOLICHUIA.

BO-BTOpLIX, C Y4YCTOM I/I,Z[eHTI/I(i)I/IKaI_II/II/I Y4aCTHUKOB MOKCT OBITE BbI6paHa
JOBCPCHHAA CTOPOHA WJIKM HOTapHUar.

B-tpetbux, moaxon obOecrneyuBaeT MOJDKHBIA YPOBEHb KOH(PHICHIIMAIBHOCTH
COEIIMHSEMBIX PACIpPENICICHHbIX PEeCTPOB C YYETOM OTHOCHUTEIBHOW MPOCTOTHI
peanu3anuu.

Peneitnast cetb  (MacTep-ceTh) MOTEHIHMAIBLHO  MO3BOJUT  OOBEIUHUTH
pacmpe/ieieHHbIe PEeCTPhl B €AUHYIO CETh, TOBBICUB 0€30MaCHOCTh BKIIOYCHHBIX B HEe
pacrlpeieieHHbIX pPEeecTpOB M YINPOCTUB TMepeaadyy COOOLIEHUN MeXAy HHUMH
MOCPEJICTBOM ~ WCHONB30BaHUS OOIMMUX KPUOTOrpadUyYecKUX alrOpuTMOB. ITO
HaIpaBJICHUE WHTEPONepadeTbHOCTH aKTUBHO HCCIEAYETCs, HO Ha JAHHBI MOMEHT HH
OJIHO M3 PELLICHUH B paMKax pEJIEHHON CETH HE MPOIIIO JOCTATOUHBIX MPOMBIIIJIEHHBIX
UCHBITAaHUM.



HHTEPOITEPAFEJIBHOCTh MACTEPYEHHA

[Tnardopma MacTtepueitH MPOIOIKUT UCCICTOBAHUS U CBOE PAa3BUTHE B CTOPOHY
HUCIIOJIB30BaHUA II0OAXO0Ja TUIIA <«MOCT. 9TO0T noaxod o6naz[aeT H€06XOI[I/IMBIMI/I
CBOMCTBAMH, KOTOpbIe OOECIeuYMBaIOT  JOJDKHBIM ~ ypOBEHb  0OE€30MaCHOCTH,
KOH(bI/IZIeHIlI/IaJII)HOCTI/I u TMOKOCTH npu BSaHMOHeﬁCTBI/IH C BHCIITHUMHN
I/IH(bOpMaIlI/IOHHI)IMI/ICI/ICTeMaMI/I W MHBIMH PACTIPCACIICHHBIMU pECCTpaMU

KIIFOYEBBIE BbIBO/IbI HCCIIEJOBAHUA

CeroniHsl pbIHOK OJIOKYEHH-TIIIATPOPM (PparMEHTUPOBAH: OTCYTCTBYIOT €IUHbBIE
CTaHJIapThl, KOTOPBIE MO3BOJISUIA Obl OECHIPENSITCTBEHHO OOMEHUBAThHCS MH(opManuen
MEXAY pa3InYHbIMU paclpeeeHHbIMUA peecTpaMu.

Okcneptl B oOmactu  OyokuyeiiHa ~ CTaBAT — 3a7adyy  oOecHeyduTh
I/IHTCpOHCpa6€J'IBHOCTI) MCKAY pa3iInYHBIMU CETAMU B YCIOBUAX OTCYTCTBUA NOBCPHUA
K COIJIaCOBAHHOCTHU JOAaHHBIXB CHCTEMAax oOecrieyeHnsl BBIMOJIHEHUST 0€30I1aCHOCTH
KaHAJIOB CBSI3H.

OmuH w3 KIOYeBBIX (aKTOpoB oOecredeHus HHTepolepadenbHOCTH ——
COTJIaCOBAHMEKPUNITOrpaPUUECKUX aITOPUTMOB, KOTOPbIE OYIYT UCIIOJIB30BAThCS MpU
nepenaye MHGOPMAIUU U B3aUMOICHCTBUN CUCTEM.

Nunyctpus eme He pa3paborana cTaHmapThl s oOecrieueHus Oe30macHOi
WHTEPOIEepadeIbHOCTH PACIPECIICHHBIX peecTpoB. [IpM 3TOM ydaCTHHKaM pBIHKA
CTaHOBUTCS  OYEBHIHOW  HEOOXOAMMOCTh  CTaHOAPTH3AIlMK  TOJXOIOB K
HWHTEpOTepadeIbHOCTH.

Vyactue HpeﬂCTaBHTeHeﬁ PBIHKA B IIponecCcax CTaHAapTHU3alWHu II0AXO0O0B,
IIPOTOKOJIOB H KOHHeHHI/Iﬁ IIOMOXET PCIIUTH PAO 6y,I[y1HI/IX OpraHru3alMOHHbIX H
TCXHUYCCKUX BOIIPOCOB.

CGFOI[HS[ CYIICCTBYIOT PA3JIMYHBIC METO/bI oOecreyeHus HHTGpOHepa6eHBHOCTI/I
pacpeacIICHHbIX PECCTPOB. Mp1 cyuTacM, 4TO OMNUCAHHBIA HMXKE TOIXOJ «MOCTY
HauoOoJjee IPpUMCHUM JIA UCIIOJIb30BAaHUA B 6JIOK‘ICI‘/'IH'peH_IeHI/I$IX JJIA OusHeca.

[Tnardpopma MacTepueitH TpoJOHKUT UCCIEOBAHUS U CBOE PAa3BUTHE B CTOPOHY
WCIOJIb30BAHUS TIOJIX0a THUIIA «MOCT». ITOT MOAX0/1 00eCIIeYnBaeT I0JKHBIA YPOBEHb

6630HaCHOCTI/I, KOH(I)I/I,HGHI_II/IEU'ILHOCTI/I 1 THOKOCTHU IIpu BSaHMOﬂeﬁCTBHH C BHCIIIHHMMH
HH(bOpMaHHOHHBIMH CUCTCMaMU U UHBIMU pACIIPCACICHHBIMU pEECTPAMU.

10 Onucanue MaTepuaJIbLHO-TEXHHYECKOIr0 obecreyeHusi, He00OX0AUMOro sl
OCylIeCTBJIEHHSI 00Pa30BaTeIbLHOI0 NMpouecca Mo AUCHUILINHE (MOIYJII0)

10.1 YuedHo-1200paTOpHOE 060pyI0BaHHE

Tabnuua 8 — Ilepeuens 060pya0BaHUs Ta00paTOPUN

HanmenoBaHue ayJuTOprun

Ayauropus (maboparopun)

Hcnonszyemoe 000py1oBaHue




201/5 YueOHas naboparopust | C31 HCJI Secret Net, C311 HCJ] Dallas Lock,

3al[MIIEHHBIX C3U HCH Crpax NT, C3U HCH Mut PX]I,
ABTOMAaTU3UPOBAHHBIX C3U HC/I Aypa ,C31 HCJI Kpunton ,C3U HC/]
CHCTEM Akxopa, OUKC, Pesuzop 1,2 kak ausa

OTIEpaIMOHHBIX cucTeM ceMeiicTBa Windows Tak
u g Linux, Pesuszop Ceru 2.0, Ananm3zatop
CETEBOTO Tpadduka Actpa,AreHT
WHBEHTapHU3aLuU cetu,CkaHep CETEBOM
oe3omacuoctn  XSpider, Tepwep, Secret Net
Touch Memory Card, Kpunton AM/I3, Akkopn
AM/I3, KpuntolIPO APM, ,CryptoPro CSP 3.6,
VipNet firewall, Etoken PKI Client, Etoken,
Hoyt0oyk ¢ Windows 7+mpoekrop.

16 TIDBM na 6a3e mporieccopoB He HUxe Intel
Pentium IV

10.2 TexHu4eckue 1 JIEKTPOHHbIE CPeICTBA 00yUeHHUS

JleKUMOHHBbIE 3AHATHS

AymaTtopun IS JICKIIMOHHBIX 3aHSATHUH YKOMIUIGKTOBAHBI MEOENbI0 M TEeXHUYECKUMU
cpencTBaMu OOYYEHHS, CIAy)KallUMU JJisl TpeACTaBiIeHUs ydeOHOW wuH)opmanuu OobIIoi
ayIUTOPUU (HAbOPBI JIEMOHCTPAIIMOHHOTO 000pyI0oBaHUS (TipoexTop, 9KpaH,
KOMITbIOTEP/HOYTOYK), yueOHO-HArIsAHbIE TOCOOUSI, TEeMaTUYECKUE WILTIOCTPALIUN).

JlaGopaTopHble 3aHATHSA

Jnst  maGopaTopHBIX 3aHATHH ucmonb3yercs aymutopuss Ne 201 , ocHamieHHas
000pyI0BaHUEM, YKa3aHHBIM B Ta0I. 8:

CamocTrosiTesqibHast padora.

[Tomemenns nnst caMOCTOSATETBLHOW pPAOOTHI OCHAIIEHBI KOMITBIOTEPHOM TEXHUKOW C
BO3MOKHOCTBIO TOJAKIIOUEHHS] K ceTu «VHTepHeT» H JOCTYIOM K 3JIEKTPOHHOMU
nHpopMarmoHHo-o0pa3zoBaTeapHOl cpene KHATY:

- ynrtaneHbid 3a1 HTB KHAT'Y;

- KoMmbloTepHbIe Kimaccel (aya. 311 kopmyc Ne 5, ayn. 205 kopmyc Ne 5, ayn. 313 xopmyc
Ne 5).

11 Unknie cBenenus

MeToanyeckue peKOMeHAAIUH 110 00Y4eHHIO JIUI[ C OTPAHUYEeHHBIMU
BO3MOKHOCTSIMH 3710POBbSI 1 HHBAJIH/IOB

OcBoeHue AUCHUILIMHBI 00YYarOIMMUCS C OTPaHUYEHHBIMH BO3MOKHOCTSIMHU 37J0POBbS
MO’KET OBITh OPraHU30BAHO KaK COBMECTHO C APYIMMM OOY4aroIlMMHUCS, TaK U B OTAENbHBIX
rpynnax. [Ipennonararorcs cienyanbHble YCIOBUS AJIs HOJTY4eHUs: 00pa30BaHUs 00yJaroIUMUCs
C OrPaHUYEHHBIMU BO3MOKHOCTSIMH 370POBbSI.

IIpodeccopcko-niearornyeckuif CoOcTaB 3HaKOMHTCSI C TICHXOJIOT0-()HU3HOJIOTHIECKUMHU
0COOEHHOCTSIMH 00YUarOIINUXCsl UHBAIMJIOB U JIUI] C OTPAHUYEHHBIMU BO3MOXKHOCTSIMHU 3/J0POBB,
UHAWBUIYAIbHBIMM  IpOTpaMMaMu  peaOwiMTanuu MHBaIMIOB (npu  Hamuuuu). Ilpu
HEOOXOMMOCTH OCYILECTBIIIETCS JONMOJIHUTENbHAS MOAJEep)KKa MpEenoJaBaHus ThIOTOPaMH,
MICUXO0JIOTaMH, COLMAIBHBIMU PA0OTHUKAMH, POILIEAIIMMHU MOJITOTOBKY aCCUCTEHTAMH.

B cooTBeTcTBHM C METOANYECKUMHU peKoMeHAauussMu Munoopaayku PO (ytB. 8 anpens
2014 r. N AK-44/05BH) B Kypce IMpeanojiaraercs MCIOJIb30BaTh COLMATbHO-aKTUBHBIE H
pedekcuBHbBIE METOJbl OOyY€HHs, TEXHOJOIMH COLMOKYJIbTYPHOH peadMIUTAlLUU C LENbIO
OKa3aHHUs NOMOIIM B YCTAaHOBJIEHUH IOJIHOLICHHBIX MEKJIMYHOCTHBIX OTHOLIEHUH C JPYTHMH
CTY/IEHTaMHM, CO3JIaHMM KOMQOPTHOTO ICUXOJIOTHUECKOTO KIUMara B CTYIEHUYECKOH rpyrre.



[Tonbop u paspaboTka Y4eOHBIX MAaTEPUATIOB IPOU3BOAATCS C YYETOM IMPEIOCTABICHUS
MaTepualia B pa3IMyHbIX (popMax: ayquaabHON, BU3YAIbHOM, C MCIOJB30BAaHUEM CIIEUAIBHBIX
TEXHUYECKUX CPEJCTB U HHPOPMALIMOHHBIX CUCTEM.

OcBoenne aucuuiuivebl aunamMu ¢ OB3 ocymiecTBiaseTcsl ¢ UCHOJIb30BAaHUEM CPEICTB
oOy4yeHuss OOWIEr0 W CHEHUATBHOTO Ha3HayeHUs (IEPCOHATBHOTO U  KOJJICKTHMBHOTO
HCI0JIb30BaHus). MaTepruaabHO-TEXHUUECKOE 00ecrieueHre NpeycMaTpUBaeT IpUCrocoOIeHre
aynutopuit K Hyxkam jun ¢ OB3.

®dopma npoBeACHUs ATTECTAIMU JUIsl CTYI€HTOB-MHBAIMIOB YCTAaHABIMBAETCS C YyUYETOM
WHIUBUAYAIBHBIX TICUX0(du3naeckux ocodbennocreit. s crynentor ¢ OB3 npemycmarpuBaetcs
noctynHas opMa npeaoCcTaBIeHHs 3aJaHHd OIICHOYHBIX CPEJCTB, @ IMEHHO:

* B TIEYATHOM WJIM 3JICKTPOHHOU (hopme (711 JIUIL C HApYIICHUSIMHA OTIOPHO-IBUTATEIEHOTO
amnmapara);

+ B Ie4aTHOM Qopme WM dIEKTPOHHOW ¢GopMe C YBEIMYEHHBIM HIpUGTOM H
KOHTPACTHOCTBIO (JUIsI JIUI[ C HAPYHICHUSIMU ClTyXa, pe4H, 3pEeHus);

* METOJIOM YTEHHS ACCUCTEHTOM 3aJjaHusl BCIyX (715 JIUI] C HAPYILIEHUSIMHU 3PEHUs).

CryneHTaM C MHBAJUAHOCTBIO YBEIMYMBAETCS BpEMs Ha MOATOTOBKY OTBETOB Ha
KOHTPOJIbHBIE BOIpOCHL. JlJIi TakuX CTYIEHTOB MpeaycMaTpuBaeTcs JAOCTynHas Qopma
MIPeI0OCTAaBJICHNS OTBETOB Ha 33JaHUs, & UMEHHO:

* TUCbMEHHO Ha Oymare uiim HabopoM OTBETOB Ha KOMIIbIOTEpE (711 JIUI] C HApYLLIEHUSIMU
ciTyxa, peun);

- BBIOOPOM OTBETa U3 BO3MOKHBIX BAPHAHTOB C MCIIOJIb30BAHUEM YCIIYT acCUCTEHTa (IJis
JIUI] C HapyIIEHUSIMU ONIOPHO-/IBUraTeNILHOTO arrapara);

* YCTHO (JUTsl JIUI] C HApYIIEHUSMH 3PEHHUs, OTIOPHO-ABUTaTEIbHOIO annapara).

IIpu HeoOxommumocTu At OOy4arOIIMXCS C WHBAJIUAHOCTBIO IPOLEAypa OLIEHUBAHMS
pe3yabTaTOB 00YUEHHS] MOXKET IPOBOJUTHCS B HECKOJIBKO ATAIIOB.



[Tpunoxxenue 1

®OH/I OUEHOYHbIX CPE/JCTB!
10 JUCUMILJIMHE
Oobecnieyenue HHPOPMANMOHHON 0€30MIACHOCTH
B IMPUHTOBBIX CEeTSX

Hamnpasnenue moAroToBku 10.05.03 "HUnpopmayuonnas bezonacnocmo
aA8MOMAMU3UPOBAHHBIX cucmem”
Hamnpasnennocts (ipoduiis) AHnanuz 6ezonacnocmu UHGOPMAYUOHHBIX CUCEM
00pa30BaTeNIbHOM MPOrpaMMBbl
Kpaymmukamnmst BBITyCKHHKA cneyuanucm no 3awume uHGopmayuu
T'ox Hayaa IMOArOTOBKH 2021
(no yuebHomy niamy)
dopma o0ydeHHS OuHast
Texnonorust 06yuenus MpaouyuoHHas
Kypc Cemectp TpynoemMKkocTsb, 3.€.
5 9 3
Bug npomexyTouHoi arTecTanuu OOGecnieunBaroiiee moapas3aciecHue
Oxzamen Kagpeopa UFAC - HUngopmayuonnas
be30nacHocms a8MOMAamu3UpPOBaAHHbIX
cucmem

'B AaHHOM IMPUIJIOKCHUU MMPEACTABJIICHBI TUTIOBBIC OLICHOYHLBIC CPCACTBA. IloaHBIN KOMILIEKT
OLCHOYHBIX CPCACTB, BKJIIOYAIOIIHI BCE BAapHUaHTBI 3aJlaHui (TCCTOB, KOHTPOJIbHBIX pa60T )51 Ilp.),
npeajiaracMbIx 06yqarou1eMyc;1, XpaHUTCA Ha Ka(benpe B 6YMa)KHOM H DJICKTPOHHOM BH/IC.



1 Ilepeuyenn mIaHUpyeMbIX pe3yJIbTATOB 00y4eHHs 10 AUCHMILIMHE (MOIYJII0),
COOTHECEHHBIX € INIAHNPYEeMBbIMH pe3yJbTaTaMH 00pa30BaTe/IbHOI MPOrpaMMbl

Tabmuua 1 — KomnereHyu u miaHupyemMble pe3ylbTaThl 00ydeHHs 110 AUCIUILTIHE

Kona n nvaumenoBanue

[Tnanupyemblie pe3yabTaThl 00YUEHHs 110 TUCIUILIHHE

KOMITIETEHIINH . .
[Iepedyens 3HaHMM Ilepedyenp ymeHui IIepedyeHb HaBBIKOB
[IpodeccronanbubIe

IK-5 Cnocoben MK-5.1 3naert | [IK-5.2 Ywmeer | [IK-5.3 Brnaneer
KOHTPOJINPOBATh CHocoObl KOHTpOJIS | BEIOpaTh croco0 | HaBbIKAMHM KOHTPOJIS
0e30TKa3HOE 0€30TKa3HOTO KOHTPOJIS 0€30TKa3HOTO
(yHKIIMOHUPOBAHUE GyHKIIMOHUPOBaHUA | 0€30TKA3HOTO (G YHKIIMOHUPOBAHUS
TEXHUYECKUX CPE/ICTB TEXHUYECKUX (YHKIIMOHUPOBAHUS | TEXHUYECKHUX
3alUThl MHQOPMALIMIUN | CPEACTB  3alIUTHl | TEXHUYECKUX CPEICTB | CPEJICTB 3aIlUTHI

nHpopmanuu 3amuThl HHGOpMaluu | HHGOpMaLUU

Tabnuma 2 — ITacopT ¢hoHAA OIIEHOYHBIX CPEJICTB

Kon Haumenos
KonTpoanpyembie KOHTPOJIHUP aHue
pasaebl (TeMbl) yeMoi OLIEHOYHOT IMoka3aTenu oueHKH
AUCHUILIUHBI KOMIIeTEeHI] 0
UM cpeicTBa
YMeHue BbIOpaTh CHOCO0
KOHTpOJISI ~ 0€30TKa3HOTO
TepMuHosorus pacrpeneneHHbIX
JlaGopatop | pyHKIMOHHpPOBAHHS
peecTpoB [1K-5 Has paboTa | TEXHHUYECKUX CPEeICTB
1 3aIATHI uHbopmarun
0aHKOBCKOM cepbl
[1K-5 YMeHue npoBOANTh AaHAIU3
UccnenoBanue ¢yHkImum oOMeHa a6 CTPYKTYPHBIX -
(1)211‘/‘IJ'IaM I/IMe)I(I[y OJHOPAHI'OBBIMHA H:SI ;I;gf)(;g Q)YHKHI/IOHaHBHHX cXeM
yCTpoicTBaMH 2 3alUIICHHBIX
ABTOMaTH3UPOBAHHBIX
MH(OPMAIMOHHBIX CUCTEM
T1IK-5 YMeHne npoBOJUTH aHATU3
HccnenoBanne oOmeHa daiinamu JlaGopaTop CTPYKTYPHbIX 1
Has pabota (GYHKIIMOHATIBHBIX ~ CXEM
0 ceTsM p2p 3 3aIUIIEHHBIX
ABTOMATH3UPOBAHHBIX
WH(OPMAIMOHHBIX CUCTEM
IIK-5 Ymenue BbIOpaTh CHOCOO
I/ICCHGL[OBilHne MIPOTOKOJIOB Pacuero. | KOHTPOTA 630 TKA3HOTO
B3aI/IMOHeH.(.3TBI/IH rpaduuecka (bYHKIMOHUPOBAHUS
pacmpenenéHHbIX PeecTPOB % paboTa TEXHUYECKUX CpEeICTB
3aIUTHI uH(popMaIun
0aHKOBCKOM chepbl




YMeHue IPOBOANUT aHAJIN3

CTPYKTYPHBIX u
(YHKIMOHATBHBIX  CXEM
3aUIEHHBIX
ABTOMAaTH3UPOBAHHBIX

MH(OPMALMOHHBIX CUCTEM

2 MeTtoauueckne MaTepHAaJIbl, ONpeIesAoIue MPoIeTyPbl OlleHUBAHUS 3HAHMIA,
YMeHHI, HABBIKOB U (MJIM) ONbITA AESITEJIbHOCTH, XaPAKTEPU3YIOLIMeE MPOLece
¢dopmupoBaHUs KOMIIETEHUM I

MeTtoudeckre MaTepyalbl, OTPEICIISIONINE MPOISAYPHl OIICHUBAHUS 3HAHWMA, YMCHHM,
HAaBBIKOB W (WMJIM) OIBITA JICATEIHHOCTH, TPEICTABICHBI B BHUAC TEXHOJIOTUYCCKOW KapThl
JTUCIUTUTUHEI (Tabnwuia 3).

Tabnuna 3 — TexHonoruueckas Kapra

HanmenoBan
Cpoxnu [kana
ue Kpurepun
BBITIOJIHEH | OLICHMBAaH
OLIEHOYHOTO OLICHUBAHMS
us us
CpencTBa

9 cemectp
ITpomesxyTouHas arrecTanus B GopMe 3a4eTa C OICHKON

1 | JTaGoparopu | B Teuenune | 10 6amnoB | 10 GaioB - CTYAEHT MPABUIBHO BBIIOJIHUI

ast pabora 1 ceMecTpa 3amanue. Iloka3anm oTIMYHbBIE 3HAHMSA, HABBIKU U
YMEHUS paMKaX OCBOCHHOTO Y4eOHOTO
Marepuana.

5 Gajuta - CTyJIGHT BBITIOJTHWJI 33JIaHUE C
HeOoJIbIIMMH HeTOYHOCTSIMH. [Tokazan xopomiue
3HAHMS, HABBIKK U YMEHHSI paMKaX OCBOCHHOTO
y4eOHOTro Marepuaa.

3 Gajuta - CTyJICHT BBITIOJTHWJI 33aJIaHUE C
CYIIIECTBEHHBIMH HETOUHOCTAMU. [Tokazan
YIOBJICTBOPUTEIbHBIC 3HAHUS, HABBIKK U YMCHUS
paMKax OCBOEHHOTO Y4e€OHOT0 MaTepHara.

2 Ganna - MpH BBHIIOJIHEHUU 33aHUS CTYJEHT
MPOJIEMOHCTPUPOBAI HEJJOCTATOYHBIA YPOBEHB
3HAHHH.

0 6amI0B — 3aJaHKE HE BBHIITOJIHEHO.

2 | JTaboparopu | B Teuenne | 10 6annos | 10 Gamios - CTyJEHT IPABUILHO BBINOJIHHII

as pabora 2 CCMECTpa 3aganue. [lokazan oTIMYHbIC 3HAHUS, HABBIKU U
YMEHHsI paMKax OCBOEHHOTO y4eOHOTO
Marepuaa.

5 Ganna - CTyJEHT BBITIOJNHUI 33/IaHUE C
HeOOIbIIMMU HeTOYHOCTAMU. [lokazan xopomue
3HAHMS, HABBIKM U YMEHUS paMKax OCBOCHHOI'O
y4eOHOTO MaTepuana.

3 Ganna - CTyJEHT BBITIOJIHUI 33/I1aHUE C
CYILIECTBEHHBIMU HETOYHOCTAMMU. [lokazan
YIOBIIETBOPUTEIbHBIE 3HAHUS, HABBIKU U YMEHHUS
paMKax OCBOEHHOTO y4eOHOTO MaTepuaa.

2 Ganna - MpH BBIIOJHEHUH 3aaHUS CTYJEHT
MPOJAEMOHCTPUPOBAJ HETOCTATOYHBIN YPOBEHB




HaumenoBan
e
OIICHOYHOTO
CpeACTBA

Cpoxku
BBIIIOJIHEH
ns

[Ixana
OlIEHUBaH
nus

Kpurepuu
OLICHUBAHMS

3HAHUI.
0 0anI0B — 3a7aHNE HE BBIMIOIHEHO.

3 | Jlaboparopu
ast pabota 3

B teuenue
ceMecTpa

10 6ammoB

10 6am10B - CTY/IEHT IPABUIIBHO BbBIIIOJIHUII
3aganue. [lokazan oTIMYHbIC 3HAHUS, HABBIKH U
YMEHUS paMKax OCBOEHHOTO y4eOHOTO
Marepuara.

5 6amia - CTyACHT BBITIOJIHHII 33/1aHUE C
HeOosbImMMy HeTouHocTsIMU. [Tokazan xoporme
3HAHUS, HABBIKK M YMEHHSI PAMKaX OCBOSHHOTO
yueOHOro Marepuana.

3 Gajuia - CTyJIEHT BBITIOJIHWJI 3a/IaHUE C
CyIIeCTBEHHBIMU HeTOUHOCTsIMU. [Tokazan
yJIOBJIETBOPUTEILHBIC 3HAHUS, HABBIKUA M YMEHUS
paMKax OCBOEHHOTO YU4eOHOTO MaTepHara.

2 Gayuta - TIpH BBITIOJTHEHUH 3aJIaHHSI CTYACHT
IPOJEMOHCTPHUPOBAJT HEJOCTATOUHBIA YPOBEHB
3HAHUMU.

0 GayuToB — 3a7aHKE HE BBHITIOJIHEHO.

4 | PacueTHo-
rpadguveckas
pabota

B teuenune
ceMecTpa

15 6amoB

15 6aytoB - CTYJIEHT MPABUIIHHO BBITTOTHHUIT
3aganus. [lokasan oTIMYHbIE BIaICHUS HABBIKAMU
MIPUMEHEHUS IOJYYCHHBIX 3HAHUM U YMEHUH MpU
perieHny mpodeccuoHaNbHBIX 337a4 B paMKax
YCBOEGHHOTO yyeOHoro Matepuasna. OTBeTHI Ha
BCE JOTOJIHUTENIbHBIE BOIIPOCHI HA 3aIUTE.

10 6ay1oB - CTYJCHT BBITIOJIHUJ 33JIaHUE C
HeOoIbIIMMU HeTouHOCTAMU. [lokazan xopoiue
BJIa/ICHUS HaBbIKAMU IPUMEHEHUS OJTyYSHHBIX
3HAHWUW U YMEHHU TIPU PEIICHUN
npodeccuoHaNbHBIX 3374 B paMKaX YCBOCHHOTO
yuebHoro marepuana. OTBeTus1 Ha OOJIBIIMHCTBO
JOTIOTHUTEIBHBIX BOIIPOCOB Ha 3aIlIHTE.

5 6ayIoB - CTYJCHT BBITIOJIHUII 33/1aHUS C
CyILIECTBEHHBIMU HeTOUHOCTAMHU. [Tokazan
yIOBJIETBOPUTEIILHOE BJIaJICHHE HABBIKAMU
MPUMEHEHHUS MOJTyYeHHBIX 3HAHUN ¥ YMEHUI npu
pelieHny npohecCHOHANBHBIX 337a4 B paMKax
YCBOEGHHOTO yyeOHoro matepuana. [Ipu oTBeTax
Ha JIONOJIHUTENIbHBIE BOIIPOCHI HA 3alIUTe OBbLIO
JIOIYILIEHO MHOT'O HETOYHOCTEM.

0 GamyoB - MpHU BBIIOJHEHUU 3aJaHUSI CTYIEHT
MPOJIEMOHCTPUPOBAJI  HEJIOCTATOUYHBI  YPOBEHb
BJIQJICHUS] HABBIKAMHU IPUMEHEHHUS MOJYyYEHHBIX
3HaHUU u YMEHUI npu peneHnu
npodeccHoHanbHBIX 33/1a4 B paMKaX YCBOCHHOTO
yueOHOoro  matepuana. llpu  oTBetax Ha
JOTIOTHUTENIbHBIE BOMPOCHl HA 3alUTe OBLIO
JIONYIIEHO MHOKECTBO HETOYHOCTEH.

HUTOI'O:

45 GayuioB




HanmenoBan
Cpoxu [Ixaia
ue Kpurepuu
BBITIOJIHEH | OICHWBAH
OLIEHOYHOTO OIICHUBAHUS
us ust
cpeacTBa
Kpurtepun o1ieHKH pe3ylbTaTOB 00yUSHHS 110 TUCHUTUIMHE!
0 — 64 % or MakcHMaJbHO BO3MOXHOH CyMMBI OaJIoOB — «HEYIOBJIETBOPUTEIHHOY

(HEIOCTAaTOYHBIM YPOBEHD ISl IPOMEXYTOYHON aTTECTAlUU N0 AUCIUILINHE);

65 — 74 % OT MaKCUMaJIbHO BO3MOYKHOH CyMMBI OAJIOB — «yJOBJIETBOPUTEIHHOY (TIOPOTOBBII
(MUHUMAJIbHBIN) YPOBEHbD);

75 — 84 % OoT MakCUMaJIbHO BO3MOXHOU CYyMMBbI 0aJJIOB — «XOPOLIO» (CPEAHUN YPOBEHB);

85 — 100 % oT MakCMMaJlbHO BO3MOXXHOH CYMMBI OalJIOB — «OTIMYHO» (BBICOKUH
(MakcuMaNbHbIN) YPOBEHB).

3 TunoBble KOHTPOJILHBbIE 3aJaHUSI WM HHBbIE MATEPHAJIBI, HEOOXOAUMBIE 15l
OLICHKHU 3HAHUI, YMEHH I, HABBIKOB U (MJIM) ONBITA AeSITeJIbHOCTH,
Xapakrepusymwouue npouecc GopMupoBaHUsA KOMIIETEHUUI B X01€e OCBOCHUS
o0pa3oBaTe/IbHON NPOrPaMMBbI

KoHTpoJibHBbIE BONIPOCHI:

1. Kak ybenuthcsi B TOM, 4TO (hailiibl, 3arpy’KaemMble U3 CETU p2p, HE 3alIUILEHbl aBTOPCKUM
IIPaBOM M HE COZAEpKaT BPEJOHOCHOE IPOrpaMMHoe o0ecrieueHue?

2. Kak yoenutbcst B TOM, UTO (aiiibl, 3arpykaeMbl€ U3 OJTHOPAHTOBOM CETH, HE 3aIUIIICHBI
ABTOPCKUM MPABOMU HE cojiepxat BpeaoHocHoe [107?

3. HHCTpyMEeHT MOCTpOEeHUS paclpeesieHHOM ceTr XpaHeHUsl HHbopMaIu,
MIPEIOCTABIISIIOIINI Psi/i TApAHTHI B YCIIOBUAX B3aUMHOTOHEOBEPUS YIaCTHUKOB.

4. Crpoka cuMBOJIOB (OMTOBAsi CTPOKA), UCTIOIb3YeMaSKPUNTOTpahUIECKUM aJITOPUTMOM
npu U POBaAHUH U e (OPOBAHUN COOOIICHUM, TOCTAHOBKE U MPOBEPKE ITU(PPOBOI
MOATMKCH, a TAKXKe UICHTHU(PHKAIUH.

5. HmymiecTBo B 31€KTpOHHOU (popme, CO3AaHHOE C UCIIOIb30BaHUEM MIN(PPOBATIBLHBIX
(kpunTorpadUUECKHUX) CPEIICTB.

6. TexHONOTHS, MMO3BOJIAIONIAS IPOBOJUTH 0OMEH HHPOPMAIHEH (TPaH3aKIIUSIMH ) MEKTY

y3JIaMH B ceTU 0e3 mpeBapUTeNbHOM 3anKcy B OJIOKUYCHH.

JlesTenbHOCTh IO BAJIMJIAIIMK TPAH3AKIUI Ha OJIOKUYEHHE.

8. Opnnopanroas uQpoBas JEHEKHAs CUCTEMa, TOCTPOCHHAs Ha KPUITOTpadhudecKux
aIropUTMax

9. Kpunrorpaduyeckuii X311 OTKPHITOrO KIHOYA.

10. [letenTpann3oBaHHOE B3aUMOJCHCTBUE MEXAY IBYMs U OOJiee CTOPOHAMU B CETH

11. TexHonOTHUs, TMO3BOJISIIONIAS YBEIUYHUTHh CTENEHb AHOHUMHOCTH KPHUIITOBATIOTHBIX
TpaH3aKIUH.

12. Ocobennocth nporokosa Bitcoin, koTopasi MO3BOJISET HOAAM 3aBEPATh TPaH3aKLUIO 0e3
3arpy3KH MOJHOU I[ENOYKH OJIOKOB.

13. I[Inardopma, ocHOBaHHAsE HA OTKPBITOM KOJIE, TJ€ pa3paObOTUMKU CO3/1AI0T U 3aMyCKaroT
JCIIEHTPAIN30BAHHbIE TPUIIOKEHUS, KOTOPHIE MOBBIMAIOT IEHHOCTh JKOCHUCTEMBI
Ethereum.

~




JIuct perucrpanun udmenenuid k PI1/1

Howmep nmportoxona 3aceganus kadenpsl,
JlaTa YTBEPKACHUS U3MEHEHUS

KomnnuectBo
CTpaHHUI]
N3MCHCHUA

[Tonnuce
pa3zpaboTunka
PIIJ
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