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1 OO6uume mojoxKeHus

PaGouas mporpamma u pOH]] OLIEHOUHBIX CPEJCTB AUCHUIUINHBI «3amuTa HHHOpMaITUn)
COCTaBJICHBI B COOTBETCTBUH C TPeOOBaHUAMHU (peZiepaibHOro rOCyJapCTBEHHOTO 00pa3oBaTeib-
HOTO CTaHJapTa, YTBEPKICHHOTO Mpuka3zoM MuHoOpHayku Poccuiickoit denepariuu , 1 OCHOB-
HOM npodeccroHabHON 00pa30BaTeIbHON MPOrPAMMBI MMOATOTOBKH «MaTeMaTHIeCKOE H KOM-
MBIOTEPHOE MOJICIIMPOBaHUE» 110 HarpasiieHuto nmoArotoBku «01.03.04 Ipuknagnas maTema-

TUKa».
3amaun JlaTh cTyneHTaM cUCcTeMy 3HAHUM MO0 OCHOBaM MH(GOpPMallMOHHON 6e301acHo-
ARCHHUILTHHBI CTH, TOHUMaHKE BaXXHOCTH 3aIIUTHI HHPOPMALIMH, ITPaB rpax1aH Ha JOCTYH K

nH(pOpMaLIUY, HAYYUTh TPAKTOBATh U IPUMEHSTH 3aKOHBI, IEHCTBYIONINE B

chepe nHHOpMaATMOHHON OE30IMACHOCTH W KOMIBIOTEPHBIX MPECTYIUICHUH.
OcHoBHBIE OcCHOBBI IPAaBOBbIX METOAOB 3AIMTHI HHGOPMaLIU¥ AaBTOMATH3HPOBAH-
pasnerst / TeMBI | yoijf cHCTeMbI.: 3aKOHOIATEIBCTBO B 001aCTH nH(POPMAIMOHHON Oe30IMacHO-
JUCLUTIIUHBI

cti, AaTuBUpychl, TexHuueckas 3anmra HHGOpMaIi,

OCHOBBI OPraHM3aLMOHHON U AAMUHUCTPATUBHOM 3a1MTHI HH(oOpMa-
nuu.: OcHOBEHI 3anuThl HHPopManuu, [ToauTrka nHGopmManmoHHoOM Oe3ormac-
HOCTH, PernamMeHTHI U OI0KEHUS,

3ammTa ot HCJ: [IporpaMMHO-TEXHUYECKHUE MEPHI T10 3antuTe nHpopma-
1uu, CpeacTBa 3alUThl OT HECAHKIIMOHUPOBAHHOTO TOCTYIIAa K MH(POPMALIHH,
3ammuTa ceTH npeanpusTHs: 3amuTa nepumMerpa cetu, Padbora ¢ mexcere-

BbIMHU 3KpaHaMH,

2 IlepeuyeHb NJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHUs MO JUCHUIINHE (MOY.I10),
COOTHECEHHBIX C HHIMKATOPAMH JOCTHKEHHS] KOMIIeTeHIUH

[Tpomecc n3ydeHus AUCIUILTUHBI «3ammTa HHGHOPMAIIMN» HAIIPaBJICH HAa (OPMUPOBAHUE
cnenyromux kommnereHuu B cootBeTcTBUU ¢ ®I'OC BO u ocHOBHOI 00pa3oBaTeNbHOI Mpo-

rpaMMmoii (tabnuua 1):

Ko 1 HaumeHoBanue
KOMIIETEHIIUHA

Nuaukatopel JOCTUXEHUS

[Tnanupyembie pe3ynbTaTsl 00y-
YEeHHUsI 110 TUCHUTIINHE

O6menpodeccronanbHbIe

OIIK-3 Cnocoben pe-
1aTh CTAHIAPTHBIC 3a-
Jauu npodeccruoHanb-
HOM IeITeNbHOCTH Ha
OCHOBE HMH(poOpMalHU-
OHHOM W OuOnHorpa-
(buveckoil KyJIbTyphl C
npuMeHeHueM uHdop-
MaIMOHHO-KOMMYHH-
KallMOHHBIX TEXHOJIO-
TUH U C y4E€TOM OCHOB-
HBIX TpeOOBaHMI WH-
¢dopmanoHHoit  Ge3-
OTIaCHOCTH;

OIIK-3.1 3HaeT NpUHLHMIBI, Me-
TOJBI M CPEJICTBA PEIICHUS CTaH-
JapTHBIX 3a1ad MpodeccuoHalb-
HOW JIeSITeTbHOCTH HAa OCHOBE WH-
¢dopmanvoHHoil u 6ubmmorpadu-
YEeCKOH KyJIbTYpPHI C IPIMEHEHHEM
MH(POPMAIIMOHHO- KOMMYHHUKAIH-
OHHBIX TEXHOJIOTUM U C YYETOM OC-
HOBHBIX TpeOoBaHMN HH(OpMAaIH-
OHHOM Oe3onmacHOCTH
OIIK-3.2 VYwmeer pewmarb CTaH-
JapTHBIE 3a7add MPOPECCHOHATh-
HOMW JIeSITeIbHOCTH HAa OCHOBE MH-
¢dbopmarmonHo u o6ubMorpadu-
YEeCKOH KyJbTYpPbI C IPUMEHEHHEM
WHPOPMAIIMOHHO KOMMYHHUKAITH-
OHHBIX TEXHOJIOTHH M C y4eToM

3HaeT  METOIMKY  3allIUTHI,
IIpEeNOTBpAIllEHUs IIOTEPh U IIO-
BPEXKJAECHUN JaHHBIX B IpO-
IrpaMMHOM oOecrieueHn U KOM-
IBIOTEPHBIX CETAX

YMeer opraHu3oBaTh 3aIIATY U
NpeOoTBpAlLlleHHe TOTeph JaH-
HBIX B IIPOrPaMMHOM o0ecreue-
HUU U KOMIIBIOTEPHBIX CeTsIX
BnazleeT HaBbIKaMM 3alllUTHI H
NPEeJOTBPALLICHUsS TOTEePh JIaH-
HBIX B IPOrPaMMHOM o0ecreue-
HUU U KOMITBIOTEPHBIX CETAX
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OCHOBHBIX TpeOoBaHUI MH(pOpPMa-
[MOHHOMN 0€30I1aCHOCTH
OIIK-3.3 Bnaaeer HaBbIKaMu pe-
IICHUSI CTaHIAPTHBIX 3a7ad Ipo-
(heccHOHaTBHOW NIeATETHPHOCTH Ha
OCHOBE MH(OpPMAIMOHHON 1 OHMO-
THOTpaPUUECKON KYIbTYPHI C ITPH-
MEHEHHEM HH(OPMAIMOHHO-KOM-
MYHUKAIIMOHHBIX TEXHOJOTHU U C
Y4ETOM OCHOBHBIX TpeOOBaHHIA
nHGOPMAIIMOHHOM 0€30MaCHOCTH

3 MecTo IMCHMILIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTebHOii MporpaMMsl

JlucruruinHa BXOAUT B cocTaB 0y10ka | «/{ucuuminHbl (MOIyIM)» U OTHOCUTCS K 00s13a-
TEJIbHOMN YaCTH.

Mecto aucuuminnsl (3Tan GopMUPOBAHUS KOMIIETEHIIMH ) OTPaXXEHO B cxeMe (popMupo-
BaHUsI KOMIETEHIMH, IPEICTaBICHHON B OKyMeHTe OyeHouHvle Mamepuaisl, pa3MelleHHOM
Ha caiite yauBepcurera WWW.knastu.ru / Haw ynuseepcumem / Obpazosanue 01.03.04 Tlpuxan-
Hast MaTeMatuka /Oyenounvie Mamepuaist).

HuctunnnHa ««CeTu U CUCTeMBI Tepenadyd UHPOpMaluu»» YaCTUYHO peaTnu3yeTcss B
dbopMme npakTuyeckoii moAroToBku. [IpakTudeckast moAroTOBKa OPraHU3yeTCs MyTeM MPOBEACHHUS
/ BBITIOTHEHUS JTAOOPATOPHBIX PadoOT.

4 CopepxaHue TUCHHUILVINHBI (MOYJIs1), CTPYKTYPUPOBAaHHOE 10 TeMaM
(pazaenaMm) ¢ ykazaHueM OTBeIEHHOI0 HA HUX KOJIMYeCTBa aKaJeMHU4eCKHX
YacoB U BHJI0B yueOHOH padoThI

4.1 Crpykrypa M coep:KaHHe JMCHUILIHHBI 1JIs1 04HO# (popMBbI 00yUeHH s

Jucnuminna «3amnmra nHpopMaIum» u3ydaercs Ha «4» Kypce B «7» cemecTtpe(ax).

O6mas Tpy10€MKOCTh TUCITUILIMHBI COCTaBnseT 4 3.e.,__ 144 Y., B TOM YHUCJIE
KOHTaKTHasi paboTa o0yJaromuxcs ¢ rnmpernogasatenem 48 4., IPOMEXKYTOYHAs aTTeCTaIus
B popMe 3ayeTa C OLICHKOH __ - 4., caMOCTOsITeNIbHas paboTa o0yJaromuxcs, 96 .

Bunsr yue6HOI paboThI, BKIFOYAsT CAMOCTOSITENTEHYIO
paboTy 00y4JarmuXcsi ¥ TPYAOEMKOCTh (B yacax)
KonTakTtHas paborta
HanmMenoBaHue pa3aenos, TeM U Mpero1aBaTelisi C 00yJaromIy-
coJiep>KaHue MaTepuaa MUCS VIKP ITpom. | CP
Tex- [IpaxTu- | Jlabopa- atrect. | C
YecKUe | TOpHBIE
o 3aHTUSL | paboThI
OcHOBBI IPABOBBIX METOJIOB 3AIIMTH HHPOPMAIIMH ABTOMATU3UPOBAHHON CHCTEMBI.
3aK0HOAATEJBCTBO B 00J1aCTH 4
HH(POPMALOHHOH 0€30I1aCHOCTH
OcHosHbie 3aK0Hbl 6 chepe ungop-
Mayuonuou bezonachocmu. OCcHo8-
Hble HOPMAaMmugHble NPasoswle
akmol cghepe uHpOpMaYUOHHOU
bezonacrnocmu.




HawnmeHoBaHue pa3esioB, TEM U
COZIep)KaHue MaTeprasa

Buzpsl yaeOHON paOOThI, BKIIIOYAsi CAMOCTOSTEIIEHYIO
paboTy 00YyJarOIIMXCsl M TPYIOEMKOCTD (B Yacax)

KonrakTHas padota
Mpero1aBaTelisi C 00yJaromIy-

MHUCHA

Jlek-
1005051

[IpakTu-
YecKue
3aHSTUS

JlaGopa-
TOPHBIC
paboTHI

HNKP

IIpom.
aTTecT.

CP

AHTHBHPYCBHI
H3zyuenue &nbsp, anmusupycrvix
npocpamMmam

2

Texnuueckas 3amura ungopma-
187011

3anamue co cpedcmeamu mexHuve-
CKOU 3auumsl UHGhopmayuy om
ymeuku no karnanam ABAK, ADII,
IIDOMU.

10

24

OCHOBEI 0pFaHH3aHHOHHOﬁ U aIMUHHUCTPATHBH

OU 3aIUATHI

uHpopM

aln

OcHOBBI 32a1IUTHI HHGOPMATHHT
OcHogbl nOIUMuKY UHGOPMAYUOH-
Hol bezonachocmu. Memoouxa op-
2aHU3AYUU U YNPABILEHUsL CLYIHCO 3a-
wumul uHgpopmayuu. Paspabomxka
AOMUHUCMPAMUBHBIX MeD UHDOP-
MAYUOHHOU OE30NACHOCU.

4

MoanTuka uHpopMauMOHHOK
0e3omacHoCTH

Paspabomxa norumuxu unghopma-
YUOHHOU be3onacnocmu

PersiaMeHTBI M M10J10KeHUS
Paspabomxa aomunucmpamusHnvix
Mep no ungopmayuouHou bezonac-
Hocmu

24

3amnra

or HCJ]

IIporpaMMHo-TeXHHYECKHE MepPbl
1o 3ammre nHpopmauuu

Cocmag u obopyoosarnue npozpam-
MHO-ANNAPaAmMHbIX KOMNIEKCO8
obecnevenusi UHGPopMayUoHHOU
bezonacnocmu

CpeacTBa 3a1IUTHI OT HECAHKIIU-
OHHMPOBAHHOIO 10CTYNAa K HH(OP-
Malnuu

Yemanosxka u nacmpotixa Secret
Net Studio

24

3amuTa ceTu NpEeAnpUsITHS

3amuTa nepuMeTpa ceTu

|
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Buzpsl yaeOHON paOOThI, BKIIIOYAsi CAMOCTOSTEIIEHYIO
paboTy 00YyJarOIIMXCsl M TPYIOEMKOCTD (B Yacax)
KonrakTHas padota
HawnmeHoBaHue pa3esioB, TEM U Mpero1aBaTelisi C 00yJaromIy-

coJiepKaHue MaTepuaia MHUCS VIKP [Ipom. | CP
Tlex [Ipaktu- | JlaGopa- arrect. | C
YEeCKUE | TOpHBIE
02078
3aHsTHSL | pabOThI
Pabota ¢ Me:kceTeBBIMHU IKpa- 4
HAMM
Yemanosxka u nacmpoiixa medrcce-
MesblX IKPAHO8.
- 24
UTOro
16 32 96
10 JMCIUIIHHE

5 OueHoYHbIE CPeACTBA /1JI51 MPOBeAEeHUS TEKYIEero KOHTPOJIsl U
NMPOMEKYTOYHOM aTTeCTAlUM 00YYAIOIIUXCS 10 JUCHUILIMHE (MOAYJII0)

@DOH/bI OLIEHOYHBIX CPEJICTB JIJIS IPOBEACHHS TEKYILEr0 KOHTPOJIS YCIIEBAaeMOCTH U MPO-
MEXYTOYHOM aTTeCTallud OOCYKIAIOTCS W YTBEpXKAArOTCs Ha 3acemanuu Kadenpsl. [TomHbrii
KOMIUIEKT KOHTPOJIBHBIX 3a/laHU{ MM MHBIX MaTe€pHaoB, HEOOXOAUMBIX JJIsl OLIEHUBAHUS pe-
3yJIbTaTOB OOyUYEHUS 110 TUCIUILINHE (MOAYIIO) XpaHUTCS Ha Kadenpe-pazpaboTunke B OymMax-
HOM WJIM 3JIEKTPOHHOM BHJI€, TaK)Ke (DOH/IbI OLIEHOYHBIX CPEACTB JOCTYIHBI CTYACHTaM B JINY-
HOM KaOuHeTe — pa3jiesl yueOHO-MeToAuYecKoe o0ecreueHue.

6 YueOHO-MeTOOAMYECKOEe M HHPOPMALMOHHOE 00ecedeHHe TUCIUTITUHBI
(MmonxyJis)

6.1 OcHoBHasi ¥ 1O0NOJIHUTEJILHAS JUTEepaTypa

[TepeueHp peKOMEHIyeMOIl OCHOBHOM M JOTOJHUTEIBHOW JIUTEPATyphl MPEICTaBICH Ha
caiite yauBepcutera WWW.Knastu.ru / Haw ynueepcumem / Oopaszosanue / 01.03.04 TlpukiaaHast
mareMaTHka / Pabouuii yuebuwiti nian / Peecmp aumepamypeol.

6.2 MeToauyeckue yKa3aHusi Il CTYJI€HTOB 110 OCBOEHHIO I CHMILIMHBI

6.3 CoBpemennblie npodeccuoHaTbHbIE 623bI JAHHBIX H HH(OPMALIMOHHbIE

CMpaBO4YHbIC CUCTEMbI, UCITI0JIb3YEMBbIC IIPA OCYINECTBJICHUHA 06p330BaTe.TILHOFO
npomecca mo IMCUUIIJIMHE

Kaxxnomy oOygaronumycst odecriedeH JocTy (yaaJleHHbBIN TOCTYIT), B TOM YHCIIE B CITy4dae
MPUMEHEHHUS JIEKTPOHHOTO 00YUEHUs, TMCTAaHITHOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHM, K COBpE-
MEHHBIM TIPO(ECCUOHATBLHBIM 0a3aM JaHHBIX U HHPOPMAITHOHHBIM CITPABOYHBIM CHCTEMaM, C KO-
TOPBIMH Y YHUBEPCHUTETA 3aKIIFOUEH JOTOBOP.

[Tepeuenr pexoMeHayeMBIX MPOGECCHOHANBHBIX 0a3 MaHHBIX M WHOOPMAITMOHHBIX
CIPAaBOYHBIX CUCTEM IPEJCTABIICH Ha CaliTe YyHHUBepcuTeTa WWW.Knastu.ru / Haw ynuseepcumem /
Oobpaszosanue / 01.03.04 [lpuknagnas matematuka / Paboyuii yueonwiii nian / Peecmp OBC.
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AkTtyanbHasg HHGOpMAIMS MO 3aKJII0OYEHHBIM Ha TEKYIIHHM y4yeOHbIN ToJ] JoroBopam mpu-
BeJicHa Ha cTpanulie Hayuno-rexanueckoit oudnmmnorexu (HTH) Ha caiite yaHuBepcurera
https://knastu.ru/page/3244

6.4 IlepeyeHb pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHHUKANMOHHOM ceTH
«HTEepHET», HEOOXOAMMBIX /JIsl OCBOECHHS TUCIHUILTUHBI (MOIYJIs)

Ha ctpanunie HTH M0XHO BOCIIOIB30BaThCSl HHTEPHET-PECYPCAMK OTKPBITOTO IOCTYIIA TI0
YKpYIIHEHHOU rpynne HamnpasieHuid u cnenuainbHocteil (YI'HC) 01.03.04 Ilpuxiiagnas matema-
THKA

Hayunas snextponnas 6ubnuoreka Elibrary http://elibrary.ru.

C 1enpro OBBIIIECHHS KAaYeCTBa BEICHUSI 00pa30BaTEIbHOM ISATEIIbHOCTH B YHUBEPCUTETE CO-
3/1aHa JIEKTPOHHAass MHPOPMALMOHHO-00pa3oBarenbHas cpena. OHa Mmojapa3syMeBaeT OpraHu3a-
U0 B3aMMO/ICHCTBHS MEXy O0YYarOIUMICS U MPETOIaBaTeNIIMU Yepe3 CUCTEMY JIMYHBIX Ka-
OMHETOB CTY/ICHTOB, PACIIONIOXKECHHBIX HA OPUITMATILHOM CaliTe yHUBEPCUTETA B MH(DOPMAIIMOHHO-
TeJIEKOMMYHUKAIIMOHHON ceTH «HTepHeT» 1o anpecy https://student.knastu.ru. Co3ganHas uH-
dopmMannoHHO-00pa3oBaTenbHas CpeJa IMO3BOJSIET OCYIIECTBIATH B3aMMOJACHCTBHE MEXIY
YY4aCTHHKaMU 00pa30oBaTEIbHOIO IMPOIEcca MOCPEACTBOM OpraHH3allMy JUCTAHIIMOHHOTO KOH-
CYJBTUPOBAHUS IO BOITPOCAM BBIITOJIHCHUS MTPAKTHYCCKHUX 3aJaHHM.

HaszBanue caiita \ DJIEKTPOHHBIN aJipec
CaiThl 3J1eKTPOHHBIX ()OHIOB HOPMATUBHO-TEXHUYECKON JOKYMEHTAIIUU 110 CTPOUTEIHCTBY
baza maHHBIX HOPMATHUBHBIX JTOKYMEHTOB JJIsI
CTPOUTEILCTBA OecIIaTHas).
BecrutatHast nuH(OpMaIIOHHO-CIIPaBOYHAS CH-
cTeMa OHJIAlH IOCTYIa K MOTHOMY COOpaHHIO http://gostrf.com
TEXHUYECKUX HOPMATHBHO IPABOBBIX aKTOB PD.
TexHnoakcnepT. DNeKTPOHHBIN (HOHI TPABOBOM U
HOPMATHBHO-TEXHUYECKOH TOKYMEHTALINH.

http://www.norm-load.ru

http://docs.cntd.ru

7 OprannzaunOHHO-HeuarornquKne yciaoBusi

Opranuzanus 00pa3oBaTENILHOTO Ipoliecca perjaMeHTUpyeTcs Y4YeOHBIM IUIAHOM H
pacnu-caHueM y4eOHbIX 3aHATHH. SI3bIk 00yueHus (pernoaaBanus) — pycckuid. Jlis Bcex BUIOB
ayJM-TOPHBIX 3aHATUH aKaJIeMHUYECKHUI Yyac yCTaHABIUBACTCS MPOJAOKUTELHOCTBIO 45 MUHYT.

[Ipn dopmupoBanuM cBOEW HHAMBHAYaJbHON 00pa3oBaTeNbHON TPAEKTOpPHH O0yuaro-
IIMHACS UMEET MPaBo Ha Mepe3ayeT COOTBETCTBYIOIUX JTUCIMIUIMH U MPO(ECCHOHAIBHBIX MOJTY-
JIel, OCBOEHHBIX B IMPOIIECCE MPEANIECTBYIOMIETO 00YUEHUs, KOTOPBIA OCBOOOXKIaeT 00ydarolie-
rocsi OT HEOOXOIUMOCTH UX MMOBTOPHOT'O OCBOEHHUS.

7.1 O6pa3oBaTe/ibHbIE TEXHOJIOTHH

VY4ebHblil mporece Npu MpernoiaBaHuK Kypca OCHOBBIBAETCS HA MCTIOIb30BaHUU TPAIUIIH-
OHHBbIX, UHHOBAaITMOHHBIX U I/IH(l)OpMaHI/IOHHI)IX 06p330BaTeHBHLIX TEXHOJIOTHH. Tpa)II/IHI/IOHHI)Ie
o0pa3oBaTesIbHbIE TEXHOJIOIMH MPEACTABICHbI JEKIUAMUA U CEMUHAPCKUMHU (IPAaKTUYECKUMU) 3a-
HATHUAMMU. I/IHHOBaHI/IOHHBIe O6p330BaTeJ'IBHI)Ie TEXHOJIOTHUH UCIIOJIB3YIOTCA B BUJIC IIMPOKOI'o IMpu-
MEHEHHUsI aKTUBHBIX U MHTEPAKTUBHBIX (popM mpoBeneHus 3anatuil. upopmarmonnsie oopazo-
BAaTCJIbHBIC TCXHOJIOTHUU PCATU3YIOTCA MYTEM aKTUBU3allUN CaMOCTOSITEIIbHOMN pa6OTI)I CTYACHTOB
B MH(POPMALIMOHHOW 00pa30BaTeNbHON Cpejie.

7.2 3aHATHA JeKIHOHHOI0 THIA

JIEKIIMOHHBIN KypC MPEanoaracT CUCTeMaTU3UPOBAHHOE M3JI0)KEHHUE OCHOBHBIX BOIIPO-
COB Y4eOHOT0 IJIaHa.
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Ha niepBoii iekuuu JiekTop 00s13aH MPEIyNpeIuTh CTYICHTOB, IPUMEHUTEIHHO K KAKOMY
6a3oBoMy y4eOHUKY (yueOHUKaM, yueOHBIM TOCOOHIM) OyIeT MPOYrTaH Kypc.

JIeKIMOHHBIN KypC JOJKEH J1aBaTh HAUOOJIbIITNI 00beM HH(OpMAITUU U 00ecTiedrnBaTh 00-
Jee TIy00Koe MOHUMaHUe y4eOHBIX BOITPOCOB IPY 3HAUYNTEILHO MEHBIICH 3aTpaTe BpEMEHH, YeM
9TO TpeOyeTcst OONBIIMHCTBY CTYICHTOB Ha CAMOCTOSATEIEHOE U3YUEHHE MaTepraa.

7.3 3aHATHA CEMHUHAPCKOI0 THUIA

CeMuHapcKue 3aHATHS MPEICTABISIFOT COOOM JeTaau3alHio JICKIIMOHHOTO TEOpeTHYe-
CKOTI'0 Marepualia, IPOBOIATCS B LENSAX 3aKPEIICHUS Kypca U OXBAaThIBAIOT BCE OCHOBHBIE pa3-
JeJIBI.

OcHoBHOW (hOpMOI TTPOBEICHHSI CEMHUHAPOB SIBISIETCSA 00CYyXIeHHe Haubosee mpooieM-
HBIX U CJIO’KHBIX BOIIPOCOB I10 OTAEIBHBIM TEMaM, a TAKKe Pazdop MPUMEPOB U CUTYaIUi B Ay IH-
TOPHBIX YCJIOBUSAX. B o6sa3annocTH npenoaaBareiad BXOAAT: OKa3aHHC MeTOI[H‘IeCKOﬁ IIoMomu u
KOHCYJIbTHPOBAHHE CTYJICHTOB I10 COOTBETCTBYIOLIMM TeMaM Kypca.

AKTHBHOCTH Ha CCMHUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIUM KPUTCPUSAM!

* OTBETHI Ha BOMPOCHI, IIPEIaracMbI¢ MPEIOIaBaTeIIeM;

* Y4aCTHE B JUCKYCCHUAX;

* BBIMIOJIHEHHUE TIPOCKTHBIX M UHBIX 3aaHH;

- ACCUCTUPOBAHUE MPETIOIABATEII0 B IPOBEICHUH 3aHITHH.

OTBeT A0JKEH OBITh APryMEHTHPOBAHHBIM, PA3BEPHYTHIM, HE OJTHOCIOKHBIM, COACPKAThH
CCBIJIKM Ha UICTOYHHKU.

JloKI1aipl 1 ONIIIOHUPOBAHKE JOKJIAI0B IPOBEPSIIOT CTEIICHD BIIaJICHHS TCOPETHYCCKUM Ma-
TEPUAJIOM, a TAKIKE KOPPEKTHOCTh U CTPOTOCTh PACCYIKICHHIA.

OueHrBaHUE 3a/1aHHH, BBITIOJIHCHHBIX HA CEMUHAPCKOM 3aHSATHH, BXOJIUT B HAKOIJICHHYIO
OLICHKY.

7.4 CamocrosiTeqibHAs pa0d0Ta 00y4aroOIMXCH M0 JUCUUILIHHE (MOTYJIIO0)

CamocrosrenbHas paboTa CTyIE€HTOB — 3TO NPOLECC aKTUBHOIO, LEJIEHAIPaBIECHHOIO
nproOpeTeHNs CTYICHTOM HOBBIX 3HaHUH, yMEHUH 0€3 HelOCPeACTBEHHOI0 y4acTusl penojana-
TeJsl, XapaKTepU3YIOLIUICS MTPeIMETHON HapaBIeHHOCTHIO, 3()(PEKTUBHBIM KOHTPOJIEM U OIICH-
KO pe3ybTaToB JESTEIbHOCTH 00YyJaroLIerocs.

[{enu camocTOsTENbHOM pabOTHI:

- CUCTEMAaTH3alUs U 3aKPEIUICHUE MTOIYYECHHBIX TEOPETUYECKUX 3HAHUN U IIPAKTUYECKHUX
YMEHUH CTYJICHTOB;

- yriyOJeHue U pacliipeHre TeOPeTUYECKUX 3HAaHUH;

- (hopMHpOBaHNE YMEHUH HCIOJIB30BaTh HOPMAaTUBHYIO U CIPABOYHYIO JIOKYMEHTALHUIO,
CIEUAJIBHYIO JINTEPATYPY;

* pa3BUTHE MMO3HABATEJIBHBIX CIIOCOOHOCTEH, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpraHU30BAHHOCTH;

* (hopMHpOBaHHE CaMOCTOSTEIBHOCTH MBIIIJIEHUS, TBOPYECKON MHULIMATUBBI, CIIOCOOHO-
CTE! K CaMOPa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO U CaMOpeaIn3alti;

* pPa3BUTHE UCCIIEIOBATEIbCKNX YMEHUN U aKaIEMUYECKNX HABBIKOB.

CamocrosTenbHas paboTa MOXKET OCYLIECTBIATHCS WHAMBUIYAIBHO WM IPYNIAMH CTY-
JIEHTOB B 3aBUCHUMOCTH OT II€JIU, 00bEMa, YPOBHS CII0KHOCTH, KOHKPETHOM TeMaTHKHU.

TexHOoJOrHus OpraHU3aIKi CaMOCTOSITEILHON paboThl CTYACHTOB BKIIIOYAET UCIOIb30Ba-
HUE UHPOPMAIIMOHHBIX U MaTepUAIbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynbTaToB BHEAYAMTOPHOM CaMOCTOSATENBHOW pPabOThl CTYAEHTOB MOXET
MIPOXOJUTH B MMCbMEHHOM, YCTHOM WJIM CMEIIaHHOM (opme.

CryneHTbl JOIDKHBI MTOJIXOAUTh K CAMOCTOSITENIbHOM paboTe Kak K HauBa)KHEHIIeMy Cpe/l-
CTBY 3aKpEIUICHHS M Pa3BUTHUS TEOPETUYECKUX 3HAHHUI, BhIpAOOTKE €IWHCTBA B3IJISOB Ha
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OTJEJIbHBIE BOIPOCHI Kypca, IPUOOPETEHHsI OIIPEIEICHHBIX HABBIKOB M MCIIOJIb30BaHUS Ipodec-
CHUOHAJIbHOU JIUTEPaTYpHI.

1.5 MeToauuecKkue PEeKOMEHIANHA JJIsA 06y‘1310HII/IXCﬂ 110 OCBOCHHUIO TUCHUIIJIMHBI

[Tpu n3yueHNH TUCIUIUIMHBI 00YYalOUIMMCS 11eIeCO00pa3HO BHIMOIHATE CIEAYIOIINE pe-
KOMEH/IallUHU:

1. U3yuenne yuyeOHOM TUCHUTUIMHBI JJOJKHO BECTHCH CUCTEMATHUECKH.

2. [Tocne u3yyeHus: Kakoro-inbo paszzena Mo y4eOHHUKY WIM KOHCIEKTHBIM MaTepuaiam
PEKOMEHIyETCs 110 IaMSITH BOCIIPOM3BECTH OCHOBHBIE TEPMUHBI, OIIPEIEICHM S, IOHATHUS pa3/ena.

3. Ocoboe BHHMaHUE CleIyeT YICIUTh BBIIOJHEHUIO OTYETOB MO MPAKTHUYECKUM 3aHs-
TUSM U UHJIMBU]1yaJIbHBIM KOMIIJIEKCHBIM 3a/IaHUSIM Ha CAaMOCTOSATEIbHYIO padoTy.

4. Bes TemaTuKa BOIPOCOB, U3y4aeMbIX CAMOCTOSITEIBHO, 33Ja€TCS Ha JIKIUAX Mpernoja-
BateneM. MM ke naroTcsd MCTOYHMKM (B IEPBYIO OUYEpE]lb BHOBb W3/IaHHBIE B NEPUOAMYECKOMN
HAy4YHOM JUTepaType) 1uist 0oJiee IeTalbHOr0 MOHUMAHUS BOIIPOCOB, 03BYYEHHBIX Ha JICKIIUH.

[Tpu camocTosTensHON POPAOOTKE Kypca 00ydaromuecs T0JKHbI:

- IPOCMAaTPUBATh OCHOBHBIE OIpeIeTICHHS U (PaKThI;

* IOBTOPUTH 3aKOHCIIEKTUPOBAHHbBIN HA JIEKIIMOHHOM 3aHATUN MaTepUaJl U JOIIOJIHUTH €T0
C YYE€TOM PEKOMEHAOBAHHOM 110 JAHHOW T€ME JIUTEPATYPHL;

* U3Y4YUTh PEKOMEH/I0BAaHHYIO JINTEPATYpPY, COCTABIATh TE€3UChI, aHHOTALIUN U KOHCIEKTBI
Hanbosee BaKHBIX MOMEHTOB;

* CAMOCTOSITEJILHO BBINOJIHATD 3a/laHuUsl, aHAJIOTUYHbIE MpEeJlaraéMbIM Ha 3aHATHUSX;

* UCMOJIb30BAaTh JJI CAMOIIPOBEPKH MaTepHalbl (POHIA OIECHOYHBIX CPEACTB.

8 MarepuajJbHO-TEXHHUYECKOE 00ecreyeHue, He00XoauMoe J1JIsi
oCylIecTBJIeHUsI 00pa30BaTeIbHOI0 MpoLecca Mo JUCHUIInHEe (MOAYJII0)
Vraszvieaemcs neobxooumoe 011 o6yyeHus 1uyeH3UOHHOe NpocpamMmHoe obecneyerue, 060py0o-
samue, 0eMOHCMPAYUOHHbLE NPUOOPDL, MYTbIMUMEOULIHbIE CPEOCMBA, YuebHble (hubMbl, Mpena-
Jcepul, Kapmol, NAAKAMbL, HA2ISIOHbIe NOCOOUs, MPeDOBAHUsL K AYOUMOPUAM — KOMNbIOMEPHbLE
K1accol, akademuyeckue uiu CReyuaibHo 060py008anHvle ayoumopuu u 1abopamopuu u m.o.

8.1 JIuneH3MOHHOE U CBOOOTHO PACIIPOCTPAHsIEMOE MPOrPaMMHOe odecreyeHue, He-
M0JIb3yeMoe MPH OCYLIeCTBIEHNHN 00pa30BaTeILHOTO Mponecca
M0 IUCIMIIHHE

YHuBepcuTeT obecredeH He0OXO0IMMBIM KOMIUIEKTOM JIUIICH3HOHHOTO B CBOOOHO pac-
IPOCTPaHIEMOro MPOrpaMMHOT0 0OecrieueH sl, B TOM YHCiIe 0T€YeCTBEHHOro Mpou3BocTBa. Co-
CTaB MPOTPAMMHOTO OOECTIeYeHHUsI, HEOOXOAMMOTO /ISl OCBOCHHS JWCIUILTUHBI, TIPUBEACH Ha
caiite yauBepcurera WWW.knastu.ru / Haw ynusepcumem / Obpazosanue /01.03.04 Tpuknaanast
MareMatuka / Paboyuii yueounwiii nian / Peecmp I10.

AKTyasnbHbIC HA TEKYIUH Y4eOHbII IoJ] peKBU3UTHI / YCIOBUS UCIIOJIb30BAHUS TPOrpaMM-
Horo o0ecrieueHus npuBeeHbl Ha cTpanule U T-ynpasnenus Ha caiiTe yHUBEpCUTETA!

https://knastu.ru/page/1928

8.2 VYuebOHo-1200paTOpHOE 000pPY/IOBAHHE

Tabnuua 6 — Ilepeuens 00opyioBaHUs 1abOPATOPUN
nabopartopust | Cisco packet Tracer,

314/3 | cereii u cuctem | Kommnbroreper ¢ OC Windows wu

nepenaun  uH- | Linux.C kommyramueir nmakeroB — | J{yist mpoBeaeHuUs dKcIe-
dopmanuu CKC FastEthernet, c komMyTarnuei | pUMEHTOB CO CIIEIIAAIb-
kaHaioB  — ATC  Panasonic, | HbIM 000pyIOBaHUEM,
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TeneOHHbIC TIMHUU U AOOHEHTCKUE | U3YYCHUS MEXaHU3MOB H
ycTpoiictBa, GNS3 KOMMYyTaTOpHBI: | CPEACTB 3aITUTHI HH(POP-
Dlink -20 m, Cisco 10 mr, 3COM | manuu. BeimoaHenus na-
3 mrt mapipytusaTopsl: Cisco 5 mt, | 6opaToOpHBIX paboT.
Dlink 1 mr, CheckPoint Utm 2 mr,
touku gocryma: TP Link, TrendNet,
Asus APM c ycTaHOBJIEHHBIM SNOITt,
APM c ycranosineunbiv WireShark,
APM c ycTaHOBJIEHHBIM CPEICTBOM
Anamuza  cereBoro  Tpadduka
AcTpa aHanu3aToOphl KaOEJIbHBIX Ce-
TE aHaIM3aTop ONTHYECKUH Te-
crep-pedrekromerp CKC Tomas
AR8200 (BOJIC), anamuzatop
TrendNet (UTP)

202/5 nabopatopust | VipNet Personal FireWall cucremsr
0€30MacHOCTH | 3alIUTHI OT yTeuku AaHHbIX APM c
cereit OBM ycranoBieHHoi McAfee DLP, Jlnst mpoBeieHus Kce-
APM c ycranoBneHHoil Secret Net | pUMEHTOB CO creIHalIb-
Studio 8 cucrembl 0OHapyXeHHUs | HBIM 000OpYJOBaHUEM,
KOMITBIOTEPHBIX aTaK BwIe/eHHbIC | M3ydeHHEM MEXaHU3MOB
APM c ycranoBieHHoil Secret Net | u cpeicTB 3alIUThI UH-
Studio 8 COB 2 mr. Cucremsl | hopmarmn. BeimonHeHus
yrayOJIeHHOW TIPOBEPKU CETEBBIX | 1a0OpaTOPHBIX PaboT.
naketoB: APM ¢ yCTaHOBJIIEHHBIM
Snort, APM c¢ ycTaHOBICHHBIM
WireShark, Amnanns3a ceTeBoro
tpadPuka Actpa

MEKCETEBBIE KPAHBI:

CheckPoint Connectra, Cisco ASA
5505, IIYC Konrunent, Secret Net
Studio 8, Cisco PIX 2 mr

8.3 TexHuueckHe U YJTeKTPOHHbBIE CPEACTBA 00yUeHUSs

JlekimoHHbIE 3aHATHSA

AyIuTOopuH JUIS JEKIIMOHHBIX 3aHATHH YKOMIUIEKTOBAaHbI MEOEIbI0 M TEXHUYECKUMHU CPel-
CTBaMU 00y4eHMsI, CITyKalllUMU JJIs peicTaBleHusl yueOHoM nHdopmanny 00nbIIoN ayuToOpun
(HaboPBI IEMOHCTPALMOHHOTO 000pY0BaHUs (IPOEKTOP, IKPaH, KOMIbIOTEP/HOYTOYK), yueOHO-
HarJsiiHbIe TOCOOMSI, TEMATHUYECKHUE UILTIOCTPALIH).

JlabopaTopHbIe 3aHATHS

Jlist mabopaTopHBIX 3aHATUN UcTIONb3yeTcs ayautopusi No 202 | ocHamieHHas 000pya0-
BaHHEM, YKa3aHHBIM B Ta01. 6:

JlononHUTENbHO UCHOIB3YeTCA 1a00paTOpus 3alIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CHU-
crem ayautopus Ne319 3 kopnyc, ocHamenHas 8 [I9BM. Kommiekt MynsTuMenuitnoro ooopy-
noBanust DALLAS LOCK 8.0-C 50197-9111-268 na 5 kmuentoB, CKAHEP-BC HITDII.00606-
01, Perucrpauunonnsiii Homep: 202204-180334, Konuuectso ip-aapecoB — 8, DALLAS LOCK
8.0-C 47488-9375-279 Ha 5 KIIMEHTOB BKJIIOUas eHTp yrpasieHus, Ckanep-BC 12/3  cme-
[uanbHas Bepcus 171 yueOHbIX 3aBenenui, Secret Net Studio 8 13A6E7 na 10 kiineHTOB BKIItOUast
nenTp ynpasnenus, Kpunrollpo CSP (Bxirouaer Kpunrollpo TLS) DU36X-K0000-00XKY -
NXA3M-XXXXX, ldeco Hardware Appliance — 10 3aperucTpupoBaHHBIX MOJIb30BATENCH
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CamocrosiTenbHas padoTa.

[TomereHust st CaMOCTOSITENbHOM pabOThl OCHAIIEHBl KOMIBIOTEPHOI TEXHUKOW C BO3-
MO>KHOCTBIO TIOJIKITFOUCHHS K ceTH «MHTepHeT» M JOCTYIOM K 3JIEKTPOHHON MH(OpMAIMOHHO-
obpazoBarenbHoi cpene KHATY:

- yutansHbIi 3a1 HTB KHATL'Y;

- KoMIbloTepHbIE Kinacchl (aya. 311 kopmyc Ne 5, ayn. 205 kopmyc Ne 5, ayn. 313 xopmyc
Ne 5).

9 MHHble cBeaeHUs

MeTOIlI/I‘IeCKI/Ie PEKOMEHIAIINH I10 oﬁyqenmo JMI ¢ OrpaHU4Y€HHBIMHA BO3MOYKHO-
CTSAMHU 310POBbA U HUHBAJIMAOB

OcBoeHME NTUCHUIUIMHBI O0YUYaIOLUMUCS C OTPAaHUYEHHBIMU BO3MOYKHOCTSIMHU 3/10POBbSI
MOYET ObITh OPraHM30BAHO KaK COBMECTHO C APYTUMH 00y4aroIUMUCS, TaK U B OTEIbHBIX IPYII-
nax. Ilpeamnonaraiorcs cnenuaibHbIE YCIOBHS IS TOJyYEHHUs] 00pa3oBaHMs 00yJarOIIUMHUCS C
OrpaHUYEHHBIMU BO3MOXXHOCTSMU 3/J0POBBS.

[Tpodeccopcko-Tienarorn4eckiii CocTaB 3HAKOMHUTCS C IICUXOJIOTO-(PU3UOIOTHICCKUMU
0COOEHHOCTSAMH 00YYaIOLINXCSl MHBAJIHMIOB U JIUL C OTPAHUYEHHBIMUA BO3MOXHOCTSIMU 3/10POBb,
WH/IMBUYaJIbHBIMU IPOTpaMMaMH peaOdUINTalui HHBAIHUIOB (pH Hasmuum). [Ipu HeoOxoaumo-
CTH OCYLIECTBIISIETCS JOMIOJIHUTENbHAS TTO/IEPKKa [TPETo1aBaHusl ThIOTOPaMH, IICUXO0JI0raMH, CO-
LUAIbHBIMU pa0OTHUKAMHU, IPOIIEIINMHU [TOATOTOBKY aCCUCTEHTaMHU.

B cooTBeTcTBHM ¢ METOAMYECKUMHU pekoMeHaauussMu Munoopaayku PO (yTB. 8 ampens
2014 r. N AK-44/05BH) B Kypce IpeAIoaraeTcsi HCIoib30BaTh COLUAIBHO-aKTUBHBIEC U pedliek-
CUBHBIE METO/1bI 00 yUEHMSI, TEXHOJIOTUU COLIMOKYIBTYPHOM peabnInTaIuy C 1eIbI0 OKa3aHUs M0-
MOIIY B YCTAHOBJIEHUH MOJHOLIEHHBIX MEKJIMYHOCTHBIX OTHOLIEHUM € APYTUMU CTYAEHTaMHU, CO-
3JaHUHU KOM(pOPTHOIO ICUXOJOTHMUYECKOro KiMMmara B cTyiaeHueckoi rpynme. I[Tonbop u paspa-
00TKa y4eOHBIX MaTepHAIIOB TIPOU3BOJISATCS C YIETOM IPEAOCTABICHHS MaTepHrajia B Pa3TUIHbIX
dopmax: ayquanbHOW, BU3YyaJIbHOM, C UCIIOIB30BAHUEM CIIELUAIBHBIX TEXHHUUECKUX CPEICTB U
MH(OPMALIMOHHBIX CUCTEM.

OcBoenue aucuuminHb aunaMu ¢ OB3 ocyiiecTBiisieTcs ¢ HCTI0JIb30BaHUEM CPENICTB 00Y-
YEeHHsI 00IIEro U CHEeNHaIbHOTO Ha3HAYEHUS (IEPCOHAIIBHOTO U KOJIEKTUBHOT'O MCTIOJIb30BAHMS).
MarepuanbHO-TEXHHUYECKOE OOECIeUeHne NpeaycMaTpuBaeT MPUCIOCOOIeHHE ayauToOpuil K
Hyx1am jun ¢ OB3.

®opma NpoBeACHUs ATTECTALMK ISl CTYACHTOB-UHBAINIOB YCTAaHABIMBAETCS C YUETOM
WHIUBUIYAIbHBIX TIcCUX0odu3ndeckux ocooennocrent. s crynentoB ¢ OB3 npemycmaTpuBaeTcst
JnocTynHas popMa npeaocTaBIeHHs 3a/JaHU OLIEHOYHBIX CPEJICTB, @ HMEHHO:

* B TIEYAaTHOM MJIM NEKTPOHHOU opMe ([UIsl JIUILL C HAPYLIEHUSIMU OITOPHO-/IBUTaTEIbHOTO
amnmapara);

* B IIe4aTHOM (hopMe WIIH DJIEKTPOHHOM (popMe C YBETUUEHHBIM MIPU(PTOM U KOHTPACTHO-
CTBIO (U151 JIUI] C HApYILIEHUSIMH CIIyXa, peuH, 3peHus);

* METOJIOM YTEHHS aCCUCTEHTOM 3a/laHusl BCIYX (IUIs JIUI] C HAPYIICHUSIMU 3PEHUS).

CryneHTaM ¢ MHBaJIMIHOCTBIO YBEIMYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BOMPOCHL. J[JIs1 TAKMX CTYAEHTOB IpeycMaTpUBaEeTCs TOCTyIHas popMa npeaocTaBie-
HUS OTBETOB Ha 33JaHUs, @ UMEHHO:

- MIUCbMEHHO Ha Oymare 1 HabopoM OTBETOB Ha KOMIIbIOTEPE (/JIs1 JIUIL C HAPYIIEHUSIMU
clIyxa, peun);

- BHIOOPOM OTBETa U3 BO3MOYKHBIX BAPUAHTOB C UCIOJIb30BAaHUEM YCIYT aCCUCTEHTA (IS
JIMII ¢ HAPYIICHUSIMU OMOPHO-/IBUTaTEIbHOIO anmapara);

* YCTHO (JUIs1 JIUI] C HAPYLIEHUSIMU 3PEHMSI, OIOPHO-JBUTaTEILHOTO arapara).

[Tpu HeoOXoaMMOCTH JUIs O0YYarOIUXCS C MHBAJIMIHOCTBIO MPOLIEAYpa OLEHUBAHUS pe-
3yJIbTaTOB O0yUYEHUSI MOKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB.
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