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1 O01mme moJ10KeHU s

PaGouas mporpamma JUCHUILIUHBI «AIMUHUCTPUPOBAHUE CUCTEM U KOMITBIOTEPHBIX CE-
TEil» COoCTaBlIeHA B COOTBETCTBUU C TPEOOBAHUSAMH (e/lepaIbHOr0 rOCyJapCTBEHHOTO 00pa3oBa-
TEJIBHOIO CTaHJAPTa, YTBEPKICHHOrO MpruKkazoM MuHHCcTepcTBa 00pazoBanus U Hayku Poccuii-
ckoit @enepanuu Ne926 19.09.2017, u ocHOBHOU mpodeccCHOoHaTbHONW 00pa30BaTEIBLHOM MPO-
rpaMMbl oarotoBku «lIpoekTupoBanue u peanuzanus UHPOPMAIMOHHBIX CUCTEM U TEXHOJIO-
ruit» no Hanpasiaerno 09.03.02 "MudopmanonHbie CHCTEMBI M TEXHOJIOTHH .

[Tpodeccuonanpusiii crangapt 06.011 «AaMuHHCTpaTOp 0a3 TaHHBIX).

OTo:

3.2 TpynoBas ¢pynkums: Ontumuzanus GyHkurnonupoBanus b1,

3.3. Tpynosas pyukuus: [IpegoTBpaienue noTepb U MOBPEKICHUHN TaHHBIX.

3.4. Tpynosas ¢pynkuus: Obecrneuenne nHGpopMaMoOHHON O6e30macHoCcTH Ha ypoBHE B/I.

[Mpodeccnonanbhusiii crangapt 06.015 «Cnenuanuct no nHGOPMAIMOHHBIM CHCTEMaM).

OT®: 3.2. BemmonHeHue pabot mo co3aanuio (MoaubuKkanum) u conpooxaeHuio MC,
ABTOMATH3UPYIOIINX 33]]a91 OPTaHU3AIMOHHOTO YIIPABJICHUS U OM3HEC-TIPOIIECCHI, YPOBEHB
KBATH(UKALIAH 5.

3anaun JlaTp npencraBieHUE CTYJEHTaM O TEOPUM M IPAKTUKE IMPOECKTUPOBAHMS JIO-
AACHHUIIIMHBI KaJIbHBIX ceTeil. [103HakoMHUTh C pelIeHUsIMHU 3324 B O0JacCTH pa3eiICHHS
pPECYpCOB € UCMOJIb30BAHUEM JIOKAJIBHBIX CETEH MOCpeaACTBOM KOH(UTYpUpPO-
BaHUS OIIEPAllMOHHBIX CUCTEM.

OcHoBHBIE [IpoexkTHpOBaHKE JTOKAIBHBIX CETEU
pasiensl / TeMBl | A IMHHECTPHPOBAHHE OINEPALMOHHBIX CHCTEM
JUCIUIIMHBI

2 IlepeyeHb MIAHUPYEMBIX Pe3y/JbTATOB 00yUeHUsI MO AUCHMUILTUHE (MOIYIIO),
COOTHECEHHBIX C HHAMKATOPAMH JOCTH/KCHHS KOMIIETCHIIUH

[Tpouecc wm3ydyeHHs NUCLUUIIIMHBI «AJIMHUHHCTPUPOBAHUE CUCTEM M KOMIIBIOTEPHBIX
ceTeil» HampaBieH Ha (OpPMUPOBAHUE CIIEAYIOMKX KoMiieTeHIuil B cootBeTcTBUU ¢ ®PI'OC BO

¥ OCHOBHOM 00pa3zoBaTenbHOM mporpammoii (Tabmuna 1):

Ta6n1/1ua 1- KOMHCTCHHI/II/I U UHAUKATOPBI UX JOCTUKCHUA

Kog nmo ®I'0OC WNHauKaTopsl JOCTUKECHUS [Inanupyemslie pe3ysbTaThl
00y4eHUs 1O TUCIHUIINHE

YHuBepcanbHbIe

Ob6menpodeccnoHanbHbIe

[Ipodeccuonanpubie

MK-1.1

3HaeT TeOpHUI0 U HHCTPYMEHTapHil, 3HaTh apXUTEKTypy, YCTPOU-
[IK-1 Cnocoben an- HeoOXoauMble s oOecrieueHust 6e3- CcTBa U (PYHKIIMOHUPOBAHUE BBI-
MHUHHCTPUPOBATh 0a- OMACHOCTH U HAJESKHOCTU pabOThl, @ | YUCIUTENBHBIX CUCTEM
36l JaHHBIX U WHQPOp- TaK XKe ONTHUMHU3AIUHN (PYHKIIMOHUPO- 3HATH OCHOBBI CUCTEMHOTO ajI-
MAallMOHHBIE CUCTEMbI  BaHUA 0a3 JaHHBIX U MHOOPMAIIMOH-  MUHUCTPHUPOBAHUS

HBIX CUCTEM 3HaTh XapaKTEPUCTUKA M OCO-
OCHHOCTH JKCIUTyaTalludl JIo-




Koa mo ®1'0C Nuaukatopel 1OCTHXXKEHUS [Lmanupyembie pe3yibTaThbl
00y4YeHHUS 1O TUCITUTUINHE

KaJIbHBIX BBIYMCIIMTEILHBIX Ce-
Tel pa3Iu4HbIX TUIIOB

3HaTh OCOOCHHOCTH peanmn3a-
uuu  B3aumojeiicteus bBJ[ ¢
KOMIIOHEHTAMH  BBIYHCIIHTEIh-
HOI ceTu

[1K-1.2
YMeeT NpuUMEHATh MHCTpYMEHTapuil = YMerb obecnednBaTh Oe3omnac-
st obecriedenust  OezomacHoro, HocTh bl u UC.

HA/IeKHOT0, ONTHUMAJIbHOTO (YHKLHU- YMeTh oOecrneyuBarh (YHKLHU-
oHnpoBaHus 0a3 maHHbIX U uH(poOp- onupoanue b/l u UC.
MAaIMOHHBIX CUCTEM

IK-1.3
Binaneer HaBbikaMu nMpuMEHEHHS WH- Bianerb HaBbIKaMU 3alUTHl U
CTpYMEHTapus JUIsi  OOECIEYEeHHsS TMPEJOTBpAICHUs] TOTEeph IaH-
Oc30ImacHoro, HajaexxHoro, ontu- HbeIX B B/ u UC

MaJIbHOTO (PYHKIMOHHUPOBaHUS 0a3
JIAHHBIX U UH(POPMAIIMOHHBIX CUCTEM

3 MecTo 1MCHUNIMHBI (MOAYJIfA) B CTPYKTYpe 00pa3oBaTe/ibHOI NPOrpaMMbl

JucuuruiiHa «AJMUHUCTPUPOBAHUE CUCTEM M KOMITBIOTEPHBIX ceTel» u3ydaercs Ha 4
Kypce B 7 ceMecTpe.

JucuunianHa BXOAMT B cocTtaB Onoka 1 «/lucuuruimbbl (MOAYNH)» M OTHOCUTCS K
00s13aTeIbHON YacTu.

Jlist OCBOEHMS AMCHUIUIMHBI HEOOXOAMMBI 3HAHHS, YMEHUS, HaBbIKK U (MJIM) OIBIT MPAK-
TUYECKOU NeATEIbHOCTH, C(hOPMHUPOBAHHbBIE B IIPOLIECCE U3YUEHUS TUCUHUIUIMH / pakTuK: «Cetn
U T€JIEKOMMYHUKALIUU.

3HaHMsI, YMEHUS U HaBbIKU, CHOPMUPOBAHHBIE MPHU M3YHYEHUU JUCUUIUIMHBI «AJIMHUHHU-
CTPUPOBAHHE CHCTEM M KOMIIBIOTEPHBIX CeTei», OynyT BOCTpeOOBaHbI IPH U3YUYEHHUH MOCIey-
foluX quctumuinH «lIponsBoacTBeHHAs IpaKTHKA (MIPEAIUIIIOMHAs IPAKTHKA).

JlucuunianHa «AJIMUHUCTPUPOBAHHE CUCTEM U KOMIBIOTEPHBIX CETEi» YaCTUYHO peau-
3yercs B (hopMe NMpaKkTHUEeCKOM MoAroToBKkU. [IpakTuueckasi moAroToBKa OpraHU3yeTcsl MyTeM
BBINOJHEHUS MPAKTHUYECKUX 3aHATHH, J1a00paTOpHBIX paboOT, BBHIMOIHEHHS KOHTPOJIBHBIX pa-
60T.

JucuumnianHa «AJIMHUHACTPUPOBAHHE CUCTEM U KOMIBIOTEPHBIX CETe» B paMKaX BOCIIH-
TaTeabHOM paboThl, HallpaBjieHa Ha (GOpPMHUpPOBaHHUE y 00ydaroUIMXcsi UHPOPMAMOHHON KYib-
TYpBl, YMEHHSI CAMOCTOSITEIbHO MBICIHUTb, Pa3BUBAET MPO(PECCHOHATbHBIE YMEHUSI.

4 O0beM TUCHUIIUHBI (MOAYJISI) B 3a4€THBIX eIMHHUIAX € YKa3aHHEM KOJIMYecTBa
aKaJeMH4YeCKHX YaCcOB, BbIIeJIEHHbIX HA KOHTAKTHYI0 padoTy o0y4alommxcs ¢
npenojaasareseM (110 BUAaM y4eOHbIX 3aHATHII) U HA CAMOCTOSITEJILHYIO PadoTy
00y4aromuxcs

OO01mmas TpyI0eMKOCTh (00beM) TUCITUTUIHHBI cocTaBisier 3 3.¢., 108 aka. gac.
Pacnpenenenue o0beMa AUCIUILTMHBI (MOLYJIS) 110 BHIAM YU€OHBIX 3aHATHH MpeICTaB-
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JIEHO B Tabimiie 2.
Ta6ymma 2 — O6beM TUCIUTIIMHBI (MOYJIs) TIO BHIaM YYCOHBIX 3aHATHH

O0beM TUCHUTIINHBI

Bcero akagemu-
YeCKHUX 4aCOB

OO01ast TpyA0EMKOCTb AUCHUIINHBI 108
KonTakTHas aynuTopHasi padora o0y4yaroumuxcs ¢ npemnojaanaresueM (1o 32
BH/IaM Y4eOHBIX 3aHSATHIi), BCEro
B tom uuce:
3aHATHSA JIEKIIHOHHOI0 THIIA (JIEKLMU U UHbIE YUeOHbIC 3aHITUS, IIPEY-
CMaTPHBAOIIUE MPEUMYILIECTBCHHYIO Iepeavy y4eOHoH HHPpOpMaIuu 1e- 16
JarOTHYECKUMH PAaOOTHUKAMU )

B TOM 4HCIIE B hOpMe MPAKTUYECKON TOATOTOBKU: 0
3aHATHA CEMHMHAPCKOI0 THIA (CEMUHAPBI, IPAKTUYECKHE 3aHATHUS, IPAK-
TUKYMBI, J1a0OpaTOpHbIE pabOThI, KOJJIOKBUYMbI U UHBIE AaHAJIOTUYHbIE 3a- 16
HSATHS)

B TOM 4YHCIIE B (hOpME MPAKTHYECKON TTOATOTOBKU: 16
CamocrosiTe1bHAas padoTa 00y4alOIIMXCS M KOHTAKTHAas padoTa, BKIIO-
Yarollasi rpyNnIoBble KOHCYJIbTAllMK, HHIAUBUAYaIbHYIO0 paboTy 00yydaro-
HIMXCS C IPenojaBaTessiMe (B TOM YUCIIC HHIUBUAYaTbHbIC KOHCYIbTAIINN );
B3aUMO/IEIICTBHE B 3JICKTPOHHON MH(OPMAIIMIOHHO-00pa30BaTeIbHOM cpeie 76

By3a

HpOMe)Ky'TOIIHaH aTTcCTaluusa 06yt1a}oumxc51 — 3auer

5 Coaep:xanue THCUUILIMHBI (MOAYJIsl), CTPYKTYPHPOBaHHOE 10 TeMaM (pa3jejiaM)
€ YKa3aHMeM OTBeIEeHHOT0 HA HUX KOJIHYeCTBAa aKa/leMUYeCKUX YacOB M BU0B

y4eOHoi1 padoThbl

Tabnuua 3 — CTpykTypa U coJiepKaHue AUCHUIUIMHBI (MOYJIs)

Bunet yueOHOI pabOThI, BKIIOUasi CAMOCTO-
ATEJbHYIO paboTy 00yJaromuxcs u Tpyo-
€MKOCTb (B yacax)
KonTtakTHas pabora npenoaasa- CPC
HaunmeHoBaHue pa3/ienioB, TEM U COJEpKAHUE Ma- TeJIs ¢ 00y4arOUIMMHUCS
TepHalia Jlekuuu | Cemunap- | Jlabopa-
CKHue TOpPHBIE
(mpakTH- | 3aHATUA
4ecKHe
3aHATHUSA)
Tema 1. CucteMHOE aIMUHUCTPUPOBAHHE 9 i % 6
Tema 2. BeiOop anmapaTHbIX U IPOrPaMMHBIX 9 i % 6
CpEACTB
Tema 3. CTpykTypa cetu 2 i % 6
Tema 4. IHopMaIimoHHbIE CHCTEMBI TIPEATIPHSI- 1 i 1% 8
TUs
Tema 5. Pabota B rio0anbHOM ceTH 1 i 1% 6
Tema 6. YnpaBienue nH(popMaMoOHHON cucCTe- 1 i 1% 5
MO




Buapl yueGHO# pabOThI, BKIIFOYAsi CAMOCTO-
ATEJIbHYIO0 pab0Ty 00y4aroIIuXcst U TPYI0-
€MKOCTb (B yacax)
Konrtakrnas pabora npemnoaasa- CPC
HaumenoBanue pa3zienoB, TeM U COJep>KaHUE Ma- Test ¢ 00ydaromuMucs
Tepuana Jlexkiuu | Cemuuap- | JlaGopa-
CKHe TOpPHBIE
(npaktu- | 3aHATHA
YecKue
3aHSTHUS)
Tema 7. MoHUTOpHUHT HH(DOPMAITMOHHOMN CHCTE- 1 i 1% 8
MBI
Tema 8. Bupryanuzanus 1 i 1> 6
Tema 9. bezonacHocTh 5 i % 8
Tema 10. OtkazoycroiiunBas HHGOPMAIIMOHHAS 1 i 1> 3
cucTema
Tema 11. Tlopsnok BBISBIEHUS HEMCIIPABHOCTEN U 5 i o 3
UX YCTpaHEHUS
MToro 16 : 16 76
10 TUCIUIUINHE

*peanu3yroTcs B popMe PAKTHUECKOHN MOATOTOBKU

6 BHeayauTOpHasi CAMOCTOSITe/IbHAS PadoTa 00y4alOIUXCs 0 JUCHHILINHE
(MonayJr0)

[Ipy nmnaHUPOBAHMHM CaMOCTOATENHLHON pPabOThl CTYIEHTY PEKOMEHAYETCS PYKOBOJ-
CTBOBAThCS CJIENYIOIIUM PACTIPEICICHHEM YacOB Ha CaMOCTOATENbHYIO padoTy (Tabnuna 4):

Tabnuna 4 — PekomeHayemMoe pacnpeiesieHre 9acoB Ha CAMOCTOSTENIbHYIO paboTy

KoMIOHEHTBI CaMOCTOATENbHON PadoThI KoanvecTBo yacoB
W3ydyeHue TeopeTuyecKux pas3esioB TUCHUIIINHBI 20
[TonroroBka K 3aHATHSM CEMUHAPCKOT0 THIA 20
[TonroroBka u oopmieHue 36
KonTtposbHas paboTa
76

7 OueHo4YHbIE CPeACTBA /15 NPOBEJAEHUS TeKYLIero KOHTPOJIA
U MPOMEKYTOYHOH aTTecTALMU 00y4aloIUXCcs M0 AUCHUIIUHE (MOAYJII0)

(DOHJI OICHOYHBIX CPCIACTB MJIA MPOBCACHHA TCKYILICIO KOHTPOJA YCIIEBACMOCTH M
MPOMEKYTOUYHOU aTTectanuu npeactasieH B [Ipunoxennn 1.

TIoHEI KOMIUIEKT KOHTPOJIBHBIX 3a11aH1/1171 HJIM UHBIX MaTCcpUalioB, HeO6XO)II/IMI)IX JUISL
OIICHUBAHUS PE3YNbTATOB OOyUYEHUsS MO AUCHHUIUIMHE (MOMIYINIO), MPAaKTHKE XPaHUTCA Ha Ka-
benpe-pazpaboTynKe B OYyMa)KHOM M JICKTPOHHOM BHUJIE.

8 VYueOHo-MeTOOMYecKkOe W HH(POPMAINMOHHOe o0ecrevYeHHe TUCHUILIUHBI
(MmomxyJis)

8.1 OcHoBHas JquTEpaTypa




1 Kyzun, A. B. KomnberoTepHsie ceTu [DIeKTpOHHBIN pecypc]: yued. mocobue [Dmek-
tpoHHbI pecypc] / Kysun A.B., Kyzun I.A. - 4-e u3x., nepepad. u gom. - M.: @opym, HUIL]
NH®PA-M, 2022. — 190 c. // ZNANIUM.COM : snekTpoHHO-0MOIHMOTeYHas cucteMa. — Pexxum
nocryna: http://znanium.com/catalog.php#, orpannueHHBINA. — 3ari. ¢ YKpaHa.

2 Omudep, B. I'. Komnbrorepubie cetu. [IpuHIUIIBI, TEXHOJIOTHH, TPOTOKOIIBL: Y USOHUK
s By30B / B. I'. Onmudep, H. A. Onmudep. - 2-e uzn., 3-e uzn., 4-¢ usm., 5-e uza. - CII6.: ITutep,
2016; 2011; 2010; 2009; 2004; 2003; 2002; 2001; 2000; 1999. - 992c.

8.2 [lomoJiHMTebHAsA JIUTEpPaTypa

1 3apamenckux, E.Il. UnTeprer Bemeii. MccnenoBanus u o61acTh IpuMeHEHUs [Iek-
TpoHHBIA pecypc] : moHorpadus / E.Il. 3apamenckux, N.E. AprembeB. — M. : UHOPA-M,
2022. — 188 c. // ZNANIUM.COM : snekTpoHHO-OuOIMoTeyHas cuctema. — Pexxum gocryna:
http://znanium.com/catalog.php#, orpanudeHHbBIN. — 3ariI. ¢ YKpaHa.

2 Tanenbaym, O. Kommberotepusie cetu / J. Tanenbaym, 1. Yazepomr; Ilep. ¢ anri. A.
I'pebGenbkoB. - 5-¢ u3a., 4-e uza. - CII6.: [Turep, 2017; 2010; 2003. - 955c¢.

3 Kymap, B. .Net CereBoe mnporpammupoBanne = Professiona NET Network
Programming / B. Kymap, 3. Kposuuk, H. Jlarapu u np. - b.m. : Jlopu, 2014. - 400c.

8.3 MeToauueckue YKazaHusl 1Jisl CTYACHTOB 110 OCBOCHUIO TUCITUIIJINHBI

1 Tuxomupos, B. A. Onepanuonnsie cucteMsl U cetu: jad. mpaktukyM / Tuxomupon
B.A. — Komcomonbck-Ha-Amype.: U3a-Bo Komcomonbsckoro-ua-Amype roc. Texs. yH-Ta, 2016. —
117 c.
8.4 CoBpemennbie mnpodeccuoHATbHbIe 06a3bl JaHHBIX W HH(OPMAINUMOHHBIE
CIIPaBOYHbIE CHCTEMbI, HCIOJIb3yeMble MPU OCYIIeCTBJIEHUH 00pa30BaTeIbHOI0
npouecca no AUCUUIINHE

1 DnextponHo-Oubnuoreynas cucrema ZNANIUM.COM. [lorosop Ne 4997 »6¢ K3
2112727000769 270301001 0010 004 6311 244 ot 13 anpensa 2021 r. ot 17 anmpens 2021 r.

2 DnexTpoHHO-OMOmoTeunas cuctema [IPRbooks. JIunensuonnsiii jorosop Ne EIT 44/4
Ha IMpeJIOCTaBIeHUE JIOCTYyNa K 3JIeKTPOHHO-OmOmmoreunoit cucreme IPRbooks MK3 21 1
2727000769 270301001 0010 003 6311 244 ot 05 ¢peBpans 2021 r.

3 DOnexrponHo-6ubOnoTeyHas cucrema eLIBRARY.RU. Jloroop Ne EII 44/3 Ha oka-
3aHME YCIYT JOCTyMa K 3JIeKTpoHHbIM m3aanusaM MK3 211 272 7000769 270 301 001 0010 002
6311 244 ot 04 ¢eBpans 2021 r.

8.5 IlepeyeHsb pecypcoB HH(pOPMALMOHHO-TEJIEKOMMYHUKALMOHHOH ceTH
«MHTEepHeT», HEOOXOAMMBIX AJISl OCBOCHHA TUCHUILIHHBI (MOAYJIfA)

1 LINUX.ORG.RU — Pycckas undopmarnus 06 OC Linux / Makcum Bansackuii. Jlata
o6nonenus: 04.14.2015. — Pexxum moctyma: https://www.linux.org.ru/, ceoOoaHbIiA. — 3ari. ¢
dKpaHa. S3. aHrI.

8.6 JIuleH3MOHHOe M CBOOOJHO pacHpoCTpaHsieMOe NMPOrpaMMHoOe ofecrleyeHue,
HCHOJb3yeMoe MpPH  OCYHIeCTBJIEHHH 00pa30BaTeJIbHOIO Mpolecca Mo

JUCHUILINHE

Tabnuna 5 — [lepeueHp UCHOIB3yeMOro MPOrpaMMHOT0 00ecieueHus

Haumenosauue 110 PekBH3HTHI / yCIIOBUS UCTIOIB30BAHUS
Microsoft Imagine Premium Jlunensuonneit norosop A2223 Ne008/65 ot 11.01.2019
OpenOffice CB00OOIHAS JIUIIEH3US, YCIIOBHSI HCIIOIB30BAHMUS 110 CCHLIKE:
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Hanmenosanue [10 PexBU3UTHI / YCIIOBHS MCTIOJIb30BaHUS

https://www.openoffice.org/license.html

Oracle VM VirtualBox Pacnpocrpansercst Ha yciaoBusax aunensund GNU GPL 2

OC Linux Ubuntu Pacnipoctpansiercst Ha ycnoBusix junenznd GNU GPLv3

9 OpraHn3aun0HHO-ne):[ar0ruqeclme yciaoBus

Opranuzanus 00pa3oBaTeIbHOIO MPOLECCa periaMeHTupyeTcs y4eOHbIM TIAHOM H pac-
nucaHueM ydeOHBIX 3aHATHH. SI3bIKk 00ydeHus (mpernoaaBaHus) — pyccKui. [[ns Bcex BUAOB
ayJIUTOPHBIX 3aHATUHN aKaJeMUUYECKUN Yac yCTaHABIMBAETCS IPOAOKUTEIBHOCTBIO 45 MUHYT.

[Ipu dopmupoBaHuu cBOEH MHAMBHAYaJIbHON 00pa3oBaTeNbHON TPAaeKTOPUH O0yuaro-
IIMKCS UMEET MPaBO Ha Mepe3aveT COOTBETCTBYIOIUX JTUCIHILIMH U MPO(ECCHOHAIBHBIX MOJY-
Jieil, OCBOEHHBIX B MpoOIlecce MPEANIeCTBYIONIEro o0yueHus, KOTOPbIi 0CBOOOXKAAeT 00yyarorie-
rocsi OT HEOOXOUMOCTH UX MMOBTOPHOTO OCBOCHHUS.

9.1 O6pa3oBaTte/ibHbIE TEXHOJIOTHHU

VYyeOHblii MpOoIecC MPH MPENnoJaBaHuU Kypca OCHOBBIBACTCSI HA MCIIOJIB30BAHUU TPAIH-
LIMOHHBIX, HTHHOBAIIMOHHBIX M MH(POPMALMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTUN. TpaguinoH-
HbIe 00pa30BaTeIbHBIE TEXHOJIOTUN TPEACTABICHBI JEKIUIMA U CEMUHAPCKUMH (IIPAKTUYECKH-
MH) 3aHATHAMU. VIHHOBallMOHHBIE 00pa30BaTEIbHbIE TEXHOJIOIMH UCIONb3YIOTCS B BUJE HIMPO-
KOT'O IPUMEHEHUSI aKTUBHBIX U MHTEPAKTUBHBIX OpM IpoBeaeHus 3ausaTuil. UHpopmanronHbie
o0pa3oBaTeslbHbIE TEXHOJOIMH PEATU3YIOTCS IYTEM aKTUBHU3ALUU CAMOCTOSTEIbHOM pabOThI
CTYZICHTOB B MH(OPMAIIMOHHOH 00pa30BaTeIbHOI cpee.

9.2 3aHATUA JEeKIUOHHOI0 THIIA

JIeKMOHHBIN KypC IpeaIoyiaracT CUCTEMaTU3UPOBAHHOE U3JI0KEHUE OCHOBHBIX BOIIPO-
COB yueOHOr0 IJIaHa.

Ha niepBoii nekuuu nekTop 00s13aH NpeaynpeauTh CTYAEHTOB, IPUMEHUTENBHO K KaKOMY
6a30BoMy yueOHUKY (yueOHUKaM, yueOHbIM TOCOOUIM) OyIeT MPOYUTaH Kypc.

JIeKMOHHBIN Kypc JOJDKEH JaBaTh HauOoJbIIMKi 00beM MH(pOpMaluu U oOecrneynuBaTh
6osee rirybokoe NOHUMaHHE Y4eOHBIX BOIPOCOB MPH 3HAYMTEIBHO MEHbILEH 3aTpaTre BpeMEHH,
4eM 3TO TpeOyeTcs OONBIINHCTBY CTYJEHTOB Ha CAMOCTOSTENIBHOE U3YUYEHUE MaTepuaa.

9.3 3aHsATHS CEMMHAPCKOIO THIIA

CemuHapCcKue 3aHATHS IPEICTABIAIOT COO0H eTaTU3aLHIo JIEKIIHOHHOTO TEOPETHIECKO-
ro MaTepuasa, IpoBOJATCS B LENAX 3aKPEIJICHNs] Kypca U OXBaThIBAIOT BCE OCHOBHBIE pa3fiebl.

OcHoBHOH (opMOI1 NIPOBEIEHUSI CEMUHAPOB SBJISETCS. 00CYyXkIeHNE Hanbosee mpooyem-
HBIX U CIIO)KHBIX BOIPOCOB IO OTAEIBHBIM Te€MaM, a TakXke pa300p MPUMEpOB M CUTyallUud B
AYJAUTOPHBIX YCIOBUIX. B o0Os3annoctn npenoaaBaTeyiad BXOOAT: OKa3aHUC MeTOI[H‘ICCKOﬁ I10-
MOIIH U KOHCYJIbTUPOBaHHE CTY/IEHTOB [0 COOTBETCTBYIOIIMM T€MaM Kypca.

AKTUBHOCTH Ha CEMHUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIUM KPUTCPUSAM!

* OTBETHI Ha BOIPOCHI, ITpeJIaraeéMble MpernoiaBaTerniem;

* y4acTHe B JUCKYCCHUSIX;

* BBITTOJIHEHHE MTPOEKTHBIX U MHBIX 33JaHUH;

* ACCHCTHPOBAHHE TIPENOIABATEIIO B MPOBEICHUN 3aHATHIA.

OTBeT f0JKeH ObITh apryMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIIOKHBIM, COJIEPKATh
CCBIJIKHM Ha UICTOYHHKU.

Jloknaznel ¥ ONIIOHMPOBAHUE JOKIIAJ0B MPOBEPSIOT CTENEHb BIIAJCHUS TEOPETUUECKUM
MaTepHraoM, a TaK’Ke KOPPEKTHOCTh U CTPOTOCTh PACCYKICHHH.

OrneHrBaHue 3aJaHH, BBHIOJHEHHBIX Ha CEMUHAPCKOM 3aHSATHH, BXOJHUT B HAKOIUICH-
HYIO OIICHKY.


https://www.openoffice.org/license.html

9.4 CamocTosiTe/ibHAsA padoTa 00yYaOIIUXCH M0 JUCHUNINHE (MOAYJII0)

CamocrosrenbHas paboTa CTyIEHTOB — 3TO NPOLECC aKTUBHOIO, LEJIEHANPaBIEHHOIO
nproOpeTeHus CTYIEHTOM HOBBIX 3HAaHHWH, yMEHUIH 0e3 HEeNOCPEICTBEHHOTO YYacTHsl Mperoaa-
BaTells, XapaKTEPU3YIOIUICSI NPeAMETHOW HaIpaBIEHHOCTbIO, 3()()EKTUBHBIM KOHTpPOJIEM U
OLIEHKOM pe3yIbTaTOB AESATEILHOCTH 00YUJaIOMIErocs.

Ilenu camocTosATeNbHON PaOOTHI:

* CUCTEMAaTHU3alMs U 3aKPEIICHUE MTOJIyYEHHBIX TEOPETUYECKUX 3HAHUHN U MPAKTUYECKUX
YMEHHH CTYICHTOB;

- yriryOJeHre U paciiupeHne TEOPETUYECKUX 3HAaHUM;

- (hOpMHUpPOBAHUE YMEHUI HMCIIOJIb30BaTh HOPMATUBHYIO U CIPABOYHYIO JIOKYMEHTALHUIO,
CHELHUAJIbHYIO JINTEPATYPY;

* Pa3BUTHE MTO3HABATENIbHBIX CIOCOOHOCTEH, aKTUBHOCTH CTYJIEHTOB, OTBETCTBEHHOCTH U
OpraHU30BaHHOCTH;

- (hOPMHUPOBAHHUE CAMOCTOSITEILHOCTH MBILIUIEHUS, TBOPUYECKON MHUIIMATUBBI, CIIOCOOHO-
CTEH K CaMOpa3BUTHUIO, CAMOCOBEPILIEHCTBOBAHUIO M CaMOpealn3aliy;

* pa3BUTHUE UCCIEAOBATEIbCKUX YMEHUHN U aKaJIEMUYECKUX HABBIKOB.

CamocTosTenbHas paboTa MOXKET OCYLIECTBISATHCS UHIMBUIYaIbHO WM TPyIIaMH CTY-
JICHTOB B 3aBUCHUMOCTH OT IL1eJI1, 00BbEMa, YPOBHS CII0KHOCTH, KOHKPETHOM TEMATUKH.

TexHonorust opraHu3ali cCaMOCTOSITENIbHON pabOThl CTY/I€HTOB BKJIIOYAET HCIIOIb30Ba-
HUe HH(OPMALIMOHHBIX U MaTEPUATbHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.

[lepen BbIIIOJIHEHHEM O0YYarOIIMMHUCA BHEAYIUTOPHOM CaMOCTOSITENIbHOM padoThl mpe-
[I0/1aBaTelb MOXET IPOBOAUTh MHCTPYKTaX II0 BBINOJHEHUIO 3aJaHud. B HMHCTpyKTax
BKJIIOYAETCSL:

* LeNb U COZIEP KaHNE 3aJaHus;

* CPOKHM BBIIIOJIHEHMUS;

* OPUEHTUPOBOUYHBIN 00bEM pabOThI;

* OCHOBHBIE TpeOOBaHUs K pe3yJbTaTaM padO0Thl U KPUTEPUHU OLIEHKH;

* BO3MOYKHbBIE TUITUYHBIE OIIMOKH MIPU BBITOJIHEHHH.

WHCcTpyKTa)X MPOBOAMUTCS IMpenojaBaTesieM 3a cYeT 00beMa BpPEMEHHU, OTBEIEHHOIO Ha
W3Y4YEHUE AUCLUILINHBI.

KoHTponb pe3ynpTaToB BHEAyAUTOPHON CAMOCTOSATEIbHOM PAaOOTHI CTYAEHTOB MOXKET
IPOXO/UTh B MHCbMEHHOM, YCTHON MIIM CMELIaHHOM (opme.

CTyneHThl JOJKHBI MOAXOAUTh K CaMOCTOSITENIbHOM padoTe Kak K HauBaKHEHUIIEMY
CPEACTBY 3aKpeIJIeHUs U Pa3BUTUS TEOPETUUYECKUX 3HAHUM, BHIpAOOTKE €AMHCTBA B3IJIAJIOB Ha
OTJIeIbHBIE BOIIPOCHI Kypca, IPUOOPETEHUS ONPEIEIIEHHBIX HaBBIKOB U MCIIOJIb30BaHMsI podec-
CHOHAJILHOW JIMTEPATYPBHI.

[TomenieHust A caMOCTOSITENILHOM pabOThl 0OYYarOIIMXCSl OCHAIIEHBI KOMITbIOTEPHOM
TEXHUKOH C BO3MOXKHOCTBIO MOJAKIIOUeHHs K cetn «/HTepHeT» M obecrneyeHueM JOCTyna B
AIIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTEeNbHYIO CPEAY OpraHU3aI|H.

9.5 MeToanueckne yKa3aHus I 00y4AOMIMXCS 110 OCBOCHHMIO U CHMIIIMHBI

[Tpy M3y4yeHHM IUCHUIUIMHBI OO0yYaromMMcs 1eJecooOpa3HO BBINOJIHATH CJENyIOIINe
PEKOMEHJAlUN:

1. U3ydyeHue yueOHON AUCIMILTUHBI JOJKHO BECTUCHh CHCTEMATHUECKH.

2. Ilocne u3y4yeHus Kakoro-aubo paszzaerna mo y4yeOHUKY WIIM KOHCIIEKTHBIM MaTepuanaM
PEKOMEHYyeTCs 110 NaMATH BOCIPOU3BECTH OCHOBHBIE TEPMUHBI, ONIPENEICHUS, TOHATHS pa3Jie-
na.

3. Oco0oe BHUMaHHE CIEAYET yJIEIUTh BHIITOJHEHUIO OTYETOB IO MPAKTUYECKUM 3aHSATH-
SIM ¥ UHJJUBHIyaIbHBIM KOMIUIEKCHBIM 33JJaHUSM Ha CAMOCTOSATENBbHYIO paboTy.

4. Bes TeMaTHKa BOIIPOCOB, MU3YyYae€MbIX CAMOCTOSITEIBHO, 3aa€TCS Ha JIEKIHIX MPENo-
naBateseM. MM e NaroTcs UCTOYHMKY (B IEPBYIO OYEPE]b BHOBb M3/IaHHBIE B IEPUOJUYECKON
Hay4HOI1 IuTeparype) Ui 6osee AeTalbHOr0 MOHUMaHUs BOIIPOCOB, 03BYYEHHBIX Ha JIEKIIUU.
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[Tpu camocTosTenbHON POPabOTKE Kypca 00ydaromuecs T0JKHbI:

* IPOCMAaTPUBATh OCHOBHBIE OIpeieeHHs U (PaKThI;

* IOBTOPUTh 3aKOHCIIEKTUPOBAHHBIM HA JIEKIMOHHOM 3aHATUM MaTepHall U JOIOJIHUTh
€ro C Y4eTOM peKOMEHIOBAaHHOM M0 JaHHON TeMe JUTEepaTyphl;

* U3Y4YUTb PEKOMEH/I0BAHHYIO JINTEPATYPY, COCTABIATh TE3UCHI, aHHOTALIUN U KOHCIEKTBI
Haubosee BaKHBIX MOMEHTOB;

* CAMOCTOSITEJILHO BBINOJIHATD 3a/laHuUsl, aHAJIOTUYHbIE MPEJlaracMbIM Ha 3aHATHUSX;

* UCIOJIb30BAaTh JJI CAMOIIPOBEPKH MaTepHalibl (POH/A OLEHOYHBIX CPE/CTB.

10 Onucanue MaTepualIbHO-TEXHUYECKOT0 o0ecriedeHusi, He0OX0AUMOT0 J1JIsI
ocylecTBJIeHHs 00Pa30BaTEeIbLHOIO Npolecca Mo TUCHUILINHE (MO1YJII0)

10.1 Yue6Ho-1200paTOopHOE 000py/10BaHHE
Ta6muma 8 — [lepeuens ob6opyaoBaHUs Ja00OpaATOPUH

AynuTopust HaHMe(izggg:foangI;Topnn Hcnonp3yemoe o0opyoBanue
228-1 Jla6opatopust TUC texnono- | 9 nepconansubix 9BM c npoueccopom Core(TM)
rui i5-3240 CPU @ 3.5 GHz; 1 skpaH ¢ mpoeKTopoM
313-5 JlaGoparopus mynasTuMennii- | 10 nepconansabix OBM ¢ mporieccopom
HBIX TEXHOJIOTUH Core(TM) i5-4690 CPU @ 3.5 GHz; 1 skpan ¢
IPOEKTOPOM

10.2 TexHu4yeckue H 3JIeKTPOHHBIE CPeCTBA 00yUeHHUs

[Tpu ipoBeICHUY 3aHATUN HCIIOJIB3YETCS ayAUTOPHsI, 000pyIOBaHHAS MTPOCKTOPOM (CTa-
[IMOHAPHBIM WJIM TIEPEHOCHBIM) ISl OTOOpaXkeHus nmpe3eHtauuil. Kpome toro, npu nposeneHun
JIEKIMA ¥ TPAKTUYECKUX 3aHATHI HEOOXOMM KOMITBIOTEP C YCTAaHOBJIECHHBIM Ha HEM Opay3epom
U TIPOTpaMMHBIM 00ecTiedYeHHEM I IEMOHCTPAIIMH MTPE3ECHTAIIHIA.

11 Uubie cBenenus

MeToauuyecKkue PE€KOMEHIAMH 110 oﬁyqeﬂmo JUI ¢ OrpaHUuIY€HHBIMHA BO3MOKHO-
CTSsIMH 3/10POBbS U HHBAJIUA0B

OcBoeHNe NUCHUILIMHBI 00YYarOIMMUCS ¢ OTPaHUYEHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS
MOJKET OBITh OPraHW30BAHO KaK COBMECTHO C JPYTUMHU OOYYalOUIMMHCS, TaK U B OTIEIbHBIX
rpynmnax. [Ipennonaratorcs cnenuaibHble YCIOBHS JUIS MOJTydYeHus: 00pa30BaHUs 00ydaroluMu-
Csl C OrPaHUYEHHBIMHU BO3MOKHOCTSIMH 3/10POBBSL.

[Tpodeccopcko-nienarornyeckuif cocTaB 3HAKOMUTCSI C TCUXOJI0T0-(pU3UOIOTMUECKUMHU
OCOOEHHOCTSIMU OOYYaroIIMXCs MHBAIUIOB U JIUL[ C OTPAaHMYEHHBIMH BO3MOXKHOCTSIMHU 370DO-
Bbsl, MHAMBUIYAIBHBIMU MPOrpaMMaMy peaOWIMTaluy UHBAIUIOB (npu Hamuuuu). [Ipu HeoO-
XOJIMMOCTH OCYILECTBIISIETCS JOTIOJHUTEIbHAS MOAJIEpKKa MpernogaBaHusl ThIOTOPAMHU, TICHXO-
JIOTaMH, COLIMAJIbHBIMU paOOTHUKAMU, IPOLIEIIIUMH MTOATOTOBKY AaCCHCTEHTAMHU.

B cooTBeTrcTBHM ¢ MeTOIMUECKHUMH peKoMeHaanusaMu Munoopraayku PO (ytB. 8 anpens
2014 r. N AK-44/05BH) B Kypce MpearnoyiaraeTcsi MCIoib30BaTh COLMAIbHO-aKTUBHBIE M pe-
(ieKCUBHBIE METO/bI 00YUYEHHUSI, TEXHOJIOTUU COIIMOKYIbTYPHON peabuIuTallK C IEJIbI0 OKa3a-
HUS IOMOILIY B YCTAHOBJIEHUH IOJIHOLIEHHBIX MEXJINYHOCTHBIX OTHOLIEHUH C IPYrMMH CTYJIEH-
TaMH, CO3AaHUH KOM(POPTHOTO MCUXOJIOTHIECKOTO KIMMaTa B CTyeHueckoi rpymme. [logbop u
pa3paboTka y4yeOHBIX MaTepHajoB MPOU3BOAATCS C YUETOM IPEIOCTaBICHUs MaTepHaia B pas-
JUYHBIX (OopMax: ayAHalbHOM, BHU3YyalbHOM, C HCIOJB30BAaHHUEM CIELHMAIbHBIX TEXHUYECKHX
CpeACTB U MH(POPMAITMOHHBIX CUCTEM.
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OcBoenne nucuuiuvHbl gunamMu ¢ OB3 ocymiecTBisieTcss ¢ UCIOJIB30BAHUEM CPENICTB
0o0yuyeHHsl OOLIEro M CreUalbHOTO Ha3HAYeHUs (MePCOHAIBHOIO U KOJUIEKTUBHOI'O MCIOJb30-
BaHMs). MarepraabHO-TEXHHUECKOe 00ecreueHre MpelycMaTpruBaeT MPUCIIOCOOJICHUE ayAuTO-
puii kK Hy>xaam jii; ¢ OB3.

@®opma NpoBeACHUS aTTECTALlMK JUIsl CTYACHTOB-UHBAJINI0B YCTAaHABIMBAETCS C YUETOM
UHIMBUYAJIbHBIX NcUXopu3ndeckux ocodbenHocreil. s crynenros ¢ OB3 npexycmarpuBaer-
cs1 tocTynHas popma Mpe10CTaBICHUs 33JaHNI OLICHOUYHBIX CPEACTB, 8 UMEHHO!

* B II€YaTHOM WJIM OSJIEKTpOHHOH ¢opme (i JMIl € HapyLEHUSIMH OIOPHO-
JIBUTATEJILHOTO amnmnapara);

* B IIe4aTHOM (hopMe UIIN JIEKTPOHHOU (popMe ¢ yBEIMUEHHBIM IIPU(TOM U KOHTPACTHO-
CTBIO (7151 JIUL C HAPYLLIEHUSIMU CIIyXa, pe4H, 3pEeHuUs);

* METOZIOM YTEHHs aCCUCTEHTOM 3a/1aHusl BCIYX (IJIs JIUL C HAPYIICHUSMH 3PEHUS).

CryneHTaM ¢ MHBaJIMIHOCTBHIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BONPOCHI. /I TaKuX CTYIEHTOB MpeaycMaTpUBAETCs IOCTyNHas (opMma MpeaocTaB-
JICHUs] OTBETOB Ha 3a/1aHusl, a UMEHHO:

* IUCbMEHHO Ha Oymare wiu HaOOpOM OTBETOB Ha KOMIIbIOTEPE (VIS JIUL] C HApyIIEHUs-
MU CllyXa, peuHn);

- BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPMAHTOB C UCIIOJIIb30BAHUEM YCIIYT acCCUCTEHTa (JU1s
JIMI] C HapYLIEHUSIMU OIIOPHO-/IBUTATEJILHOTO allapara);

* YCTHO (7151 JIUIL ¢ HApYLICHUSMHU 3PEHHUsI, ONTIOPHO-ABUIaTEILHOIO aMlapara).

[Tpu HEeoOXxoaMMOCTH 1Sl 00YUaIOLIUXCsl C MHBAJIUAHOCTBIO MPOLielypa OLICHUBAHUS pe-
3yJIbTaTOB O0YYEHUS MOXKET IIPOBOIUTHCS B HECKOJIBKO ITAIOB.
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[Ipunoxenue 1

®OHJ OUEHOYHbIX CPEACTB!

o IMCIOMIIJIMHE

AIMHUHHMCTPHUPOBAHME CHCTEM M KOMIILIOTEPHBIX ceTeil

Hanpasnenue noarotroBku 09.03.02 "HUnpopmayuonuvie cucmemwvl u mexroaocuu"
HamnpasnenHocTs (mmpoduiib) Ilpoexmuposanue u peanuzayus UHGOPMAYUOHHBIX
00pa30BaTeNbHOM POrpaMMbl cucmem u mexHoI02uil
KBanudukanus BeITyCKHUKA baxanasp
lNon Hayana moAroToBKH 2021
(no yuebHomy niamy)
dopma 00yueHUS oyHas
TexHomnorust 00yueHust MPAaoUYUOHHAS

Kypc Cemectp TpynoeMKocCTs, 3.€.

4 7 3

Bua npomexyTo4HOM aTTecTaluu

O6CCHC‘II/IB3.IOH_ICC noapa3acyiCHUC

3auém

1IYPUC

12




1 IlepeyeHb MIIAHHUPYEMBIX Pe3yabTATOB 00y4eHHsI N0 JUCHUILIMHE (MOY.T10),
COOTHECEHHBbIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[pouecc m3yyenns auctuIuMHbl «CETH U TEIEKOMMYHUKAIMW» HalpasieH Ha (GopMmu-
poBaHue cienyromux komnereHuuid B coorserctBuu ¢ ®I'OC BO u ocHOBHOI 00pa3oBaTenbHON
nporpamMmoit (tabnuma 1):

Ta6mmma 1 — KomneTeHImu 1 MTHANKATOPHI UX TOCTHXKCHHS

Kox no &I'0OC

I/IHI[I/IKaTOpI)I JOCTHIXKCHUS

YHuBepcaibHbIe

[Tnanupyemble pe3yabTaThl 00y-
YEHUS M0 AUCIUIUINHE

Ob6menpodeccnonanbHble

I1K-1 Cnoco0Oen an-
MHUHUCTPUPOBATH
0a3bl JAaHHBIX M HH-
dbopMalmoHHbIE CH-
CTEMBI

[Ipodeccuonanpubie

IK-1.1

3HaeT TEOPUIO0 U UHCTPYMEHTAPUH,
HEOOXOIMMBIC TS 00CCIICUCHIS
0€30MacHOCTH U Ha/IKHOCTU pabdo-
THI, & TaK )K€ ONTHMH3AINH (PYHKIIH-
OHHMPOBaHMS 0a3 JTaHHBIX U HHPOP-
MAaI[MOHHBIX CUCTEM

I1K-1.2
YMeeT mpuMeHSATh WHCTPYMEHTapUil
e obecrmeueHuss  0e30IacHOTO,

HAJEKHOTO, ONTUMAIBHOTO (PYHKIIU-
OHMpPOBaHMs 0a3 JaHHBIX U HHQOP-
MallMOHHBIX CUCTEM

IK-1.3

Brnaneer HaBbIKaMu IPUMEHEHUS MH-
CTpyMEHTapusi sl oOecrieueHHs
0€30macHOr0, HAJEXKHOTo, OITH-
MajbHOrO (YHKIIMOHUPOBAaHUS 0a3
JAHHBIX U HH(OPMAIIMOHHBIX CUCTEM

3HaTh apXUTEKTYpy, YCTPOMCTBa
U (QYHKIMOHUPOBAHUE BBHIYHCIHU-
TEJIbHBIX CUCTEM

3HaThb OCHOBBI CHCTEMHOTO aj-
MUHHCTPHPOBAHUS

3HaTh XapakTePUCTHKH U OCO-
OEHHOCTH AKCIUTyaTalluM JIOKaJIb-
HBIX  BBIYMCIUTENBHBIX  ceTel
Pa3IMYHbIX TUIIOB

3HaThb OCOOCHHOCTH peain3aluu
B3aumojieicteuss bJl ¢ kommo-
HEHTaMH BBIYMCIUTEIBHON CeTH

YMmerp obecreunBath Oe3omac-
Hocth bJ] u UC.

YMmerp obecnieuuBaTh (PYHKIHO-
Huposanue b/l u UC.

Brnanets HaBbIKaMM 3aIUTHl |
MPEAOTBPALEHUS TTOTEPh TAHHBIX
B b/l u UC
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Tabmuua 2 — [laciopt ¢oHa OIIEHOYHBIX CPENICTB

Konrposmmpyemsie | ®@opmupy- | HaumeHoBaHue
pa3aeibl (TeMbl) eMasi KOM- OLICHOYHOI'0 IToxa3zaTen oneHKH
JAUCUHMILTHHBI neTeHuus CpeacTBa

Tema 1. Cucremunoe | I1K-1 3aganue 1. Cu- 3HaTh OCHOBEI CUCTEMHOI'O0 aJMUHU-

aIMHMHUCTPHUPOBA- CTEMHOE aJIMMHU- | CTPUPOBAHMUS

HHe CTpUPOBaHHE 3HaTh XapaKTEPUCTHKU U OCOOEHHO-
CTH JKCIUTyaTalludl JIOKAJbHBIX BbI-
YUCIUTEIbHBIX CETeH pPa3IUYHBIX
THUIIOB
YmMmeTh obecrnieunBaTh 0€30MACHOCTH
bl u UC.
YMerb obOecrieunBaTh (YHKIIMOHH-
posanue bJ{ u 1C.
Bnaners HaBblKaMM  3aIlIUTBI U
NPEIOTBPALICHUS NOTEPb AAHHBIX B
bJlu UC

Tema 2. Bpioop an- | IIK-1 3ananue 2. Bel- 3HaTh ApXUTEKTYpy, YCTpPOWCTBa H

NapaTHLIX U NPOo- 0op anmapaTtHbIX | (YHKIMOHUPOBAHHWE BBIYUCIUTEIb-

rPAaMMHBIX CPe/ICTB U IPOTPAMMHBIX | HBIX CHCTEM

Cpe/CTB 3HaTh XapaKTEPUCTHKU U OCOOEHHO-

CTH 3KCIUIyaTallud JIOKAJIbHBIX BbI-
YUCIUTEIbHBIX CETeH Pa3IMUHBIX
THUIIOB
YMmerb oOecrieunBaTh 0€30M1aCHOCTh
Bl u UC.
YMmers obecnieunBaTh (YHKIUOHU-
posanue bJ] u 1C.
Brnaners HaBbIKaMM 3aLIUTHI U
MPEIOTBPAICHHS TOTEPh JTAaHHBIX B
b/lu UC

Tema 3. Ctpykrypa | IIK-1 3ananwue 3. 3HaTh apXUTEKTypy, YCTpPOWCTBa M

ceTn Crpykrypa ceTH | QyHKIIMOHUPOBAaHHUE BBIYUCIUTEIb-
HBIX CHCTEM
Ymers oOecrieunBaTh 0€30MaCHOCTh
Bl u UC.
Ymers obecnieunBaTh (YHKLIUOHU-
posanue bJ] u 1C.
Bnaners HaBbIKaMM = 3allUTBl U
MPEOTBPAICHHSI TTOTEPh JAaHHBIX B
b/l u UC

Tema 4. Undopma- | IIK-1 3ananue 4. Un- YmMmeTs obecrnieunBaTh 0€30MaCHOCTh

IUOHHbIE CUCTEMBI dbopMaImoHHbIE b/l u UC.

npeanpuATHS CHUCTEMBI IIpeJI- YMmers obecnieuuBaTh (QYHKIIMOHHU-

NPUATHUS posanue b/l u UC.

Bnamerr HaBBIKAMH  3alIUTBI U
MPEJOTBPAILLICHUS MTOTEPh JAHHBIX B
b/l u UC

Tema 5. PaGora B IK-1 3ananue 5. Pabo- | 3HaTh XapaKTePUCTUKU U OCOOEHHO-

rJ1002JILHOU ceTH

Ta B III00aJIbHON
ceTu

CTHU OJKCIUTyaTalluh JIOKAJIBHBIX BbI-
YHUCIUTEIbHBIX CeTel PA3JINIHBIX
THIIOB
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KonTpoampyembie
pa3aeJibl (TeMbl)
AUCHHUILIMHBI

Dopmupy-
eMasi KOM-
neTeHuus

HaumenoBanue
OIIEHOYHOI'0
cpejacTBa

Iloka3zaresn oueHKH

YMerh obecrniednBaTh 0€30MAaCHOCTh
bl u UC.

Ymerp obecrieunBaTh (YHKIMOHU-
poBanue bJ[ u 1C.

Bnanerp HaBbIKamMM  3alUTBl U
IpEIOTBPALICHUS MTOTEPh JAHHBIX B
B u UC

Tema 6. Ynpasiie-
HHe uH(popMaNOH-
HOM cucTeMOM

[1K-1

3aganue 6.
Ynpasnenue us-
dhopmarmoHHOU
CHUCTEMO

3HaThb OCOOCHHOCTH  peanu3aluu
B3aumonencteus b/l ¢ KOMIIOHEH-
TaMU BBIYUCIIUTEIIBHON CETU

Tema 7. Monuro-
PHMHI HH(pOPMALH-
OHHOM CHCTEeMbI

[K-1

3ananue 7. Mo-
HUTOPUHT WH-
(dhopmarmoHHOU
CUCTEMBI

3HaTh XapaKTEPUCTUKH U OCOOEHHO-
CTH 3KCIUTyaTallud JIOKAJIBHBIX BHI-
YUCIIUTEIBHBIX CEeTeH Pa3IMYHBIX
THUIIOB

VMeTs obecrieunBaTh 0€30MaCHOCTD
Bl u UC.

YMmeTh obecrieuuBaTh (PYHKIIHMOHHU-
posanue bJ] u 1C.

Tema 8. Bupryanu-
3anus

[K-1

KonTposnbhas pa-
6ora

3HaTh apXUTEKTYpPYy, YCTpOICTBa U
(YHKIMOHUPOBAHUE BBIYMCIUTEIb-
HBIX CHCTEM

3HaTh XapaKTEPUCTUKU U OCOOEHHO-
CTH JKCIUTyaTalludl JIOKAJIbHBIX BbI-
YUCIIMTENbHBIX CeTeH Pa3JINYHBIX
THUIIOB

BJ'IaI[eTI) HaBBIKaAMH 3alIUThI u
NpeOTBPALICHNs TOTEPh JAHHBIX B
B/l u UC

Tema 9. Be3onac-
HOCTH

IK-1

KonTponbHas pa-
oota

3HATh MO ONPEIEICHNIO TapaMeTPOB
0€30macHOCTH W 3allUThl  TPO-
IPaMMHOIO 00€CIeUYeHHUsI CETEBBIX
YCTPOMCTB

Ymers aamunuctpupoBath OC n
KOMITbIOTEpPHBIE CETH. YmeTh
IIPEeJOTBpallaTh MOTEPIO JaHHBIX.
Bnagers HaBbIKaMH aJMUHUCTPUPO-
BaHusi OC U KOMIIBIOTEPHBIX CETEH.
Bnagerp HaBbIKaMu  3alIUTBHl U
IIPEIOTBPALLEHUS IOTEPh TAHHBIX

Tema 10. OTka3zo-
yCTOMYHUBasA UH-
¢popmaumnonHas cu-
crema

[K-1

KoHTtpoinbHas pa-
oota

BHa}IeTL HaBBbIKAMH 3allIUThI nu
OpeaOTBpAIlICHUA MTOTCPb JAHHBIX B
B/ u VIC

Tema 11. Ilopsagok
BbIfIBJICHUS HEHC-
NPaBHOCTEH U UX

IK-1

KonTponbHas pa-
oota

3HaTh apXUTEKTYpy, YCTpOHCTBa H
(YHKIIMOHUPOBAHHE BBIYUCIUTENb-
HBIX CUCTEM

3HAaTh OCHOBBI CHCTEMHOI'0 aIMUHU-
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Dopmupy-
eMasi KOM-
neTeHuus

KonTpoampyembie
pa3aeJibl (TeMbl)
AUCHHUILIMHBI

HaumenoBanue
OIIEHOYHOI'0
cpejacTBa

Iloka3zaresn oueHKH

ycTpaHeHusl

CTPUPOBAHMUS
3HaTh XapaKTePUCTUKH U OCOOEHHO-
CTH 3KCIUIyaTallud JIOKAJIbHBIX BbI-
YUCJIUTENIBHBIX CETEH Pa3Iu4HbIX
TUIIOB

3HaTh OCOOCHHOCTH  peanu3aluu
B3aumoencteuss b/l ¢ KOMITOHEH-
TaMU BBIYUCIIUTEIIBHON CETH

Ymerp obecrieunBaTh 0€30MaCHOCTh
b/l u UC.

Ymerp obecrieunBath (PYHKIHUOHHU-
poBanue b/] u 1C.

Bnagerb HaBbIKaMu  3alUTBl U
IpeI0TBPAlICHUSI TOTEPh JAaHHBIX B
bJlu UC

Temal-11 I[IK-1

KonTposnbhas pa-
oora

YMmeTs obecrieuyuBaTh (PYHKIIMOHHU-
posanue bJ{ u 1C.

Bnagerr HaBbIKAMH  3alUTHl U
NPEIOTBPAIICHHS TTOTEPh JaHHBIX B
Bl u 1UC

MeTOI[I/ILIeCKI/Ie MaTepHuaJibl, OMMPEACIAIONHNE TPOLUCAYPbl OLICHUBAHUSA 3HaHPII>i, YMCHHﬁ,
HaBBIKOB U (I/IJII/I) OIIbITa ACATCIIBHOCTH, NPCACTABJICHBI B BUAC TEXHOJIOTHYCCKOM KapTbl JUCLIU-

winHbI (Tabnuia 3).
Tabmuna 3 — TexHomormyeckas Kapra

HanmenoBanue | Cpoku | Hlkanaa
Kpurepun
OLICHOYHOI0 BBINOJI- | OlIEHH-
OLlCHUBAHUS
CpeacTBa HEHUs BaHMS
7 cemecTp

Ilpomesrcymounas ammecmavusn ¢ popme 3auema

0 6aytoB — 3aaHUC HC BBITIOJITHCHO WJIN
BBITIOJTHCHO HE BEPHO

1 3aganue 1

1 Henensa

3 Gaita — 3aJaHKe BBITTOJHEHO C HeJpove-
TaMU U HE B CPOK

4 Ganna — 3aJaHKe BBIIOJHEHO O€3 HEO-
YETOB U HE B CPOK

5 OaJUI0B — 3aJaHueE BBIIIOJIHEHO O€3 Hexo-
YEeTOB U B CPOK

2 3aganue 2

2 Henens

0 OaJUIOB — 3aaHKe HE BBIIOIHEHO WA
BBITIOJTHCHO HC BepHO

3 Gajuta — 3aaHME BBITIOJIHEHO C HEIOYe-
TaMH ¥ HE B CPOK

4 Oajia — 3aJjaHU€E BBIIOIHEHO 0€3 HEZO-
YETOB U HE B CPOK

5 OajuI0B — 3aJaHKeE BBIIIOJIHEHO O€3 Hexo-
YEeTOB U B CPOK

3 3aganue 3

3 Hemens

0 OaJUIOB — 3aaHKe HE BBIIOIHEHO WA
BBITIOJTHEHO HE BEPHO

3 Gaita — 3aJaHKe BEIITOJIHEHO C HEJI04e-
TaMH U HE B CPOK

4 Oajia — 3aJjaHU€E BBIIOJIHEHO O€3 HEZO-
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HaumenoBanue | Cpoxkn | Illkana
OLICHOYHOT0 BBINOJI- | OLICHH-
cpeacTBa HEHMS BaHMA

Kpurepun
OlLleHUBAHUS

YEeTOB U HE B CPOK
5 0ajuIoB — 3aJaHKe BEIIOJIHEHO 0€3 HEIO-
YETOB M B CPOK
0 OaJUIOB — 3a/jaHK€e HE BBINOIHEHO WU
BBITIOJTHEHO HE BEPHO
3 Oajuta — 3aaHK€e BBIITOJIHEHO C HEIOUE-
TaMH U HE B CPOK
4 0aJuia — 3aJaHe BBIITOJIHEHO O€3 HEO-
YEeTOB U HE B CPOK
5 0ajuIoB — 3aJaHKe BEIIIOJIHEHO 0€3 HEIO-
YETOB M B CPOK
0 OaJUIOB — 3a/jaHK€e HE BBINOIHEHO WU
BBITIOJIHEHO HE BEPHO
3 Gajta — 3aJaHKe BBIIIOJHEHO C HeJpo4e-
TaMHu ¥ HE B CPOK
4 Oayia — 3aJaHU€e BBIIOIHEHO 0€3 HEZ0-
YEeTOB U HE B CPOK
5 6aJyIoB — 3aJlaHi€E BBIOJIHEHO 0€3 HENO0-
YETOB M B CPOK
0 OayUIOB — 3aaHKe HE BBIIOIHEHO WA
BBITIOJITHEHO HE BEPHO
3 Gaj1a — 3aJaHKe BBIIIOJHEHO C HeJpo4ve-
TaMHu ¥ HE B CPOK
4 Oayia — 3aJaHu€e BBIIOIHEHO 0€3 HEZ0-
YETOB M HE B CPOK
5 6aJyIoB — 3aJiJaHi€e BBIIIOJIHEHO 0€3 HEeLO0-
YETOB U B CPOK
0 6an10B — 3aaHKUe HE BBIITOJIHEHO MU
BBITIOJTHEHO HE BEPHO
3 Gaita — 3aJaHKe BBITTOJHEHO C HeJao4ve-
11 Hene- 5 TaMHU U HE B CPOK

ISt 4 Gaia — 3aJaHue BBINOJIHEHO Oe3 Hemlo-
YeTOB U HE B CPOK
5 OaJUI0B — 3aJaHueE BBIIIOJHEHO O€3 Hexo-
YETOB U B CPOK
5 0ajuIoB — 3aJaHKe BBITIOJHEHO ¢ HEI0Ue-
TaMH U HE B CPOK
8 KontponbHas 12 "Hene- 15 10 Oam10B — 3a7aHMe BBIIIOIHEHO O3
pabota s HEJ0YETOB U HE B CPOK
15 GaioB — 3aaHK€e BEITTOJIHEHO O€3
HEJ0YETOB U B CPOK
HUTOI'O: - 50 6ai- -
JIOB
Kputepuu oneHK# pe3yibTaTOB 00y4eHUsI 1O AUCHUIIINHE:
[ToporoBelii (MUHUMANBHBIN) YPOBEHB AJIs aTTeCTallud B (hopme
3ayeta — 75 % OT MakCHMaJIbHO BO3MOKHOM CYMMBI 0aJlIOB

4 3amaune 4 4 nenens 5

5 3aganue 5 5 "Henens 5

6 3amauue 6 7 Henens 5

7 3aganue 7

3agaHus A/ TEKylero KOHTPOoJIs

3aganue 1. O3HaKOMUTHCS ¢ TEOpUEN U MPAKTUKOW pa30MeHHs] KOMITbIOTEPHBIX CETel Ha mojce-
TU. [1)11 3a71aHHOTO YKcIia ceTei paccuuTaTh M MPECTaBUTh TaOIHUIIBI BbIenseMbIx [P anpecos.
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1. Bam Beimaercs IP-agpec ucxomnoi cetu A. Mcmonb3ysl cxeMy ceTH, IPUBEACHHYIO Ha
pucynke 6.1, a Taxke HHPOPMALHUIO O KOJIUYECTBE KOMIBIOTEPOB B OTJENaX MPEINpusi-
tus (Tabnuua 6.1), pa3deiiTe ceTb Ha COOTBETCTBYIOIIEE KOJIMYECTBO MojceTeil. Pa3oue-
HHUE JIOJDKHO OBITh ONTHUMAJIbHBIM, TO €CTh HE CIEIYeT UCIOJIb30BaTh JUIA OT/AENA IOJ-
CeTb, €CIIU JIOCTATOYHO OYyJIET MOJIOBUHBI MTOJACETH.

2. TloaroToBUTH CXEMY CETH C MOJMUCAHHBIMU MOJICETSIMU

3. IlpuBectu mapaMeTpbl Kax a0 MOJICETH:

azipec ceTd (B ABOUYHOM U JCCSITUYHOM BHJIE);

o

npeduKc;

Macka (B JIBOUYHOM U JICCITUYHOM BHJIE);
LIMPOKOBEILATEIBbHBIN aapec

ajJjpec UUI03a;

MaKCHUMAaJIbHOE KOJIMYECTBO XOCTOB;

@ o a0 o

KOJIMYCCTBO HCUCIIOJIB3YCMBIX aIpECOB XOCTOB.

g .. 2 J

i y Otaen A

U

v A
PCO 2 PC3 B PC4

4 Sw2

OTaen

U

) J

'—;’ "
PCB :
PC5

Puc. 6.1 — Cxema cetn
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Ta6muma 6.1 - BapuanTe! 3aganus 1

Ne Hcxonnas cetp KoyinuecTBO KOMIIBIOTEPOB B OT/IENIAX

A b B
1 34.178.0.0 /16 3750 6793 1702
2 118.7.50.0 /23 7 9 27
3 39.241.98.0/23 |8 5 18
4 88.27.252.0 /23 | 30 9 46
5 81.104.216.0 /21 | 48 120 249
6 7.50.128.0 /19 267 176 678
7 89.151.32.0/19 | 311 246 806
8 126.61.74.0/23 | 8 61 17
9 36.121.96.0/19 | 311 696 246
10 28.54.64.0 /19 957 160 274
11 67.260.0.0 /16 3656 1165 5086
12 77.75.0.0 /18 248 830 1403
13 5.63.168.0 /21 119 61 246
14 85.123.72.0 /21 189 51 72
15 72.241.3.0 /25 12 7 3
16 87.248.68.0 /24 | 26 45 71
17 46.41.64.0 /18 384 1605 675
18 57.214.86.0 /23 | 63 9 21
19 74.30.128.0 /19 | 346 179 732
20 88.61.128.0 /20 | 366 77 130
21 10.58.180.0 /24 | 30 92 43
24 112.56.76.0 /24 | 23 114 24
23 2.78.124.0 /19 214 443 525
24 30.182.64.0/18 | 624 1700 358
25 75.39.128.0/19 | 625 219 372

3aganme 2. [T03HAKOMHUTBCS C BO3MOXKHOCTSIMU cpeibl MojienpoBanust Cisco packet tracer.
CkoHurypupyiite, B cpeie MOAETUPOBAHHUSA, CETh CO CTAaTMUECKON MaplIpyTHU3alHlel, co-
IJIaCHO BapHaHTa 3agaHusd. OO0paTUTe BHUMaHUE Ha MCIIOJIb3yeMble THIIbI Kabenel 1 MoJenu
o0opyZoBaHUs (HOMepa CETeBBIX MHTep(ercoB, KOTOPsIMU Bbl coeauHute o0OpyaoBaHUE
3HAYCHHE HE UMECIOT).

1. CoxpaHMTe HACTPOWKH CETEBBIX YCTPOWCTB B MX SHEPrOHE3aBUCUMOW mamsTh. s
MapIIpyTU3aTOPOB, COCIUHSIONIMX OCHOBHOW W JONOJHHUTENBHBIA O(UCHl COXPAHUTE KOH-
burypanuio B OTAeIbHbIE (haliiIbl.
2. HacrpoiiTe cTaTn4ecKyo MapiIpyTH3aIHIo B CETH 110 TPEM BapHaHTaM:
1. PekypCcUBHO cTaTH4ecKas MapIIpyTH3aLHus 10 BCEU CETH;
2. Ilpsimast craTMyecKasi MapIIpyTH3aIHsI [0 BCEH CETH;
3. KoMmOuHMpOBaHHas cTaTHYECKasi MapIIPYTU3AIMs 110 BCEH CEeTH;
3. Co3spaiiTe crieHapHii IpoBepKu paboTOCIIOCOOHOCTH CETH, B KOTOPOM HEOOXOMMO IpO-
BEPUTH Tepeiady CIEAYIONIMX TaHHBIX:
a. ping ot xommeiorepa PC1 B rmaBHOM oduce no komnbiorepa PC2 B nomnonHu-
TeTHHOM OdrcCe;
b. ping ot komnblotepa PCO B rmaBHOM oduce 10 cepBepa Server) B riiaBHOM KOp-
myce;
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c. ping ot kommbtotepa PC2 B rmaBHOM oduce 10 cepBepa SErver2 B JONOJIHUTEIb-
HOM oduce;
[IpoBeanTe CUMYISIMIO TIEPEIavYX TAKETOB 10 CETH U MOAPOOHO €€ MPOKOMMEHTHPYHTE.
C moMoIIpI0 KOMaH/IbI tracert MOCMOTPUTE MAPIIPYThI TAKETOB U ONUIIIUTE HX.
[IpencraBbTe HacTpOUKHU Beex poyTepoB B popmare CLI u B popmate 3xpaHHBIX opMm.
[IpencraBpTe TaOIUIBI MAPIIPYTU3AIIUH I10 BCEM POYTEpaM BCEX THIIOB.
[IpencraeTe Tabmubr ARP.
B oTdere ais KaXA0TrO TecTa MPUBEIUTE MAPIIPYThI MTAKETOB, UX COACPKUMOE U 00BsIC-
HUTE MOJyYCHHBIC PE3YIIbTATHI.

LN U e

Ta6muma 6.2.1 - BapuanTs! 3aganus 2

Ne | Cxema Mmozpenupyemoii cetu
Mapuwpytuaatop A : =
SHOHCUpPYET CeTb ]
192.168.0.0/30
yepes cebn /
\ B
1 h
Cepaep IP A \ F
192.168.0.2/30 @
-
C \'\_ E
v K\
P Srar
2 g_ !,; }i i - S Srars
MapwpyTusaTop 1 MapwpyTHsaTop 2 )
-] (Windows 2000) (Windows 2000) [}
GNP Srarh
CeTb & Cete B Cetb C

BapraHTbl ”HAMBHYANTBHBIX 3aJaHUM:

Tabnuna 6.2.2 - IP mapsl, MeXy KOTOPBIMH CJIEIyeT MPOBECTH HACTPONKY, TPOBEPKY U HCCIIe-
JIOBaHHUE CBA3EU

Bapuant Hcrounnk [IpnemMHuK

1

192.168.3.3 192.168.3.4 192.168.13.4 192.168.23.6
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2 192.168.3.4 192.168.3.5 192.168.13.7 192.168.25.3
3 192.168.3.5 192.168.3.6 192.168.13.6 192.168.23.7
4 192.168.3.6 192.168.3.7 192.168.15.4 192.168.23.4
S 192.168.3.3 192.168.3.7 192.168.13.7 192.168.25.5
6 192.168.5.3 192.168.3.6 192.168.15.4 192.168.23.4
7 192.168.3.3 192.168.3.5 192.168.5.3 192.168.13.7
8 192.168.3.3 192.168.3.4 192.168.5.4 192.168.13.5
9 192.168.3.4 192.168.3.5 192.168.5.3 192.168.13.4
10 192.168.5.4 192.168.3.6 192.168.15.5 192.168.13.3
11 192.168.3.4 192.168.3.7 192.168.5.3 192.168.15.4
12 192.168.3.5 192.168.3.6 192.168.5.5 192.168.13.7
13 192.168.3.5 192.168.3.7 192.168.5.4 192.168.13.3
14 192.168.3.6 192.168.3.7 192.168.5.3 192.168.15.5

3ananue 3. Ha cxemax JIBY X 3anau, 3agannbix no BapuanTty, co3aats ykazannoe uncio VLAN
Y HACTPOUTH MEXKAY HUMU MApPLIPYTHU3ALIMIO.

Ta6muma 6.3 — BapuanTsl 3ananus 3

Howmep BapuanTa

Howmep 3ananus 1

Howmep 3amanus 2

1

11

12

13

14

15

16

17

18

19

P O ONOORWNEF

PO OINDO OB IWIN
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BapuaHT 1. --------mmmmm oo S ——

BapuaHT 2. -------=mmmm s m e S
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http://4.bp.blogspot.com/-Qm9Afs4Tpfw/UHw1g_VjVZI/AAAAAAAAAWM/Ixcr1m-Grxc/s1600/PacketTracerTrunk.png

Bapuanr 3.

172.16.0.1 172.16.0.2

N1
192.168.0.2/24

N3
192.168.1.2/24

192.168.2.3/24 192.168.4.3/24

Bapuanr 4.
2
no vian
=
e vlan 2
novian} Fa0/2 0/ 7
Fa0/5 PC1
- 0
PC4 N, - 3
0 Fa0/2N\__Fa0/5 """
o1l
vlan2
# 6
PC2
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Bapuanr 6.

"\ PCO

/

\ 192,168.1.3/24

VLAN 10 VLAN 20
Tabnuua agpecauuu
Wnwws no
YcTpoHcTEO WHTepdhenc IP-agpec Macka nogcetn YMONM4aHuo
R1 G0/0 192.168.20.1 2552552550 N/A
G0M 192.168.10.1 2552552550 N/A
S1 VLAN 10 192.168.10.11 2552552550 192.168.10.1
S2 VLAN 10 192.168.10.12 2552552550 192.168.10.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-B NIC 192.168.20.3 2552552550 192.168.20.1
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Bapuant 7.

GOj0
GOJ1
- FOjLL gy FOJ6 =
PC1 PC3
YLAN 10 VLAN 30
172.17.10.0/24 172.17.30.0/24
Tabnuua agpecauum
Wwnw3 no
YcTponcTBO | MHTepdpeiic |  IPv4-agpec Macka noaceTu yMONYaHuo
G0/0.10 172.17.101 255.255.255.0 N/A
R1
G0/0.30 172.17.30.1 255.255.255.0 N/A
PC1 NIC 172.17.10.10 255.255.255.0 172.17.10.1
PC2 NIC 172.17.30.10 255.255.255.0 172.17.30.1
Bapuanr 8. ---------- e m=mmmmmmmmmemeemeeeeaee ---

TpaHKOBbIW KaHan ceT
VLAN 802.1Q

Tabnuua agpecauunn

YcTponcteo | MHTepdenc IP-agpec Macka nogcetun | Ln3 no ymonyasuo
R1 G011 192.168.1.1 255.255.255.0 N/A
G0/1.10 192.168.10.1 255.255.255.0 N/A
G0/1.20 192.168.20.1 255.255.255.0 N/A
Lo0 209.165.200.225 | 255.255.255.224 | N/A
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
S2 VLAN 1 192.168.1.12 255.255.255.0 192.168.1.1
PC-A NIC 192.168.10.3 255.255.255.0 192.168.10.1
PC-B NIC 192.168.20.3 265.255.255.0 192.168.20.1
MapameTpbl Ha3Ha4YeHUA NOPTOB KOMMyTaTopa
MopThl Ha3Ha4eHue CeTb
S1 F0/M TpaHkoBblit kaHan 802.1Q N/A
S2 FOM TpaHkosblit kaHan 802.1Q N/A
S1F0/5 TpaHkoBblit kaHan 802.1Q N/A
S1F0/6 Cetb VLAN 10 — yyawmeca 192.168.10.0/24
S2 F0/M18 Cetb VLAN 20 — npenogaeatenu 192.168.20.0/24
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BapuaHT 9. -------====mmmmmmmmmmmee e -

172.17.10.1/24 i
GO0/0

f (
17217 10 21 17217 20 22 17217 3N 23

FO/4

o

172.17.30.1/24
G0N

MopTel KoMmmyTaTopa S1
F0/3 = VLAN 10
FO/4 = VLAN 30

FOM-F0/2 = TpaHk

MopTel KOMMyTaToOpa 52
FO/11 =VLAN 10
F0/18 = VLAN 20
F0/23 = VLAN 30
FOM-F0/2 = TpaHk

Bapwuant 10. ------- S ———

) r
172.17.10.21 172.17.20.22 172.17.30.23

26

UHTepdencel
KommyTaTopa S1 B
cetn VLAN
VLAN 10: 172.17.10.1
VLAN 20: 172.17.20.1
VLAN 30: 172.17.30.1

MopTel KommyTaTopa S1
FO/M-FO/2 = TpaHK

MopTel KOMMyTaTopa S2
FO/11 = VLAN 10
FO/18 = VLAN 20
FO/23 = VLAN 30
FOM-FO/2 = TpaHk




Bapwuant 11. ----

G0/17

o
10.17.30.4

r-4
10.17.10.4

o
10.17.20.4

Unrepdeinc R1
GO0/0 Trunk Link

NMoasinTepdeicsl R1
G0/0.10 10.17.10.1/28
G0/0.20 10.17.20.1/28
G0/0.30 10.17.30.1/28

MopTel S1
GO/1 Trunk Link
GO0/3 = VLAN 10
G0/9 = VLAN 20
G0/M17 = VLAN 30

OKoHeuHbIe ycTpoucTBa
PC1 - VLAN 10 10.17.10.4/28
PC2 - VLAN 20 10.17.20.4/28
PC3 — VLAN 30 10.17.30.4/28

Bapwuanr 12. ----

10.17.10.4

o
10.17.20.4

27

MNopTe S1
G0/M1-G0/4 = Trunk
VLAN 10 172.17.10.1
VLAN 20 172.17.20.1

MopTel 52
G0M-G0/2 = Trunk
G0/5-GO0/6 — Trunk

VLAM 10 — G0M1

MopTe 53
G0/3-G0/6 = Trunk
WVLAN 20 — GO/18

OxoHeyHkIe yCcTpOWCTEA
PC1-=WLAN 10
10.17.10.4/28
PC2 - VLAN 20
10.17.20.4/28




Bapwuanrt 13.

G0N

MuTepdeinc R1
GO0 10.17.10.1/28
GOM 10.17.20.1/28

NopTil 51
G0/3 = VLAN 10
GOM7 = VLAN 20

G0N
OKoHEeYHLIE YCTROWCTEA
PC1 - VLAN 10
GO/MT 10.17.10.4/28
» » PC2 — VLAN 20
10.17.10.4 10.17.20.4 10.17.20.4/28
Bapuanr 14. ------- -- m=emmmmmmm e eeeeneee -
.‘1
a\.\.ixa —i
HQ cisco.pka
172.17.50.254
r_____JJ E o
PC1 PC2 PC3
YLAN 10 YLAN 20 YLAN 30
172.17.10.0/24  172,17.20,0/24 172,17.30,0/24
Tabnuua agpecauuu
Wnro3 no
YcTpoicTBO WHTepdeic IP-agpec Macka nogcetn yMOn4yaHuio
G0/0 172.17.25.2 255.255.255.252 | N/A
G0/1.10 172.17.101 255.255.255.0 N/A
R1 G0/1.20 172.17.201 255.255.255.0 N/A
G0/1.30 172.17.301 255.255.255.0 N/A
G0/1.88 172.17.88.1 255.255.255.0 N/A VLAN Nms Wntepdenc
G0/1.99 172.17.99.1 255.255.255.0 N/A 10 Faculty/Staff Fa0/11-17
s1 VLAN 99 172.17.99.10 | 255.255.255.0 172.17.99.1 20 Students Fa0/18-24
PC1 NIC 172.17.10.21 255.255.255.0 17217101 30 Guest (Default) Fa0/6-10
PC2 NIC 172.17.20.22 255.255.255.0 172.17.20.1 88 ceTb Native [ell]
PC3 NIC 172.17.30.23 | 255.255.255.0 172.17.30.1 99 PykoBOACTEO VLAN 99
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BapuaHT15. --------mmmmmmmm e

KommyTatop 2-ro
ypoBHA (SW1)

VLAN 4 VLAN 3
FO/M FO/2
»
TpaHKoBkIA Cepeep
KaHan L2
KommyTaTtop 3-ro 2 102.0.0 /24
ypoBH# (SW3) 3 10.3.00/24
G0/2 4 10400 /24
TpaHKoBbLIi
KaHan L2
G111
WLAN 3 VAN 2
KommyTatop 2-ro E
ypoBHA (SW2)
Bapuant 16. -------=--=-====nmmmmme- .
-
TpeTui
aTax
Bropon »
STaH
¥ r
MNepBbiA : 2
STaH

VLAN 3 VLAN 4
WUT-otoen Orpen Otpen

Ka/poB npoaa
1002028 4503024 10.0.4.0/24

WVLAN 2
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Bapwuanr 17. ------- N ——
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172.16.16.0/24 /
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Bapuanr 18. ------- R
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k.
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,
\

VLAN 10 /
-

S— —
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Bapwuanr 19. ------- S
VHTepHeT
Sijes e

a—

“~
VLAN 10

192168.1.1

|

Bapwuant 20. ------- S —
//” \\\\
;/  Internet N

! \
,I \ = Corp
|' Loopback 0
\ 172.16.1.1/24
\

\ 192.168.10.1/30 fa0/0 - default configuration
\ / £a0/0.1 - Vlan 1 (Native) - 192.168.1.1/24
\ / f0/0 \ a0/0.2-Vlan 2 -192.168.2.1/24
N / £a0/0.2 - Vlan 3 - 192.168.3.1/24
o 7 fa 0/0.4 - Vlan 4 - 192.168.4.1/24
St 802.1q Trunk

Switch
192.168.1.2/24

Vian 1 (Native)
192.168.1.0/24

Vian 4
192.168.4.0/24

192.168.2.0/24

192.168.3.0/24
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3ananue 4. DOmynstop Cisco Packet Tracer mo3BosisieT mpOBOANTH HACTPOWKY TaKHX CETEBBIX
cepsucos, kak: HTTP, DHCP, TFTP, DNS, NTP, EMAIL, FTP B coctaBe cepsepa ceru. Pac-
CMOTPHUM HACTOHKY HEKOTOPBIX U3 HUX.

Co3zpaiiTe crneayroyo cXeMy CETH, MPEICTAaBICHHYIO Ha CIIEYIOIEM PUCYHKE:

Server-PT
Serverl
=
s v
pc-PTL\_
NnK1
2950-24
Switch1 Server-PT
Server2

3anauva:

Hactpouts cetb ciieayronmm o0pa3om:
1 - Serverl — DNS u Web cepsep;

2 - Server2 — DHCP cepgep;

3 - Kommerorep TTK1 momyuaer mapametpsl nporokosna TCP/IP ¢ DHCP cepBepa u OTKpbIBaeT
caidT www.rambler.ru na Serverl.
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3ananue 5. [IpoekTupoBaHnue cereil.

Bapuant Nel Co3naiite ceTh, MpeCTaBICHHYIO HA PUCYHKE:

12.0.0.2 13.0.0.2
12.0.0.4 g g 13.0.0.4
ServelPT — ' Serper-PT g
! © s2 ' o
PC-PT 23 /" PC-PT
compé4 comp6b
Lan 12.0.0.0
11.0.0.4 , 14.0.0.4
Q Lan 13.0.0.0 g
’ & £
PC- PC-PT
comp2 comp8

1170.0.2
Lan 11.0.0.0 router Lan 14.0.0.0
Server-PT Server-PT
s1 s4

KopniopaTtuBHas ceTb COCTOUT U3 YEThIPEX CETEH:

cers 1 —11.0.0.0/8;

cers 2 — 12.0.0.0/8;

cerb 3 —13.0.0.0/8;

ceth 4 — 14.0.0.0/8.

B kaxnoii cetn Ha cepBepe ycTtaHoBiIeH Web cailT.

3aganue:

KomMmnproTepy comp2 1OCTYIHBI TOJIBKO KOMIIBIOTEPHI CBOEH CETH U comp4.
Komnsrotepy comp4 10CTynHBI TOJIBKO KOMIIBIOTEPBI CBOEH CETH M comp?2.
KomnbroTepy comp8 10cTyImHBI TOJIBKO KOMIIBIOTEPHI CBOEH ceTH 1 compob.
Komnsrotepy comp6 J0CTYyIHBI TOJIBKO KOMIIBIOTEPBI CBOEH CETH M comps.
Tonpko komnbrOTEPHI compl, comp3, compS 1 comp7 MOTYT OTKpPbIBaTh BCE CaliThl HA CEPBEPAX
S1, S2, S3 u S4.
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Bapuant Ne2 Co3naiite ceTh, MpeCTaBICHHYIO HA PUCYHKE:

12.0.0.2
13.0.0.2
11.0.0.2
r-PT
server3
Se r-PT
11.0.0.11 seryerl
g, e 4 lan 12.0.0.0
PC-P
compl
+ 12.0.0.1
Sotwegy Lan 11.0.0.0 11.0.0.1 13.0.0.1 Lan 13.0.0.0
. == -
2950-24 14.0.0.1 1841 2950-24
swi Router1 sw3
14.0.0.2

gy Lan 190,00

2950-24
swé Server-PT
serverd

KopniopaTiBHas ceTb COCTOUT U3 YETHIPEX CETEH:

cerb 1 —11.0.0.0/8;

cets 2 — 12.0.0.0/8;

cets 3 — 13.0.0.0/8;

cetb 4 — 14.0.0.0/8.

B kaxoii cetn Ha cepBepe ycraHoBIeH Web cailT.

3anaHue:

1 - Cerb 14.0.0.0 HegoctynHa u3 cetu 11.0.0.0.

2 - Kommnbrotepam compl 1 comp2 pa3peluTs OTKphITHE CaliTa Ha server3, HO 3alpeTHTh Mpo-
CIIyIIMBaHME Server3 mo KOMaHe ping.

3 — Komnbsrotepy compl paspemmTh JOCTYI Ha Server2, Ho 3alpeTUTh OTKPhITHE caiiTa Ha 3TOM
cepaepe.

4 — KowmmbloTepy comp2 pa3pemuTh AOCTYI Ha serverl, HO 3alpeTuTh OTKpbITHE caiiTa Ha
serverl, pa3pemuTs TOCTYIT U OTKPBITHE CaiiTa Ha server4.
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3ananue 6. [TosnakomuthCst ¢ BO3MoxkHOCTAMU yTriuTel WireShark.

=

YcranoBuths WireShark Ha Buptyansnyro mammay VM Ware.

N

ITpoBectu uccinenoanue npuema nakeroB APR n ICMTP g aroro cmonenupoBarb
piNg MeXy pearbHOM U BUPTYaTbHON MAaIIMHOIA.

IIpoBectu ucciaegoBanue npruemMa rnakeroB cepsepa DNS cepepa.

OcBoutb npumeHenus guibtpos Capture.

OcBoutb npuMenenust punbTpoB Display Filters.

OcBoutb nepexaar (HaiioB, KAPTUHOK MPH Mepeaaye Mo CeTH.

OcBouTh nepexBat ayanoQaiyioB ¢ MPOCTYIIMBAHUEM aYANOIOPOKKH.

N Ok ow

JIJIs KaKI0T0 MCCIIeIOBAHUS TIPOBECTH CTATUCTHIECKYIO 00paboTKYy:
Conversations

Flow Graph

Protocol Hierarchy

IO Graph

o0 o

3ananue 7. YcraHoBka U agMuHUCTpUpoBanue cepBepHbix OC.

1. BemonuuTh ycTaHoBky cepBepHoit OC Linux.

2. YCTaHOBHUTH M HACTPOUTH cepBep Samba.

3. H3yuwth mpueMbl yIAICHHOTO aAMUHHCTpUpoBaHus cepsepa Ubuntu u Samba ¢ momo-
o yrwumtel PuTTY.

35



3agaHus 1J19 KOHTPOJIbHOM padoThl (cemecTp 8)

Pa3pabotka u peanuzaius cXeMbl aJipecalli U MapipyTtusanuu B [P-cetu:

Pa3zpaborate cxemy aapecauuu (KpUTEpUU — HaWIydllas cyMMapu3alus, MUHUMaJlb-
HBII pacxo/1 aJIpecoB)
o paccuuTaTh HEOOXOJUMBbIE pa3Mepbl ceTed JUIs 3aJaHHBIX CETMEHTOB U CeTeil,
CBSI3BIBAIOIIINX MAPIIPYTH3ATOPBI APYT C APYTOM
o W3 ykazanHoro Ojoka aapecoB Ha3HAUYMUTH ajJpeca BCEM CEeTSAM M HHTepdeiicam
MapIIpyTU3aTOPOB
o Hactpouts VLAN B KOpIIOpaTUBHOI CeTH*.
JIJIst KaKI0T0 MapIIpyTU3aTOpa MOCTPOUTH TAOHITY MAPIIPYTH3AIUN
o Bxirounts B Tabnuily mpucoeMHEHHbIE CeTH™.
o JloGaBuTh 4 CTaTHMYECKUX MApIIPyTa TaK, YTOOBI JIOOBIE J[BA XOCTa CETH MOTJIH
B3aMMOJICICTBOBATH JPYT C APYTOM
OcranpHble CeTH — C IMHAMUYECKUMU aapecamu Ha ocHoBe ogHoro DHCP cepsepa.
3anycTtuth B cetu oauH DNS cepBep, oJiuH mouTOBBIN cepBep, oauH cepBep FTP u onun
Web-cepaep.
PeanuzoBath nonydeHnyto cxemy Ha cumynarope Cisco Packet Tracer
HacTtpoiiky MapupyTu3atopoB NpOU3BOAUTh U3 KOMaHIHON CTPOKH, JIJI1 UETO HACTPOUTH
JOCTYII K 9aCTH MapIipyTu3aropos 1o Telnet, a vactu — mo SSH.

JlaHHBIC U151 3a0aHUS

biiok aapecoB mJis BbIIECIEHUS MTOJICETEM:

%
g
©

briox agpecoB st BbLACIEHHS
nojacerei

172.16.0.0/12

192.168.0.0/16

56.82.192.0/18

102.63.0.0/14

172.16.0.0/12

192.168.0.0/24

56.82.3.0/16

102.63.0.0/14

O ONOOOTEIW|IN|F-

32.154.192.0/18

[EEN
o

111.25.64.0/20

[IponmmmTe craTndyeckue MapuipyTsl B oqHoM Mapupytusatope Config — Static. IIpo-
BepbTE pabOTy CETH.
CornacHo BapHaHTy CO3/IaiiTe OJIHY U3 CIEIYIOUINX CXEM:
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Bapmuanr 3:
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Bapuanr 5
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Bapuant 7
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o [lponumuTe AMHAMUYECKUE MapIIPYTHI Ha Ipyrom poyrepe (Bkiaaka Config - RIP)*.

o [IlporectupyiiTe paboOTy CeTH, MPOCIEAUTE 3a MPOABHKCHUEM IAKETOB (KaK B PEKUME
CHUMYJIALINY, TaK U C IOMOIIBIO KoMaH b1 tracert). Pe3ynbpTarhl npencTaBbTe B OTUETE.

o TlocrpoiiTe Tabauily MapmpyTH3alMIO Ui KaXIOro poyTrepa (HaBecTH Jymy (IaHenlb
yIpaByieHUs] 00bEKTaMH ) Ha MapIIPYTH3aTOP U BHIOPATh COOTBETCTBYIOIIUN IYHKT)™*.

e OpranmzoBath Heckoabko VLAN cereid.

o Hacrpoiite B cetn npotokon OSPF, ecnu HeoOxoaumo — 106aBbTe HemocTaromee 000-
pyZOBaHUE B CeTh™.

o Hacrpoiite B cetu nporokon RIP, ecnmu HeoOxoauMo — no6aBeTe HexocTaroniee 00opy-
IIOBAaHUE B CETH*.

o Hacrpoiite B cetn mporokon EIGRP, ecan Heobxoaumo — 106aBbpTe HepocTaromee 000-
pyZOBaHHUE B CETh™.

o Hacrpoiite B cetn nporokon BGP, ecniu HeoOxoaumo — 106aBbTe HEAOCTAOIIEE 000PY-
JIOBAaHUE B CETH*.

o Hacrpoiite B cetu mpotokon NAT, eciin HeoOXoauMo — 100aBbTE HEAOCTAIOIIEE 000PY-
JIIOBAaHUE B CETH*.

o Hacrpoiite pacmmpenHslii cnucok orpannueHuii no nepenade naHusix (ACL). Conep-
»KaHue OrpaHNueHHUH — Ha Bame ycmoTpenue.

o IlpuBenure pe3ynabTaThl CUMYISIIIMKA PAaOOTHI CETH, MOATBEP)KAAIONINE (PYHKIIMOHUPOBA-
HHE BBIIICIEPEUUCICHHBIX TPOTOKOJIOB™.

3apanme Nel. [ToctpouTs nOKallbHYIO ceTh mocpeAcTBoM nporpammbsl PCTracer
3aganue Ne2. CoeqUHUTD, UCHIOJIB3YS HYKHBIA THI COEAUHEHUS
3aganue Ne3. CkoHOUTYpHPOBATH MApaMETPhI MOAKITFOUCHUS T Kakaoro [TK.

3ananue Ne4. Co3zgats Tabnuiy [P agpecoB co3mannoil cetu (ycrpoiictBo, untepdeiic, IP an-
pec, Macka MojCEeTH, IITI03).

Baganme Ne5. B pexxume RealTime mpoBepuTh NOAKIIOUCHHE KOMAHION ping: Ha JOKAIbHBINA
anpec, aapec ynanensoro [1K, mmpokoBemarenabHblil aapec.

Baganme Ne6. B pexxume Simulation mpoBeputs moaximtoueHre KOMaHIOW ping: Ha JTOKAIbHBIHA
azapec, agpec ynanensoro [1K, mupokosemarenbHbli aapec.

33}13HI/I€ Ne7. B okHe u Ha cxeme mpociacaAnI NIEPEABNKCHUC ITAKETOB BO BCCX ClIydadX, yIIpaB-
JsIsl MoHIaroBO WA pEryjiupyst CKOpOoCTb CUMYIIALIUA

3aganue Ne8. B okHe KOMaHIHOHN CTPOKH MPOCMOTPETh U OYUCTUTH arp TaOJIMIly, U IOBTOPUTH
IYHKT 6.

42



Jlucr perucrpanuu usmenenui k PI1JI

Howmep npoTokona 3acenanus kadenpsl,
JiaTa yTBEP>KIACHUS U3MEHEHUS

KommuectBo
CTpaHHUIL
N3MEHEHUA

[Moanuce
pa3paboTunka
PII
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