MUHHCTEPCTBO HAyKU U BBICILIETO

obpazoBanus Poccuiickoi Penepanyn

denepanbHOE rOCYJapCTBEHHOE OI0KETHOE 00pa3oBaTesibHoe
y4peKIeHHe BbICIIEro 00pa3oBaHus

«Komcomonbsckuii-Ha-Amype

rocynapCTBeHHmﬁ YHUBEPCUTET»

YTBEPXJIAIO

Jlekan daxydbrera
KOMITBIOT@PABIX TEXHOJIOI MM
MMeHOBaHHe (aKyJIbTeTa)

S1.IO. 'puropbeB
/’/(HO,IIHP!Cb, OUO)
« /-/ w N

2020 r.

PABOYAS ITPOI'PAMMA JTUCIUAITINHBI

AIMHUHHUCTPHPOBAHME CHCTEM M KOMIILIOTEPHBIX ceTeil

HanpaBnenune noaroToBku

09.03.01 "HUngpopmamuka u eviuuciumenvHas
mexHuka"

HamnpasnenHocTh (mmpoduiib)
00pa30BaTeIbHOM MPOrpaMMbl

Ilpoepammnoe obecneyerue cpedcma 8blYUCTUMENLHOU
MEXHUKU U A8MOMAMUSUPOBAHHBIX CUCTIEM

KBanuduxanus BbITyCKHUKA

bakanasp

['ox Hayasia NOArOTOBKU 2020
(no yuebHomy niamy)
dopma oOyueHwHs 3aounas
TexHonorus 00y4eHus MPAOUYUOHHAS
Kypc Cemectp TpynoeMKocCTs, 3.€.
5 9 3

Bua npomexyTo4HON aTTecTaluu

O6GCHC‘-II/IB3.IOH_ICG noapa3iCyICHUC

3auém

11IYPUC

Komcomoubck-Ha-Amype 2020




PaszpaboTuunk paboueil nporpamMmsl:

cTaplnii mpenojiaBareiib 7‘4”/ B.A. Illamak

(JI0JIKHOCTD. CTEIEHL, YUEHOE 3BaHNe) (no.!yﬁuu) (®PHO)
COI''TACOBAHO:
3ase/yroiuii kadeapoii B.A. Tuxomupon
[TYPUC

(nanmenoBanue Kadeapst),”

(noanficn) (PHO)



1 O01mme moJ10KeHU s

PaGouas mporpamma JUCHUILIUHBI «AIMUHUCTPUPOBAHUE CUCTEM U KOMITBIOTEPHBIX CE-
Tei» COCTaBJICHAa B COOTBETCTBUH C TPEOOBAaHHUSIMH (eIepaTbHOI0 rOCYAapCTBEHHOTO 00pa3oBa-
TEJIBHOIO CTaHJAPTa, YTBEPKIECHHOr0 MpukazoM MuHucTepcTBa 00pazoBanus U Hayku Poccuii-
ckoit @enepanuu Ne929 19.09.2017, u ocHOBHOI TpodecCHOHATBHONH 00pa30BaTEILHOM MPO-
rpaMMbl moArotoBku «IIporpamMmuoe obecriedyeHne cpeicTB BEIUUCIUTENbHON TEXHUKU U aBTO-
MaTU3UPOBAHHBIX cucTem» 1o HampasieHuio 09.03.01 "MudopmaTika 1 BEIYUCTUTENbHAS TEX-
Huka". [IpakTuyeckas MOAroTOBKa peaan3yeTcs Ha OCHOBE:

[Mpodeccunonanshusiii crangapt 06.027 «Cnenuanuct no aqMUHUCTPUPOBAHUIO CETEBBIX
ycTpoiictB UKCy».

O6o006muiennbie TpynoBbie GyHKIuu: D — AMuHHCTpUpOBaHUE TIPoOLIECCa YIIPaBICHUS
0€30MacHOCTBIO CETEBBIX YCTPOICTB U MPOTrPAMMHOI0 00eCIIeUeHHUS.

3anaqn JlaTp mpencTtaBieHUE CTYJEHTaM O TEOPUM M IIPAKTUKE IPOECKTUPOBAHUS JIO-

AACHHUIIIMHBI KaJIbHBIX ceTeil. [103HaKOMHUTh C pelIeHUsIMH 337ad B 00JIACTH pa3/ieieHUs
PECYPCOB C HCIIOJIb30BAHHEM JIOKAIBHBIX CETEH MOCPEICTBOM KOH(PUTYPHPO-
BaHMSI ONEPALMOHHBIX CUCTEM.

OcHoBHBIE [IpoexTHpOBaHKE JTOKAIBHBIX CETEU

pasjieinsl / TeMsl AJIMUHUCTpUPOBAHUE ONIEPAIMOHHBIX CUCTEM

JIACIIUIIIIMHBI

2 IlepeyeHb MIAHMPYEMBIX Pe3yJbTATOB 00yYeHHUSs MO AUCHUILINHE (MOIYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[Tponiecc m3ydeHUss AUCHUIUIMHBI «AJIMUHUCTPHUPOBAHHUE CUCTEM U KOMIIBIOTEPHBIX
ceTeil» HampasieH Ha (OPMUPOBAHUE CIIEAYIOIUX KoMiieTeHIuil B coorBeTcTBUU ¢ ®PI'OC BO

¥ OCHOBHOM 00pa3zoBaTenbHOM Mporpammoii (Tabmuma 1):

Ta6n1/1ua 1- KOMHCTCHHI/II/I U UHAUKATOPBI UX JOCTUKCHU

Kog nmo ®I'0OC WNHIuKaTOphl TOCTUXKEHUS [Tnanupyemble pe3yabTaTsl 00y-

YEHUS 110 JUCIHUIIIINHE

YHuBepcanbHbIe

Ob6menpodeccnoHanbHbIe

[IpodeccronanbHbIe

[K-3.1

I1K-3 Cnoco0ben aj-
MHHHUCTPHPOBATh
OTIEpallMOHHbIE CH-
CTeMBl M KOMIIbIO-
TEpHBIE CETH, Opra-
HU30BBIBATH oe3-
OTAaCHOCTh CETEBBIX
YCTPOMCTB H MpO-
rpaMMHOro obecre-
YCHUS

3HaeT Teopuio GYHKIIMOHUPOBAHUS
OTIEPAIMOHHBIX CHCTEM U KOMITBIO-
TEPHBIX CEeTEeH, a TaK)Ke METOAUKY
3alUTHI, TPEJOTBPALICHNS TOTEPh U
MOBPEXJICHUN JAHHBIX B IPOrpaMM-
HOM 00ECTICYCHHH U KOMITBIOTEPHBIX
ceTsax

[1K-3.2

YMeer aIMUHUCTPUPOBATH ONEpalu-
OHHBIE CHUCTEMBI W KOMITBIOTEPHEIC
CeTH, OpraHu30BaTh 3allUTy H

3

3HaTh IO OIpPENEICHUIO Tapa-
METpPOB 0€30MacHOCTH W 3aIIUTHI
IPOrPaMMHOT0 00ECIeUeHUs ce-
TEBBIX YCTPOUCTB

YMmerp agmunuctpuposats OC u
KOMIIBIOTEPHBIE ~ CETU.  YMETh
MIPEAOTBPALIATh OTEPIO TAHHBIX.




Koa mo ®1'0C Nuaukatopel AOCTUKEHUS [Tnanupyemslie pe3ynbTaTsl 00y-
YCHUA 110 AUCHUIIIINHEC

MIPEeIOTBPALIEHHE MOTEPh JAaHHBIX B
MPOrPaMMHOM OOECIICYCHUH U KOM-
MBIOTEPHBIX CETAX

[IK-3.3

Bnaneer nHaBblkamMu aIMHHUCTpUPO- Bianers  HaBbIKaMU — aIMHUHU-
BaHUs ONEpalMOHHBIX cucteM U  crpupoBanusi OC U KOMIbIOTEp-
KOMIIBIOTEPHBIX CETEH, HaBBIKAMHU HBIX ceTel. BraaeTe HaBbIKaMH
3alIUThl U MPENOTBPAIICHUS MOTEPh 3alIUThl U MPEAOTBPAIICHUS I0-
JaHHBIX B TPOrpaMMHOM o0ecrede- Teph JTaHHBIX

HHUH U KOMITBIOTEPHBIX CETAX

3 MecTo TMCHMILUIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTe/bHOIl MPporpaMMsbl

JucuuruiiHa «AJMUHUCTPUPOBAHUE CUCTEM M KOMIIBIOTEPHBIX CeTel» u3ydaercs Ha 4
Kypce B 8 cemectpe.

JucuumnHa BXOIUT B cocTaB Onoka | «/lucuuniauHel (MOZYJIM)» U OTHOCUTCS K
00s13aTeIbHON YacTH.

Jlj11 0cBOEHUS TUCLUIUIMHBI HEOOXOAUMBI 3HAHUSI, YMEHUS, HaBBIKU U (UJIM) OIBIT IIPaK-
TUYECKOH NIesTebHOCTH, COPMHUPOBAHHBIE B IPOIECCe U3YYSHMs TUCLMIUIMH / MPAKTUK: «3a-
muta nHpopmMaruny, «CeTH U TeNeKOMMYHHKAIIUN.

3HaHUs, yMEHHUsI U HaBBIKHM, C(DOPMUPOBAHHBIE NPU M3YYEHUHU JUCLUIUIMHBL «AMHHU-
CTPUPOBAHHME CUCTEM U KOMIBIOTEPHBIX CeTEil», OyayT BocTpeOOBaHbI IPU W3YYEHUU MOCIEAY-
IOIIMX TUCHUIIIHH «[Ipon3BoJCTBEHHAs NMpaKTHKa (MPEUIUIOMHAs TPAKTHUKA).

Juciunnuaa « AAMUHUCTPUPOBAHUE CUCTEM M KOMIBIOTEPHBIX CETEW» YACTHYHO pEaIH-
3yercs B (hopMe MpakTHUecKoil moaroroBku. [IpakTuueckas moaroToBKa OpraHU3yeTcs MyTeM
BBINOJIHEHNUS MPAKTHUYECKUX 3aHATHH, 1a00paTOpHBIX paboOT, BBHIMOIHEHUS KOHTPOJIBHBIX pa-
60T.

JucuumirHa « AIMUHUCTPUPOBAaHUE CUCTEM U KOMITBIOTEPHBIX CETEN» B paMKax BOCIH-
TaTeIbHON paboThl, HallpaBjieHa Ha (opMUpOBaHHE y 00yUarOUUXCs UHPOPMALIMOHHOMN KYJIb-
TYpBl, YMEHHSI CAMOCTOSITEIbHO MBICIHUTb, Pa3BUBAET NPO(ECCHOHATbHBIE YMEHHUSI.

4 O0beM TUCHUNIUHBI (MOAYJISI) B 3a4eTHBIX €IMHUIIAX C YKA3aHHEM KOJINYeCcTBA
aKaJeMH4YeCKHX YaCOB, BbI/IeJIEHHbIX HA KOHTAKTHYI0 padoTy 00y4alommxcs ¢
npenoaasareseM (110 BUAaM y4eOHbIX 3aHATHIT) U HA CAMOCTOSITEJILHYIO PadoTy
00y4yarIuXxcs

OO0mmas TpyI0eMKOCTh (00beM) TUCITUTUIHHBI cocTaBisier 3 3.e., 108 aka. gac.
Pacnpenencaue o0beMa JUCIUTUTAHBI (MOJIYJISA) 110 BHJIAM YU€OHBIX 3aHATHI MPEICTaB-
JIEHO B Tabimiie 2.




Tabmuna 2 — O6beM IUCHUIUTUHBI (MOJYJIS) IO BUJAM YUEOHBIX 3aHSATHI

O0BbeM TUCHUIIINHBI

Bcero akapemu-
YeCKUX 4aCoB

OO0miast TpyA0€MKOCTh JUCIUILIUHBI 108
KonTakTHasi ay1uTopHas padoTa 00y4aromuxcs ¢ npenojgaBareieM (1o 10
BH/IaM Y4eOHbIX 3aHATHI), BCEro
B ToMm uncne:
3aHATHS JIEKIIMOHHOTO THNA (JICKIIUU U UHBIC YICOHbBIC 3aHSITHUS, TIPEIY-
CMaTpHBAOIIUE MPEUMYIIIECTBCHHYIO Mepenavy y4eOHoW HHpOpMaIuy rie- 4
JAarOTUYeCKUMHU paOOTHUKAMM)

B TOM 4YHKCJIE B (OpPME MPAKTHYECKON TIOJTOTOBKH: 0
3aHATHSA CEMHUHAPCKOTO THINA (CCMHUHAPDI, TPAKTUYCCKHUE 3aHSATHUS, ITPAK-
TUKYMBI, J1a00opaTOpHbIC pabOThI, KOJJIOKBHYMBI i HHBIC aHAJIOTHYHBIC 3a- 6
HSATHUS)

B TOM YHKCJIC B OPME MPAKTHYECKON TIOJTOTOBKHU: 6
CamocrosiTesibHast padoTa 00yyaIIUXCsl U KOHTAKTHAas padoTa, BKIIO-
Yarolas rpynoBble KOHCYJIbTAUK, UHIUBUAYATbHYIO pa00OTy 00yUaro-
HIMXCSI C TIpenojaBaTessiMu (B TOM YUCIIC HHIUBUIYATIbHBIC KOHCYJIbTAIINN );
B3aMMOJIEUCTBHUE B 3JIEKTPOHHON HH(DOPMALMOHHO-00pa30BaTEILHOM cpeie 94
By3a
[TpomexyTouHas aTTecTalus 00y4aromuxcs — 3a4eT 4

5 Conep:xkanue TUCHUILIMHBI (MOYJIs1), CTPYKTYPHPOBAHHOE N0 TeMaM (pa3/aejiam)
€ YKa3aHHeM OTBEJIeHHOr0 Ha HUX KOJIMYeCTBA aKaJeMHYecKHX YacoB U BU/I0B

y4eOHoii padoThI

Tab6muma 3 — CTpykTypa U coep KaHue TUCIUILTAHBI (MOTYJIs)

Bunpl yueOHoM paboThl, BKIIIOYAsk CaMOCTO-
SATEJbHYIO0 pab0Ty 00YyJarOIIUXCs ¥ TPY/IO-
€MKOCTb (B yacax)
KonTaktHas padora npenojasa- CPC
HaumeHnoBanue pa3fennos, TEM U COJAEP/KaHUE Ma- TeJIs C 00yJaroUIMMHUCS
Tepuaia Jlekumu | Cemunap- | JlaGopa-
CKHE TOPHBIE
(mpakTu- | 3aHATHS
YECKUE
3aHSITHS)
Tema 1. CucremMHoe aAMUHUCTpUpOBaHKE. BeiOop
anmnapaTHbIX U NPOTpaMMHBIX cpeAcTB. CTPYKTY-
pa cetn. UTHpOpMaLIlMOHHBIE CUCTEMBI IPEIPUS- 2 - 2% 34
THUS
Tewma 2. PaboTa B rmobapHOM ceTr. YTIpaBiIeHHE
UH(POPMALIMOHHOM cucTeMO. MOHUTOPUHT HH- 1 i % 34
dbopMmarmoHHo# cucteMbl. Bupryanuzanus
Tema 3. bezonacHocTs. OTKa30ycTOWYMBAs UH-
dopmanmonnas cucrema. [lopsiiok BeIsIBIEHUS 1 . 0% 34
HEUCIPAaBHOCTEHN U UX YCTpaHEHUs




Buapl yueGHO# paboThI, BKIIFOYAsk CAMOCTO-
ATEJIbHYIO0 pab0Ty 00y4aroIIuXcst U TPYI0-
€MKOCTb (B yacax)
Konrtakrnas pabora npemnoaasa- CPC
HanmeHnoBaHMe pa3liesioB, TEM H COJIEPKAHHUE Ma- TEJISL C 00YJaIONTIMHUCS
Tepuana Jlexkiuu | Cemuuap- | JlaGopa-
CKHUe TOpHBIE
(npaktu- | 3aHATHA
YEeCKHe
3aHSTHUS)
HUTOT'O 4 ) 5 94
10 JUCUUTUINHE

*peanusyrorcs B popMe NpakTH4eCKOi MOArOTOBKH
6 BxeayauTopHasi caMocTOsITeJIbHAs padoTa 00y4arOIMXCSl M0 AUCHUILIHHE
(Monayr0)

[Ipy mIaHUPOBAaHUU CAMOCTOSITEIILHOM pPabOThI CTYIACHTY PEKOMEHIYETCS PYKOBO/I-
CTBOBATHCSI CICIYIOIINM PACIIPEACIICHUEM YaCOB Ha CAaMOCTOATEIbHYIO padoTy (Tabnwuima 4):

Tabnuna 4 — PekoMeH1yeMoe pacnpe/ielieHHe YacoB Ha CAaMOCTOSITEIIbHYIO paboTy

KoMnoHeHTBI caMoCTOSITeIbHOM padoThI KosuuecTBo yacon
M3ydeHne TeopeTU4eCKUX pa3iesIoB TUCIUIIIMHEI 25
[TonroroBKa K 3aHATHAM CEMHUHAPCKOTO THITA 25
[ToaroroBka u ohopmieHue 44
KonrtpospHas pabota
94

7 OueHo4YHbIE CPeACTBA /15 MPOBEJACHUS TeKYIero KOHTPOJIs
U NPOMEKYTOYHOH aTTecTALMU 00y4aloIuXcs M0 AUCHUIIIHHE (MOAYJII0)

q)OHZ[ OICHOYHBIX CPCACTB JIA MPOBCACHHA TCKYLICIO KOHTPOJA YCIIEBACMOCTH U
MPOMEXKYTOUYHOM aTTectanuu npeactasieH B [Ipunoxenun 1.

TToHEI KOMIUIEKT KOHTPOJIBHBIX 3a)1aH1/1171 HJIM UHBIX MaTcpUalioB, H€O6XOI[I/IMI)IX JJIS
OIICHUBAHUS PE3YNbTATOB OOyUYEHHUsS MO AUCHMUIUIMHE (MOMYNIO), MPAaKTHUKE XPaHUTCA Ha Ka-
benpe-pazpaboTynke B OYyMa)KHOM M DJICKTPOHHOM BHUJIE.

8 VYueOHo-MeTOOAMYeckOe W UHPOPMAIMOHHOe o0ecrevYeHHe TUCHUILIUHBI
(MmonxyJis)

8.1 OcHoBHas JquTEpaTypa

1 Kysun, A. B. Komnberotepusie cetu [DneKTpoHHBINH pecypc]: yueb. mocobue [Dmek-
tpoHHbI pecypc] / Kysun A.B., Ky3un I.A. - 4-e u3a., nepepad. u gom. - M.: @opym, HUILL
NH®PA-M, 2022. — 190 c. // ZNANIUM.COM : snekTpoHHO-0MOIMOTeYHas cucteMa. — Pexxum
noctyma: http://znanium.com/catalog.php#, orpaHu4eHHbBINA. — 3ar. ¢ KpaHa.

2 Omudep, B. I'. Komnbrorepubie cetr. [IpuHIUIIBI, TEXHOJIOTHH, TPOTOKOJIBL: Y UeOHHUK
st By3oB / B. T'. Omudep, H. A. Omudep. - 2-¢ u3a., 3-e uzn., 4-e usn., S-e uzn. - CII6.: [Turep,
2016; 2011; 2010; 2009; 2004, 2003; 2002; 2001; 2000; 1999. - 992c.

8.2 [lomoJiHMTe/bHAsA JIUTEpaTypa




1 3apamenckux, E.Il. UnTepuer Bemeil. MiccnenoBanust 1 061acTe mpuMeHeHHs [DJek-
TpoHHBIA pecypc] : moHorpadus / E.Il. 3apamenckux, N.E. AprembeB. — M. : UHOPA-M,
2022. — 188 c. // ZNANIUM.COM : snekTpoHHO-OMOIMOoTEeYHas cuctema. — Pesxxum mocryna:
http://znanium.com/catalog.php#, orpanrudeHHbBIN. — 3arJI. ¢ YKpaHa.

2 Tanenbaym, O. Kommbrotepusie cetu / J. Tanenbaym, 1. Yazepomr; Ilep. ¢ anrm. A.
I'pebGenbkoB. - 5-¢ u3a., 4-¢ uza. - CII6.: [Turep, 2017; 2010; 2003. - 955c.

3 Kymap, B. .Net CereBoe mnporpammupoBanue = Professiona NET Network
Programming / B. Kymap, 3. KpoBuuk, H. Jlarapu u ap. - b.m. : Jlopu, 2014. - 400c.

8.3 MeToauuecKkue YKazaHnus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

1 Tuxommpos, B. A. OnepanrioHHbIE CUCTEMBI U CETH: Jald. MpakTUKyM / THXOMHPOB
B.A. — Komcomonbck-Ha-Amype.: U3a-Bo Komcomonbsckoro-na-Amype roc. Texs. yH-Ta, 2016. —
117 c.
8.4 CoBpemennbie mnpodeccuoHATbHbIE 0a3bl JaHHBIX W HH(OPMAIMOHHBIE
CIIPaBOYHbIE CHCTEMbI, HCIIOJIb3yeMble NMPHU OCYIeCTBJIEHHH 00pa30BaTeIbHOI0
npouecca no JUCHUIINHE

1 DOnextponHo-0ubmmoreynas cucrema ZNANIUM.COM. [lorosop Ne 4997 »6¢ K3
2112727000769 270301001 0010 004 6311 244 ot 13 anpens 2021 r. ot 17 anpens 2021 1.

2 DOnexrponHo-6nbOHoTeyHast cucrema IPRbooks. Jlnnensnonnstii qorosop Ne EIT 44/4
Ha TPEJOCTaBJICHHE JOCTyMa K 3JIEKTpOHHO-OmOmuoreuHoir cucteme IPRbooks MK3 21 1
2727000769 270301001 0010 003 6311 244 ot 05 deBpans 2021 r.

3 OnextpoHHo-Onbmuoteunas cucrtema eLIBRARY.RU. JloroBop Ne EII 44/3 na oka-
3aHME YCIyr JocTyna K 3yeKTpoHHbIM u3ganusm MK3 211 272 7000769 270 301 001 0010 002
6311 244 ot 04 deBpans 2021 r.

8.5 IlepeyeHsb pecypcoB HH(pOPMALMOHHO-TEJIEKOMMYHUKALMOHHOH ceTH
«MHTEepHEeT», HEOOXOAMMBIX AJI5l OCBOCHHS TUCHUILIHHBI (MOAYJISA)

1 LINUX.ORG.RU — Pycckas undopmarus 06 OC Linux / Makcum Bansuckuit. lara
o6nosnenus: 04.14.2015. — Pexxum mocrtyma: https://www.linux.org.ru/, ceoO0oaHbIif. — 3ari. ¢
dKpaHa. S3. aHrI.

8.6 JInueH3noHHOe M CBOOOJAHO pacHpoCTpaHsieMoe NPOrpaMMHoe ofecreveHmue,
HCIOJIb3yeMoe TMPH  OCYLIeCTBJIEHMH 00pa3oBaTelbHOr0 mpouecca 1o

AUCHHUIIJIMHE

Tabnuna 5 — [lepeuenp UCHOIB3yeMOro MPOrpaMMHOI0 o0ecrieueHus

Haumenosanue 110 PexkBM3UTHI / yCIOBUS UCTIONB30BAHUS
Microsoft Imagine Premium Jlunensuonneit noroBop A2223 Ne008/65 ot 11.01.2019
OpenOffice CBoOo1Has TUIIEH3US], YCIIOBUS UCTIOJIB30BaHUS TI0 CChIIKE:

https://www.openoffice.org/license.html
Oracle VM VirtualBox Pacnipoctpansiercs Ha ycioBusix juner3nn GNU GPL 2
OC Linux Ubuntu Pacnipoctpansercs Ha ycnoBusix auneH3nn GNU GPLv3

9 OpraHn3auuonn0-nenar0rnqecxne yciaoBus

Opranuzanus o0pazoBaTeIbHOIO MPOLEcca perjaMeHTupyeTcs y4eOHbIM TIAHOM M pac-
nUcaHueM y4eOHBIX 3aHATHH. SI3bIK 00ydeHus (mpernoaaBaHus) — pycckui. [[ns Bcex BUAOB
ayJIUTOPHBIX 3aHATUHN aKaJEeMUUYECKUN 4ac yCTaHABINBAETCS IPOAOKUTEIBHOCTBIO 45 MUHYT.

[Ipun dopmupoBanuu cBOEW MHAMBHUAYaTbHON 00pa3oBaTeNbHON TpAaeKTOpPUH O0yuaro-
IIMHACS UMEET MPaBO Ha Mepe3ayeT COOTBETCTBYIONUIUX JTUCIMIUIMH U MPO(ECCHOHAIBHBIX MOJTY-

7
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JIeil, OCBOEHHBIX B MPOIIeCcCe MPEANISCTBYIOMIET0 00ydeHuUs, KOTOPBI 0CBOOOKIaeT 00yJarore-
rocsi OT HEOOXOMMOCTH UX IOBTOPHOTO OCBOCHHUSL.

9.1 O6pa3oBaTte/ibHbIE TEXHOJIOTHHI

VY4eOHblIil mpoliecc Mpu MpenojaBaHuu Kypca OCHOBBIBAETCSI Ha MCIIOJIb30BAHUM TPAIU-
[[MOHHBIX, NTHHOBAIIMOHHBIX W WH(OPMAIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHH. TpaauiinoH-
Hble 00pa3oBaTelIbHbIE TEXHOJIOTUU MPEJCTABICHBI JTEKIUAMU U CEMUHAPCKUMHU (IIPAKTHUECKU-
MU) 3aHATHSIMU. IHHOBanmoHHbIE 00pa30BaTelIbHbIE TEXHOJIOTUU UCIIONIB3YIOTCS B BUJIE IIUPO-
KOTO MPUMEHEHUSI aKTUBHBIX U MHTEPAKTUBHBIX (OpM MpoBeaeHus 3auatuil. MHbopmanmoHHbie
00pa3oBaTeNbHBIC TEXHOJOTHUU PEATU3YIOTCS IMyTEeM aKTUBH3AIMH CAMOCTOSTEIBHONW pPabOTHI
CTYJEHTOB B HH(OPMALIMOHHOM 00pa30oBaTeNbHOII cpejie.

9.2 3aHATUA JEeKIIUOHHOI0 THIIA

JIeKIMOHHBIN Kypc MpeanoiaraeT CUCTEMaTU3UPOBAaHHOE M3JI0)KEHHE OCHOBHBIX BOIIPO-
COB Y4eOHOI0 IJIaHa.

Ha mepBoii siekiuu gekTop 0053aH NpeaynpeanTh CTYACHTOB, IPUMEHUTEIFHO K KAKOMY
6a3oBoMy y4eOHUKY (yuyeOHMKaM, y9eOHBIM MOCOOHIM) OyIeT MPOYrTaH Kypc.

JIeKuMOHHBIN Kypc MOJDKEH JaBaTh HAaHOOJBIINKA 00beM MH(GOPMALUH U 00ECIIeYnBaTh
Oosee rirybokoe IOHUMaHUE YYeOHBIX BOTPOCOB MPH 3HAYUTEIHHO MEHBINCH 3aTpaTre BpEMEHH,
4eM 3T0 TpeOyeTcst OONBIIMHCTBY CTYACHTOB Ha CAMOCTOSATEIIFHOE H3YUEHHE MaTepuaa.

9.3 3aHsATHS CEMMHAPCKOI0 THUNIA

CemuHapckue 3aHATHS IPEICTABISAIOT COOON JeTanu3aluio JEKIUOHHOTO TEOPETUYECKO-
ro Marepuana, IpOBOAATCS B LEJAX 3aKPEIUICHUs Kypca U OXBATHIBAIOT BCE OCHOBHBIE Pa3/IEIIbl.

OcHoBHO# (opMOIi IPOBECHHSI CEMUHAPOB SABJISIETC 00CYyXkIeHHe Haubosiee npodieM-
HBIX M CJIOKHBIX BOIPOCOB IO OT/AEIbHBIM TE€MaM, a TakXe pa30op NPUMEpPOB U CUTyalud B
ayJUTOPHBIX YCIOBHAX. B 00s13aHHOCTH IpenojaBareist BXOJAT: OKa3aHHE METOJWYECKOH Io-
MOIIY ¥ KOHCYJIbTUPOBAHHUE CTYJEHTOB 10 COOTBETCTBYIOIIMM TEMaM Kypca.

AKTHBHOCTb HA CEMUHAPCKUX 3aHITHUSX OLIEHUBAETCS IO CIEIYIOIIMM KPUTEPHSIM:

* OTBETHI Ha BONPOCHI, NIPEJIaracMble MPENogaBaTeeM;

* y4acTHE B IUCKYCCHSIX;

* BBITIOJTHEHUE MPOEKTHBIX U MHBIX 3aJJaHU;

* ACCUCTHPOBAHUE NPENOIABATENIO B IPOBEACHNUN 3aHATHH.

OTBeT 10oJKeH ObITh ApTYMEHTUPOBAHHBIM, PAa3BEPHYTHIM, HE OJIHOCIOKHBIM, COJEPKATh
CCBIJIKH HA UICTOYHHKH.

Jloknansl ¥ ONIIOHMPOBAHHUE JTOKJIAJO0B IPOBEPSIOT CTENEHb BIAJCHUS TEOPETUYECKHM
MaTepUajIoOM, a TAK)K€ KOPPEKTHOCTh M CTPOrOCThb PACCYKIECHUM.

OneHuBaHue 3a/1aHUM, BBIIIOJIHEHHBIX Ha CEMUHAPCKOM 3aHATHUH, BXOAUT B HAKOIUIEH-
HYIO OLICHKY.

9.4 CamocTosiTe/ibHAsA padoTa 00yyalUUXcs 1Mo JUCHUNINHE (MOAYTI0)

CamocrosTrenbHas paboTa CTyIEHTOB — 3TO INPOLIECC aKTUBHOIO, IEJIEHANPaBIEHHOTO
pUOOpPETEHUs! CTYJAEHTOM HOBBIX 3HAHUM, YMEHUN 03 HEemOCPEACTBEHHOTO y4yacTHs Mpernoja-
BaTels, XapaKTepU3YIOIUICSI MpPeAMETHOW HampaBJIEHHOCTbIO, 3()()EKTUBHBIM KOHTpPOJIEM U
OLIEHKOH pe3ysbTaToB JEATEIbHOCTH 00yUYaroIIerocs.

Llenu camocTosITETHLHON pabOTHI:

* CHCTEMATH3alUs U 3aKPEIUICHUE MTOTYYEHHBIX TEOPETUUECKNX 3HAHUN M MIPAKTUYECKHUX
YMEHUH CTYIECHTOB;

- yriyOJieHre U paclIMpeHue TEOPETUYECKUX 3HAHUI;

- (hopMHUpOBaHNE YMEHUI HCIIOJIb30BaTh HOPMATUBHYIO U CHPABOYHYIO JTOKYMEHTALHUIO,
CIEHNAJIBHYIO JIUTEPATYPY;



* Pa3BUTHE MMO3HABATEIBHBIX CIIOCOOHOCTEH, aKTUBHOCTH CTYIEHTOB, OTBETCTBEHHOCTH H
OpPraHU30BaHHOCTH;

- (hOpMUPOBAHHUE CAMOCTOSTEILHOCTH MBILUICHUS, TBOPUYECKON WHUIIMATUBBI, CIIOCOOHO-
CTEH K CAMOPA3BUTHUIO, CAMOCOBEPIIECHCTBOBAHUIO M CaMOpEaIN3aliy;

* pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUN U aKaIEMUYECKUX HABBIKOB.

CamocrosTenbHas padoTa MOXKET OCYLIECTBIATHCS WHAMBUIYAIBHO WM IPYNIIAMU CTY-
JICHTOB B 3aBUCHUMOCTH OT II€TIH, 00beMa, YPOBHS CIIOKHOCTH, KOHKPETHOW TEMATHUKH.

TexHomorust opraHu3alyu CaMoOCTOSTEIbHON paboThl CTYACHTOB BKIIIOYAET UCIOJIb30BaA-
HUE WH(POPMAIIMOHHBIX U MaTEPUATBHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.

[Tepen BbIOMHEHHEM OOY4YaIOUIMMUCSA BHEAYIUTOPHOM CaMOCTOATENBHOM paboThI Ipe-
[IOABATEJIb MOKET IPOBOJUTH MHCTPYKTaXX II0 BBINOJHEHUIO 3agaHus. B HMHCTpyKTax
BKJIIOYAETCS:

- LIeJIb U COJIepKaHUE 3a1aHNus;

* CPOKHM BBIIIOJIHEHMUS;

- OPUEHTUPOBOYHBIN 00bEM PabOTHI;

* OCHOBHbIE TpeOOBaHHUS K pe3ysbTaTaM paboThl U KPUTEPUU OLIEHKU;

* BO3MO)KHbIE TUIIMYHBIE OIINOKY IIPU BBITIOJTHEHUH.

WHcTpyKTax NpOBOIUTCS IpenojaBaTeieM 3a cyeT 00beMa BPEMEHM, OTBEIEHHOI'O Ha
U3y4EHUE NUCLUIUIMHBIL.

KoHTponb pe3ynbTaToB BHEAYyAMTOPHOW CaMOCTOSATENIBHOW pPabOThl CTYIEHTOB MOXET
NPOXO/UTH B MUCbMEHHOM, YCTHOW WIJIM CMEIIaHHOH (hopme.

CryneHTbl JOJDKHBI HOJXOAUTh K CaMOCTOSATENIbHOM paboTe Kak K HauBaKHEeHIemy
CPEACTBY 3aKPEIICHUS W PA3BUTUS TEOPETUUYECKUX 3HAHWH, BHIPAOOTKE €AMHCTBA B3IIIAO0B Ha
OTJIeJIbHBIE BOIIPOCHI Kypca, MPUOOPETEHHsI OIIPEIeICHHBIX HABBIKOB M MCIIOJIb30BaHUS Ipodec-
CHOHAJIbHOW JINTEPaTYPHI.

[ToMemieHust 1151 caMOCTOATENBbHOM pabOThl 0OYUYAIOIIMXCSl OCHALIEHBI KOMIBIOTEPHOU
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHUsl K ceTh «MHTepHeT» nm obecrneueHueM J0oCTyna B
3JIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTENbHYIO Cpely OpraHU3alllu.

9.5 MeTroanueckue yKa3aHus JJIA 00y4al0UIMXCs 110 OCBOEHUIO TN CIUTITTHHBI

[Tpy m3yyeHMH AMCUUIUIMHBI OOYYarOIIMMCS L€1ecO00pa3HO BBHIMOIHATH CIEAYIOIINe
pEKOMEHANNN:

1. U3yuenne yuyeOHOM TUCHUIUIMHBI JODKHO BECTHCH CUCTEMATHUECKH.

2. [Tocne u3yueHus: Kakoro-inbo paszena no y4eOHHUKY WM KOHCIEKTHBIM MaTepuanam
pEKOMEH/IyeTcs 10 MaMsATH BOCIIPOU3BECTH OCHOBHBIE TEPMUHBI, ONPEAEICHUS, IOHATUS pa3/e-
na.

3. Ocoboe BHMMAaHUE CIEAYET YAEIUTh BHIIOJIHEHUIO OTYETOB 110 MPAKTUUYECKUM 3aHSATH-
AM 1 UHAVNBUAYAJIbHBIM KOMILJICKCHBIM 3a/JaHHUAM Ha CaAaMOCTOATCIIBHYTO pa60Ty.

4. Bes TemaTuka BONPOCOB, H3Y4ae€MbIX CaMOCTOSITEIIBHO, 3a/1a€TCsl Ha JIEKLHUAX IPero-
naBaTenieM. MM e MaroTcs UCTOYHHMKY (B MEPBYIO OYepe/lb BHOBb M3/IaHHBIE B NMEPHOIUUYECKON
HaY4HOI uTeparype) Ui 6ojee AeTalbHOr0 MOHUMAaHUs BOIIPOCOB, 03BYUYEHHBIX Ha JIEKIIUU.

[Ipu camocTosATensHON TPOPAOOTKE Kypca 00ydaromuecs TOJDKHBL:

* IPOCMATPUBATh OCHOBHBIE ONpPEIEICHUs U (PAKTHI;

* IOBTOPUTDH SaKOHCHeKTHPOBaHHBIfI Ha JICKIMOHHOM 3aHATUHU MaTCpual U OOIOJIHHUTDH
€ro ¢ y4eTOM PEKOMEH/JOBAHHOM MO JAHHOM TeMe JIUTepaTyphl;

* UIB3YYUTH PEKOMCHIAOBAHHYIO JIUTEPATYPY, COCTABJIATH TE3UCHI, aHHOTAINN U KOHCIICKTBI
Han0oJiee BaKHBIX MOMEHTOB;

* CaMOCTOATCIIbHO BBIMMOJIHATE 3aJIlaHUS, aHAJIOTUYHBIC MTPpCAIaracMbIM Ha 3aHATUAX

* UCTIOJIb30BAaTh JIJIsl CAMOIIPOBEPKH MaTepuabl (POH/Ia OLIEHOYHBIX CPECTB.

10 Onucanue MaTepHATbHO-TEXHHYECKOT0 00ecneyeHnsl, HeOOX0AMMOro JIJIsi
ocyuiecTBJIeHHs 00Pa30BaATEILHOIO NMpPoIecca Mo AUCHUIIMHE (MOTYJII0)
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10.1 YuyeOHo-s1abopaTopHoe 060py0BaHue
Tabmuna 8 — [lepeuens o0opymoBaHUS JIaOOpaTOPUU

AynuTopus HaHMe(iZgiggTeO?fHP;TOpHH Ucnonszyemoe o6opyaoBaHue
228-1 Jlabopatopust TMC texnono- | 9 nepconansubix 9BM ¢ nponeccopom Core(TM)
rumt 15-3240 CPU @ 3.5 GHz; 1 skpaH ¢ mpoeKTopoM
313-5 JlaGopatopust myabTuMenuii- | 10 mepconansubix 9BM ¢ mporieccopom
HBIX TEXHOJIOTUH Core(TM) i5-4690 CPU @ 3.5 GHz; 1 skpaHn ¢
POCKTOPOM

10.2 TexHu4eckHe U 3JeKTPOHHbIE CPeCTBA 00yUeHHUs

[Tpu ipoBeICHUY 3aHATUI HCIIOJIB3YETCSl ayJAUTOPHsI, 000pyIOBaHHAS MTPOSKTOPOM (CTa-
[IMOHAPHBIM WJIM TIEPEHOCHBIM) ISl OTOOpaXkeHus npe3eHtauuid. Kpome toro, npu nposeneHun
JIEKIUHN ¥ TPAKTUYECKUX 3aHATUI HEOOXOAUM KOMITBIOTEP C YCTAaHOBJICHHBIM Ha HEM Opay3epom
U TIPOrpaMMHBIM 00eCIieYeHUEM I IEMOHCTPAIIMH MTPE3ECHTAIIHA.

11 Uubie cBegeHus

MeToauuecKkue PECKOMEHIAIMH 110 oﬁyqenmo JUI ¢ OrpaHUuIY€HHBIMHA BO3MOKHO-
CTAAMH 310POBbA 1 UHBAJIMAOB

OcBoeHMEe MUCHUIUIMHBI O0YUYaIOIUMUCS C OTPAHHMUYEHHBIMH BO3MOYKHOCTSMHU 310POBbSI
MOET OBITh OPraHM30BaHO KaK COBMECTHO C JAPYIMMH OOYYAIOUIMMUCS, TaK U B OTICIBHBIX
rpynnax. [Ipennonaratorcsi cenuaibHbIe YCIOBHS AJIS MOJIyYeHHsI 00pa30BaHUs 00yYarOIIMMHU-
Csl C OTPAaHUYCHHBIMH BO3MOKHOCTSIMH 37TOPOBBSI.

[Tpodeccopcko-nie1arornyeckiii cCocTaB 3HAKOMUTCS C TCHUXOJOTO-(PHU3UOTIOTHIECKUMU
OCOOEHHOCTSIMU O0YyYaroIMXCs MHBAIWIOB U JIUL[ C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 370PO-
Bbs, UHJIMBUyaJbHBIMU MPOTPAMMaMH peaOMINTAllMd WHBANUAOB (Mpu Hanuyuu). [Ipu HeoO-
XOJIMMOCTH OCYILECTBIISIETCS JOTIOJHUTENbHAS MOAJIEpKKa MpenoaBaHusl ThIOTOPAMHU, TCHXO-
JIoTaMH, COIIMAIbHBIMHU paOOTHUKAMU, MPOIIEIIIUMHU MOATOTOBKY aCCUCTEHTaMHU.

B cootBeTcTBUU ¢ MeTOAMYECKUMHU peKoMeHaanusiMu MunoO6paayku P® (yTB. 8 anmpens
2014 r. N AK-44/05BH) B Kypce MpearnoyiaraeTcsi MCIojb30BaTh COLMAIbHO-aKTUBHBIE U pe-
(beKCUBHBIE METOJIBI 00YUYEHUSI, TEXHOJIOTHH COITMOKYJIBTYPHOU peaOuIuTAIlMH C 1eJIbI0 OKa3a-
HUS TIOMOILM B YCTAHOBJIEHUH TOJIHOLEHHBIX MEXIMYHOCTHBIX OTHOLUEHUMN C IPYTUMHU CTYJIE€H-
TaMM, CO3AaHUU KOM(POPTHOTO MCUXOJIOTHYECKOTO KIMMaTa B CTy/eHueckoi rpymme. [logbop u
pa3paboTka yuyeOHBIX MaTepUAIOB MPOU3BOJISATCS C yYETOM MPEAOCTABICHHS MaTephalia B pas-
TUYHBIX (GopMax: ayAualbHOW, BU3YyaJdbHOHM, C HCIOJIH30BAHUEM CIICIIHAIBHBIX TEXHUYECKHUX
CPEICTB M HHPOPMAITMOHHBIX CUCTEM.

OcBoenue mucuuiuiebl JuinamMu ¢ OB3 ocyiiecTBisieTcss ¢ UCHOJIb30BAHUEM CPENICTB
o0ydeHus O0IIero M CrenualbHOro Ha3HaueHus (MePCOHATBHOTO U KOJUIEKTUBHOTO HCIOJNB30-
BaHus1). MarepualbHO-TEXHUYECKOe oOecliedeHrne NnpeaycMaTpruBaeT MpUCIocoOIeHe ayauTo-
puii k Hyxaam nun ¢ OB3.

®dopma MpoBeJEHUST aTTECTAIIUU ISl CTYJEHTOB-WHBAIN/IOB YCTAHABIMBACTCS C YIETOM
WHAUBUAYAIBHBIX TIcUXopu3ndeckux ocodeHHocreit. s crynentoB ¢ OB3 mpenycmatpuBaert-
cs ocTymnHas (GopMa npeloCTaBlIeHUs 3aJaHUI OLIEHOYHBIX CPECTB, @ UMEHHO:

- B TEYaTHOW WU DIEKTPOHHOW (opme (I WLl ¢ HapYIICHUSMH OIOPHO-
JIBUTATEJILHOTO ammapara);

- B Me4aTHOH (hopMe WUITH DIEKTPOHHOUN (opMe C YBETUUCHHBIM MIPUPTOM U KOHTPACTHO-
CTBIO (7151 JIULL C HAPYLLIEHUSIMU CIIyXa, pe4H, 3pEeHus);
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* METOJIOM YTEHUS aCCUCTEHTOM 3a/IaHus BCIAYX (IUIsI TUI] C HAPYIICHUSIMU 3PCHHS).

CryneHTaM ¢ MHBQJIUJIHOCTBIO YBEIMUYUBACTCS BPEMsl Ha MOATOTOBKY OTBETOB Ha KOH-
TPOJBHBIC BOMPOCHL. )i TaKMX CTYICHTOB MpEeaycMaTpUBaETCs JOCTYMHAs (opMma MpeaocTaB-
JICHUsI OTBETOB Ha 3a/IaHUsI, & UMEHHO:

- MIMCbMEHHO Ha OyMare uiu HaOOpOM OTBETOB Ha KOMIBIOTEPE (7S JTUI] C HAPYIICHUS-
MU ClIyXa, peun);

- BEIOOPOM OTBETa U3 BO3MOXKHBIX BAPUAHTOB C UCIOJIB30BAHUEM YCIYT aCCUCTEHTA (IS
JIMII ¢ HAPYIICHUSIMU OMTOPHO-/IBUTATEILHOTO aIapara);

* YCTHO (TSI JIUI] C HAPYIICHUSIMU 3PCHHSI, OTIOPHO-IBUTATEILHOTO arapara).

[Tpu HEOOXOMMOCTH JIJIsl O0YYAFOIIUXCS ¢ HHBAJIMIHOCTBIO MPOLIEAYpa OIICHUBAHUS Pe-
3y/bTaTOB OOYYEHHUS MOKET IPOBOJAUTHCS B HECKOJIBKO TAIOB.
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[Ipunoxenue 1

®OHJ OUEHOYHbIX CPEACTB!

o IMCIOMIIJIMHE

AIMHUHHMCTPHUPOBAHME CHCTEM M KOMIILIOTEPHBIX ceTeil

HaHpaBHeHI/IC IIOATrOTOBKH

09.03.01 "HUngopmamura u evtuuciumenvHas

mexHuka"
HamnpasnenHocTs (mmpoduiib) Ilpoepammmnoe obecneyenue cpedcmas olUUCTUMENbHOU
00pa30BaTeLHON MPOTPAMMEI MEXHUKU U A8MOMAMUZUPOBAHHBIX CUCTEM
KBanudukarnus BeITyCKHUKA baxanasp
I'ox Hayasa MOATOTOBKHU 2020
(no yuebHomy niawy)
®opma 00yueHus 3a0unas
TexHomorust 00yueHus MpAOUYUOHHASL
Kypc Cemectp TpynoeMKocCTs, 3.€.
4 7 3

Bua npomexyTo4HON aTTecTaluu

OOGecneunBaroiiee noapas3aeacHne

3auém

1IYPUC
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1 IlepeyeHb MIAHHUPYEMBIX Pe3yJIbTATOB 00y4eHUs 10 JMCHMILIMHE (MOIY.II0),
COOTHECEHHBbIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[pouecc m3ydyenns aucuuiuimHbl «CeTr M TEIEKOMMYHHUKAIMK HArpasieH Ha (HopMHu-
poBaHue cienyromux komnereHuuid B coorserctBuu ¢ ®I'OC BO u ocHOBHOI 00pa3oBaTenbHON
nporpamMmoit (tabnuma 1):

Ta6mmma 1 — KomneTeHImu 1 MTHANKATOPHI UX TOCTHXKCHHS

Kox no &I'0OC

I/IHI[I/IKaTopI)I JOCTHIXKCHUA

YHuBepcaibHbIe

[Tnanupyemble pe3yiabTaThl 00y-
YEHUS M0 AUCIUIUINHE

Ob6menpodeccnonanbHble

I1K-3 Cnocoben aj-
MUHUCTPHUPOBATH
OTIEpAIlMOHHBIE CH-
CTEMbl M KOMIIBIO-
TEpHBIE CETH, Opra-
HHU30BBIBATh 0e3-
OTIaCHOCTh CETEBBIX
YCTPOMCTB H IpO-
rpaMMHOro ooecrne-
YCHUS

[Ipodeccuonanpubie

IK-3.1

3HaeT TeopHio GYHKIIMOHUPOBAHUS
OTEPAIIMOHHBIX CUCTEM U KOMIIBIO-
TEPHBIX CETEH, a TAKIKE METOJAUKY
3aIUTHI, TPEIOTBPAIICHHS TTOTEPh U
MOBPEXKICHHUI TaHHBIX B IPOIPAMM-
HOM 00€CIICYCHUH B KOMITBIOTEPHBIX
CeTAX

IK-3.2

YMeer aIMUHHUCTPUPOBATh ONEpPaln-
OHHBIE CHCTEMBl U KOMIBIOTEPHBIE
CeTH, OpraHu30BaTh 3alIUTy H
MpeAOTBpaIlleHne TOTePh JaHHBIX B
MPOrPaMMHOM OOECIIEYeHUH U KOM-
MBIOTEPHBIX CETSIX

I1K-3.3

Bnageer nHaBbIKaMHu AAMUHUCTPUPO-
BaHUsd OICPAMOHHBIX CHUCTEM U
KOMITBHOTCPHBIX CCTCI\/’I, HaBbIKaMH
3al0UTEl U TOPCAOTBPAIICHHA TMOTCPH
JAaHHBIX B HNPOrpaMMHOM obecneue-
HHUHU U KOMIIBIOTCPHBIX CCTAX

3Hath (GYHKIIMOHUPOBAHUE OIle-
parmonHbix cuctem (OC) u KOM-
NBIOTEPHBIX ceTed. 3HaThb METO-
JIMKY 3aIIUTHl U TIPEIOTBPAIICHIE
MOTEPh JAHHBIX

Ymers agmunuctpuposate OC u
KOMIIBIOTEPHBIE ~ CETU.  YMETh
IIPEIOTBPALATh MOTEPIO JAHHBIX.

Bnagerp HaBbIKAMM  aJIMUHU-
ctpupoBanust OC u KOMIIBIOTEP-
HBIX ceTei. Bmagers HaBBIKaMU
3alUTBl M TNPENOTBPALLEHUS I10-
Tepb TaHHBIX
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Tabmuua 2 — [laciopt ¢oHa OIIEHOYHBIX CPENICTB

Kourposmmmpyemsbie | ®opmupy- HaunmenoBanue
pa3aeibl (TeMbl) eMasi KOM- OLICHOYHOI'0 IToxa3zaTen oneHKH
JAUCHHUILIMHBI neTeHuus CpeacTBa

Tema 1. Cucremuoe | [1K-3 3ananuel. Cu- | 3HaTh 1O OMNpPEIEICHUIO MapaMeT-

aIMHHHUCTPUPOBA- CTEMHOE aJMHHH- | pOB 0€30MaCHOCTH W 3aIIHUTHI MPO-

Hue. BpiOop anna- cTpupoBaHue. BbI- | rpaMMHOr0 OOecCrieueHHus CeTEeBBIX

PATHBIX U NPO- Oop amnmapaTHbIX U | YCTPOMCTB.

TPaAMMHBIX CPeACTB. IIPOrPaMMHBIX Ymers anmunuctpupoBatb OC u

CrpykTypa ceTH. cpeactB. CTPYKTY- | KOMIBIOTEPHbIE ~ CETH.  YMETH

HNudopmanuonnbie pa ceru. Wudop- | npenorBpamarh NoTepro JaHHBIX.

CHCTeMbI NpeAnpus- MalMOHHbIE cu- | Biagerb HaBbIKaMu aJMUHUCTPU-

TUSA creMbl npennpus- | poanud OC U KOMIBIOTEPHBIX
TUSA cereld. BnaneTs HaBbIKaMU 3alUATHI

U TpeJOoTBpallleHus] MOTEPh AaH-

HBIX
Tema 2. PadoTa B IK-3 3ananue 2. Pabota | 3HaTh MO OMpEENEeHUIO MapameT-
rJ100aJIbHOM CeTH. B INI00AILHOM CeTH. | pOB 0€30IMMaCHOCTH U 3aIIUTHI MPO-
YnpasJieHue uH- VYnpasienue uH- IPaMMHOTO 00€CIeYeHHs CETEBBIX
(popmaumnoHHoii cu- (dhopmarmoHHOM YCTPOMCTB.
creMoii. MoHuTO- cucreMoil. Monu- | Ymers aamunuctpupoBate OC u
PHHI HH(pOPMALH- TOPUHT MHPOpPMA- | KOMIBIOTEPHBIE  CETH.  YMETh
OHHO¥ CHCTEeMBI. LMOHHOM CUCTEMBI | MPEJOTBPAILATH OTEPIO JAHHBIX.
Bupryanuzanus KonTponbHas pa- Bnagerb HaBbIKaMu aJIMHUHUCTPU-

6ota poBanuss OC M KOMIBIOTEPHBIX
cereid. BnageTs HaBbIKaMU 3aLUTHI

U TIpefOTBpallleHusl IOTEPh OaH-

HBIX
Tema 3. be3zonac- I1K-3 KonTponbHas pa- 3HaTh MO ONPEIEICHUIO IapaMerT-
HOCTh. OTKAa30- 6ora pPOB 0€30MaCHOCTH U 3aIUTHI MPO-
yCToiiuMBast H- TPaMMHOro o0ecreyeHHs CeTeBbIX
(opmanmnonHas cu- YCTPOUCTB.

YmMmers anMunuctpupoBars OC u
crema. Hopsizox KOMIIBIOTEpHBIE ~ CETU.  YMETh
BBISBJICHHA HEHC- MPEIOTBpAIIaTh MOTEPIO JAHHBIX.
NMPAaBHOCTEN U UX Bnaners HaBbIKAMH aJIMUHUCTPU-
yCTpaHeHHs poBanud OC M KOMIBIOTEPHBIX

ceTrel. BinageTs HaBBIKAMHU 3aIUTEI

U TIpefOTBpallleHusl IMOTEPh AaH-

HBIX
Tema 1 -3 I1K-3 KonTponbHas pa- Bitagers HaBbIKAMU 3aLUTHI U

oora

MIPeIOTBPALLEHUS TOTEPh JaHHBIX
Ymers anMunuctpupoBats OC u
KOMIIBIOTEpHBIE ~ CETU.  YMETh
IIPEIOTBPALLATH OTEPIO IaHHBIX.
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Meroanueckue Marepuaibl, ONPEACIAIONIME TPOLEIypbl OLEHUBAHNS 3HAHUM, YMECHUH,
HaBBIKOB U (WJIM) OMBITA EATEIIHOCTH, IPEACTABICHbI B BUJE TEXHOJIOIMUYECKOM KapThl AUCIH-
winHbI (Tabsuma 3).

Ta6mmma 3 — TexHoyornueckas Kapra

HaumenoBanue | Cpoxkm | Ilkanaa
Kpurepun
OLIEHOYHOI'0 BBLINOJI- | OIIEHH-
OLICHHBAHUS
cpeacTBa HeHus BaHUsA
9 cemectp
Ilpomesccymounan ammecmayusn 6 popme 3auema
0 OaJUIOB — 3a/1aHKE HE BBIIOIHEHO WA
BBITIOJTHEHO HE BEPHO
B reue 3 Gaia — 3aJjaHKe BBIITOJIHEHO C HEI0Ye-
TaMH U HE B CPOK
1 3aganue 1 HHE ce- 10 p
MecTpa 4 Gajuia — 3ajaHUE BBIIIOJIHEHO O€3 HELO-
YEeTOB U HE B CPOK
5 0aiIoB — 3aJjaHiE BBIIIOJIHEHO 0€3 HENO0-
YETOB M B CPOK
0 OasI0B — 3a7aHNE HE BBIIOJIHEHO WA
BEITIOJTHEHO HE BEPHO
B reue 3 Gaia — 3aJaHue BBIITOJIHEHO C HEI0YE-
TaMH U HE B CPOK
2 3aganue 2 HUE ce- 10 p
MecTpa 4 Gaia — 3agaHKe BBIIOJIHEHO Oe3 HeOo-
YEeTOB U HE B CPOK
5 0aiIoB — 3aJaHUE BBIIIOJIHEHO 0€3 HENO0-
YETOB M B CPOK
0 OaJUIOB — 3aaHK€e HE BBIIOIHEHO WA
BEITIOJTHEHO HE BEPHO
B Teue- 3 Gajia — 3aJaHKe BBIIIOJHEHO C HeJpo4e-
TaMH U HE B CPOK
3 3aganue 3 HUE ce- 10 p
MeCTDA 4 Oayia — 3aJjaHU€e BBIIOIHEHO 0€3 HEZO-
p YETOB U HE B CPOK
5 0aiIoB — 3aJaHiE BBIIIOJIHEHO 0€3 HENO-
YEeTOB U B CPOK
5 0aiIoB — 3aJlaHU€E BBIIIOJIHEHO C HEJOUE-
TaMHu ¥ HE B CPOK
B Teue-
8 KontponbHas HHE Co- 20 10 Oam10B — 3aaHMe BBIIOIHEHO O3
paborta HEJI0OUETOB U HE B CPOK
MecTpa
15 GaymIoB — 3aJaHuEe BBIIOIHEHO O€3
HEJ0YECTOB U B CPOK
HUTOTI'O: - 50 6ai- -
JIOB
Kputepuu oneHku pe3yibTaToB 00y4eHHUs 10 AUCUUILINHE:
[ToporoBelif (MUHUMAaNBHBIN) YPOBEHB AJIs aTTeCTalluu B (hopme
3aueTta — 75 % oT MaKCHMaJIbHO BO3MOKHON CYMMBbI 0aJlJIoB

3agaHus 1/ TEKylIero KOHTPoJIs

3aganue 1. O3HaKOMHUTHCS ¢ TEOpUEH U MPAKTUKONW pa30MeHHs] KOMITbIOTEPHBIX CETel Ha mojce-
TU. [1)11 3a7]aHHOTO YKcia ceTel paccUMTaTh M MPeICTaBUTh TaOiuIIbl BbienseMblx [P agpecos.

1. Bawm Beimaercs [P-agpec ucxomnoit cetu A. Vcmonb3ys cxemy ceTH, MPUBEACHHYIO Ha
pucyHke 6.1, a Takke HHPOPMAIMIO O KOJIMYECTBE KOMIBIOTEPOB B OTAENaX MPEeANpusi-
Tus (Tabnuua 6.1), pa3deiiTe ceTh Ha COOTBETCTBYIOIIEE KOJIMUECTBO Mojcerei. Pa3oue-
HUE JIOJDKHO OBITh ONTHUMAJIbHBIM, TO €CTh HE CIIeAyeT MCIOJIB30BaTh JUISl OTJENa MO-
CETh, €CJIM JIOCTATOYHO Oy/IET MOJIOBUHBI MTOJICETH.
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2. TloAroTOBHTH CXEMY CETH C TOITUCAHHBIMU OJICETIMHU

3. IlpuBectu mapameTpsl KaXI0H MOJICETH:

-

FCO

aapec cetd (B IBOUYHOM U JACCITUYHOM BHJIC);
npedukc;
Macka (B JIBOUYHOM U JICCITUYHOM BHJIE);

aapecC MIIK03a;
MaKCHUMaJIbHOC KOJIMYCCTBO XOCTOB,

a

b

C

d. mEpoKOBeNaTENbHbIN aapec

e

f.

g. KOJMYECTBO HEHCIIOJIB3YEMBIX aJPECOB XOCTOB.

4

Swi

= J

PCE sl
PCS

Puc. 6.1 — Cxema cetun
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Ta6muma 6.1 - BapuanTel 3ananus 1

Ne Hcxonnas cetp KoyinuecTBO KOMIIBIOTEPOB B OT/IENIAX

A b B
1 34.178.0.0 /16 3750 6793 1702
2 118.7.50.0 /23 7 9 27
3 39.241.98.0/23 |8 5 18
4 88.27.252.0 /23 | 30 9 46
5 81.104.216.0 /21 | 48 120 249
6 7.50.128.0 /19 267 176 678
7 89.151.32.0/19 | 311 246 806
8 126.61.74.0/23 | 8 61 17
9 36.121.96.0/19 | 311 696 246
10 28.54.64.0 /19 957 160 274
11 67.260.0.0 /16 3656 1165 5086
12 77.75.0.0 /18 248 830 1403
13 5.63.168.0 /21 119 61 246
14 85.123.72.0 /21 189 51 72
15 72.241.3.0 /25 12 7 3
16 87.248.68.0 /24 | 26 45 71
17 46.41.64.0 /18 384 1605 675
18 57.214.86.0 /23 | 63 9 21
19 74.30.128.0 /19 | 346 179 732
20 88.61.128.0 /20 | 366 77 130
21 10.58.180.0 /24 | 30 92 43
24 112.56.76.0 /24 | 23 114 24
23 2.78.124.0 /19 214 443 525
24 30.182.64.0/18 | 624 1700 358
25 75.39.128.0/19 | 625 219 372

3aganme 2. [T03HAKOMHUTBCS C BO3MOXKHOCTSIMU cpeibl MojienpoBanust Cisco packet tracer.

CkoHurypupyiite, B cpeie MOAETUPOBAHHUSA, CETh CO CTAaTMUECKON MaplIpyTHU3alHlel, co-
IJIaCHO BapHaHTa 3ajjaHus. OOpaTuTe BHUMaHHE Ha MCIIOJb3yeMble THIIBI Kabenei 1 MoJenu
o0opyZoBaHUs (HOMepa CETeBBIX MHTep(ercoB, KOTOPsIMU Bbl coeauHute o0OpyaoBaHUE
3HAYCHHE HE UMECIOT).

1. CoxpaHMTe HACTPOWKH CETEBBIX YCTPOWCTB B MX SHEPrOHE3aBUCUMOW mamsTh. s
MapIIpyTU3aTOPOB, COCTUHSIONINX OCHOBHOHM M JIOTIOJHUTENBHBIA O(GUCH COXPAHUTE KOH-
burypanuio B OTAeIbHbIE (haliiIbl.
2. HacrpoiiTe cTaTn4ecKyo MapiIpyTH3aIHIo B CETH 110 TPEM BapHaHTaM:
1. PekypCcUBHO cTaTH4ecKas MapIIpyTH3aLHus 10 BCEU CETH;
2. Ilpsimast craTMyecKasi MapIIpyTH3aIHsI [0 BCEH CETH;
3. KoMOuHMpOBaHHAs cTaTHUECKash MapIIPYTH3ALHs [0 BCEH CETH;
3. Co3spaiiTe crieHapHii IpoBepKu paboTOCIIOCOOHOCTH CETH, B KOTOPOM HEOOXOMMO IpO-
BEPUTH Tepeiady CIEAYIONIMX TaHHBIX:
a. ping ot xommeiorepa PC1 B rmaBHOM oduce no komnbiorepa PC2 B nomnonHu-
TeTHHOM OdrcCe;
b. ping ot kommetotepa PCO B rmaBHOM oduce 10 cepBepa Server() B riaBHOM KOp-
myce;
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c. ping ot kommbtotepa PC2 B rmaBHOM oduce 10 cepBepa SErver2 B JONOJIHUTEIb-
HOM oduce;
[IpoBeanTe CUMYISIMIO TIEPEIavYX TAKETOB 10 CETH U MOAPOOHO €€ MPOKOMMEHTHPYHTE.
C moMoIIIpI0 KOMaH/IbI tracert IOCMOTPUTE MapUIPYThI MAKETOB U OMUIINATE HUX.
[IpencraBbTe HACTPOUKHU Beex poyTepoB B popmare CLI u B popmate 3xpaHHBIX opMm.
[IpencraBpTe TaOIUIBI MAPIIPYTU3AIIUH I10 BCEM POYTEpaM BCEX THIIOB.
[IpencraeTe Tabmubr ARP.
B oTdere ais KaKa0ro Tecta MPUBEIUTE MAPIIPYTHI MIAKETOB, HX COJEPKUMOE U 00BsIC-
HUTE MOJyYCHHBIC PE3YIIbTATHI.

LN U e

Ta6muma 6.2.1 - BapuanTs! 3aganus 2

Ne | Cxema Mmozpenupyemoii cetu
Mapuwpytuaatop A : =
SHOHCUpPYET CeTb ]
192.168.0.0/30
yepes cebn /
\ B
1 h
Cepaep IP A \ F
192.168.0.2/30 @
-
C \'\_ E
v K\
P Srar
2 g_ !,; }i i - S Srars
MapwpyTusaTop 1 MapwpyTHsaTop 2 )
-] (Windows 2000) (Windows 2000) [}
GNP Srarh
CeTb & Cete B Cetb C

BapraHTbl ”HAMBHYANTBHBIX 3aJaHUM:

Tabnuna 6.2.2 - IP mapsl, MeXy KOTOPBIMH CJIEIyeT MPOBECTH HACTPONKY, TPOBEPKY U HCCIIe-
JIOBaHHUE CBA3EU

Bapuant Hcrounnk [IpnemMHuK

1

192.168.3.3 192.168.3.4 192.168.13.4 192.168.23.6
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2 192.168.3.4 192.168.3.5 192.168.13.7 192.168.25.3
3 192.168.3.5 192.168.3.6 192.168.13.6 192.168.23.7
4 192.168.3.6 192.168.3.7 192.168.15.4 192.168.23.4
S 192.168.3.3 192.168.3.7 192.168.13.7 192.168.25.5
6 192.168.5.3 192.168.3.6 192.168.15.4 192.168.23.4
7 192.168.3.3 192.168.3.5 192.168.5.3 192.168.13.7
8 192.168.3.3 192.168.3.4 192.168.5.4 192.168.13.5
9 192.168.3.4 192.168.3.5 192.168.5.3 192.168.13.4
10 192.168.5.4 192.168.3.6 192.168.15.5 192.168.13.3
11 192.168.3.4 192.168.3.7 192.168.5.3 192.168.15.4
12 192.168.3.5 192.168.3.6 192.168.5.5 192.168.13.7
13 192.168.3.5 192.168.3.7 192.168.5.4 192.168.13.3
14 192.168.3.6 192.168.3.7 192.168.5.3 192.168.15.5

3ananue 3. Ha cxemax JIBY X 3anau, 3agannbix no BapuanTty, co3aats ykazannoe uncio VLAN
Y HACTPOUTH MEXKAY HUMU MApPLIPYTHU3ALIMIO.

Ta6muma 6.3 — BapuanTsl 3ananus 3

Howmep BapuanTa

Howmep 3ananus 1

Howmep 3amanus 2

1

11

12

13

14

15

16

17

18

19

P O ONOORWNEF

PO OINDO OB IWIN
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BapuaHT 1. --------mmmmm oo S ——

BapuaHT 2. -------=mmmm s m e S
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http://4.bp.blogspot.com/-Qm9Afs4Tpfw/UHw1g_VjVZI/AAAAAAAAAWM/Ixcr1m-Grxc/s1600/PacketTracerTrunk.png

Bapuanr 3.

172.16.0.1 172.16.0.2

N1
192.168.0.2/24

N3
192.168.1.2/24

192.168.2.3/24 192.168.4.3/24

Bapuanr 4.
2
no vian
=
e vlan 2
novian} Fa0/2 0/ 7
Fa0/5 PC1
- 0
PC4 N, - 3
0 Fa0/2N\__Fa0/5 """
o1l
vlan2
# 6
PC2
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Bapuanr 6.

"\ PCO

/

\ 192,168.1.3/24

VLAN 10 VLAN 20
Tabnuua agpecauuu
Wnwws no
YcTpoHcTEO WHTepdhenc IP-agpec Macka nogcetn YMONM4aHuo
R1 G0/0 192.168.20.1 2552552550 N/A
G0M 192.168.10.1 2552552550 N/A
S1 VLAN 10 192.168.10.11 2552552550 192.168.10.1
S2 VLAN 10 192.168.10.12 2552552550 192.168.10.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-B NIC 192.168.20.3 2552552550 192.168.20.1
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Bapuanr 7. ---------- i

GOJ0
G0/
.4 FOIL gy FOJ - #
PC1 PC3
VLAM 10 YLAMN 30
172.17.10.0/24 172.17.30.0/24
Tabnuua agpecauum
Wwns3 no
YcTporcTBo | UHTepdpenc IPv4-agpec Macka noaceTu YMONYaHUI
G0/0.10 172.17.101 255.255.255.0 N/A
R1
G0/0.30 172.17.30.1 255.255.255.0 N/A
PC1 NIC 172.17.10.10 255.255.255.0 172.17.10.1
PC2 NIC 172.17.30.10 255.255.255.0 172.17.30.1
Bapuanr 8. ---------- e m=mmmmmemmemeememmeeaee ---
Tabnuua agpecauunn
YcTponcteo | MHTepdenc IP-agpec Macka nogcetun | Ln3 no ymonyasuo
R1 GO0/1.1 192.168.1.1 255.255.255.0 N/A
G0/1.10 192.168.10.1 255.255.255.0 N/A
G0/1.20 192.168.20.1 255.255.255.0 N/A
Lo0 209.165.200.225 | 255.255.255.224 | N/A
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
S2 VLAN 1 192.168.1.12 255.255.255.0 192.168.1.1
TpaHKoBbI# KaHan ceTn PC-A NIC 192.168.10.3 255.255.255.0 | 192.168.10.1
VEAN BO2:1Q1 PC-B NIC 192.168.20.3 | 256.255.266.0 | 192.168.20.1
MapameTpbl Ha3Ha4YeHUA NOPTOB KOMMyTaTopa
MopThl Ha3HayeHue CeTb
S1 F0/M TpaHkoBblit kaHan 802.1Q N/A
S2 FOM TpaHkosblit kaHan 802.1Q N/A
S1F0/5 TpaHkoBblit kaHan 802.1Q N/A
S1F0/6 Cetb VLAN 10 — yyawmeca 192.168.10.0/24
VLAN 10 VLAN 20 S2 F0/18 Cetb VLAN 20 — npenogaeatenu 192.168.20.0/24
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BapuanT 9. -------=mmmmm e

172.17.10.1/24 i
GO0/0

f (
17217 10 21 17217 20 22 17217 3N 23

FO/4

o

172.17.30.1/24
G0N

MopTel KoMmmyTaTopa S1
F0/3 = VLAN 10
FO/4 = VLAN 30

FOM-F0/2 = TpaHk

MopTel KOMMyTaToOpa 52
FO/11 =VLAN 10
F0/18 = VLAN 20
F0/23 = VLAN 30
FOM-F0/2 = TpaHk

Bapwuant 10. ------- S ———

) r
172.17.10.21 172.17.20.22 172.17.30.23

24

UHTepdencel
KommyTaTopa S1 B
cetn VLAN
VLAN 10: 172.17.10.1
VLAN 20: 172.17.20.1
VLAN 30: 172.17.30.1

MopTel KommyTaTopa S1
FO/M-FO/2 = TpaHK

MopTel KOMMyTaTopa S2
FO/11 = VLAN 10
FO/18 = VLAN 20
FO/23 = VLAN 30
FOM-FO/2 = TpaHk




Bapwuant 11. ----

G0/17

o
10.17.30.4

r-4
10.17.10.4

o
10.17.20.4

Unrepdeinc R1
GO0/0 Trunk Link

NMoasinTepdeicsl R1
G0/0.10 10.17.10.1/28
G0/0.20 10.17.20.1/28
G0/0.30 10.17.30.1/28

MopTel S1
GO/1 Trunk Link
GO0/3 = VLAN 10
G0/9 = VLAN 20
G0/M17 = VLAN 30

OKoHeuHbIe ycTpoucTBa
PC1 - VLAN 10 10.17.10.4/28
PC2 - VLAN 20 10.17.20.4/28
PC3 — VLAN 30 10.17.30.4/28

Bapwuanr 12. ----

10.17.10.4

o
10.17.20.4

25

MNopTe S1
G0/M1-G0/4 = Trunk
VLAN 10 172.17.10.1
VLAN 20 172.17.20.1

MopTel 52
G0M-G0/2 = Trunk
G0/5-GO0/6 — Trunk

VLAM 10 — G0M1

MopTe 53
G0/3-G0/6 = Trunk
WVLAN 20 — GO/18

OxoHeyHkIe yCcTpOWCTEA
PC1-=WLAN 10
10.17.10.4/28
PC2 - VLAN 20
10.17.20.4/28




Bapwuant 13. ------- - S .

MuTepdeinc R1
GO0 10.17.10.1/28
GOA GO0M 10.17.20.1/28

NopTil 51
G0/3 = VLAN 10
GOM7 = VLAN 20

G0N
OKoHEeYHLIE YCTROWCTEA
PC1 - VLAN 10
GO/MT 10.17.10.4/28
» » PC2 — VLAN 20
10.17.10.4 10.17.20.4 10.17.20.4/28
Bapuanr 14. ------- -- --- -
.‘1
a\.\.ixa —i
HQ cisco.pka
172.17.50.254
r_____JJ E o
PC1 PC2 PC3
YLAN 10 YLAN 20 YLAN 30
172.17.10.0/24  172,17.20,0/24 172,17.30,0/24
Tabnuua agpecauuu
Wnro3 no
YcTpoicTBO WHTepdeic IP-agpec Macka nogcetn yMOn4yaHuio
G0/0 172.17.25.2 255.255.255.252 | N/A
G0/1.10 172.17.101 255.255.255.0 N/A
R1 G0/1.20 172.17.201 255.255.255.0 N/A
G0/1.30 172.17.301 255.255.255.0 N/A
G0/1.88 172.17.88.1 255.255.255.0 N/A VLAN Nms Wntepdenc
G0/1.99 172.17.99.1 255.255.255.0 N/A 10 Faculty/Staff Fa0/11-17
s1 VLAN 99 172.17.99.10 | 255.255.255.0 172.17.99.1 20 Students Fa0/18-24
PC1 NIC 172.17.10.21 255.255.255.0 17217101 30 Guest (Default) Fa0/6-10
PC2 NIC 172.17.20.22 255.255.255.0 172.17.20.1 88 ceTb Native [ell]
PC3 NIC 172.17.30.23 | 255.255.255.0 172.17.30.1 99 PykoBOACTEO VLAN 99
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BapuaHT15. --------mmmmmmmm e

KommyTtaTop 2-ro
ypoBHA (SW1)

VLAN 4 VLAN 3
FO/M FO/2
»
TpaHKoBkIA Cepeep
KaHan L2
KarmayTaTop 3-ro 2 10.2.0.0/24
ypoBHA (SW3) 3 103.0.0 124
Go/2 4 10.4.0.0/24
TpaHKoBEIA
KaHan L2
G111
WLAN 3 VLAN 2
KommyTatop 2-ro o
YpoBHA (SW2)
Bapwuanrt 16. ------- S ———
-
TpeTui
ITaN
Bropon ®
aTam
= -
MNepBbiA _ A
aTam

VLAN 3 WLAN 4
UT-oTaen OToen OToen

Ka/poB npoaa
1002028 4503024 10.0.4.0/24

WVLAN 2
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Bapwuanr 17. ------- N ——

Cauxr-Nerepbypr

spb-ozerki-gwl

172.16.17.0/24
Kemeposo

@ kmr-gorka-gwl

spb-vsi-gwl kmr-gorka-sw
172.16.16.0/24 /

172.16.24.0/24

Nposaitnep

msk-arbat-gwl

msk-arbat-dswl

msk-rubl-aswl

Bapuanr 18. ------- R

a—

k.
£ VLAN 10

)

trunk

*"access port

,
\

VLAN 10 /
-

S— —
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Bapwuant 19. ------- S -
VHTepHeT
Sijes e

a—

“~
VLAN 10

192168.1.1

|

Bapwuant 20. ------- S
//” \\\\
;/  Internet N

! \
,I \ = Corp
|' Loopback 0
\ 172.16.1.1/24
\

\ 192.168.10.1/30 fa0/0 - default configuration
\ / £a0/0.1 - Vlan 1 (Native) - 192.168.1.1/24
\ / f0/0 \ a0/0.2-Vlan 2 -192.168.2.1/24
N / £a0/0.2 - Vlan 3 - 192.168.3.1/24
o 7 fa 0/0.4 - Vlan 4 - 192.168.4.1/24
St 802.1q Trunk

Switch
192.168.1.2/24

Vian 1 (Native)
192.168.1.0/24

Vian 4
192.168.4.0/24

192.168.2.0/24

192.168.3.0/24
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3ananue 4. DOmynstop Cisco Packet Tracer mo3BosisieT mpOBOANTH HACTPOWKY TaKHX CETEBBIX
cepsucos, kak: HTTP, DHCP, TFTP, DNS, NTP, EMAIL, FTP B coctaBe cepsepa ceru. Pac-
CMOTPUM HACTOMKY HEKOTOPBIX U3 HUX.

Co3paiiTe CIenyoIy0 CXeMy CeTH, IPEICTABICHHYIO Ha CIEIYIOLIEM PHCYHKE:

Server-PT
Serverl

Al o
PC-PT
NK1
2950-24
Switch1 Server-PT
Server2
3amauya:

HactpouTs ceThb ciaeayronmmM oopa3om:
1 - Serverl — DNS u Web cepsep;
2 - Server2 — DHCP cepgep;

3 - Komnbrorep IIK1 nomy4aer napametpsr nporokona TCP/IP ¢ DHCP cepBepa 1 oTKpbIBaeT
caiir www.rambler.ru na Serverl.

3aganue 5. [IpoekTupoBanue cereil.

Bapuaunt Nel Co3naiite ceTh, MpeCTaBICHHYIO HA PUCYHKE:

12.0.0.2 13.0.0.2

12.0.0.4 g g 13.0.0.4
ServelgPT " o Seryer-PT g

! 52 Pc p 53 5 ,

PC-PT compS PC-PT

/ comp6

14.0.0.4

sw3 g;
/2 PC-PT
comp8

/ 14.0.0.2
Lan 14.0.0.0

Lan 12.0.0.0

Lan 13.0.0.0

Server-PT
s1

Server-PT
s4

[—— ] Rs— )y}
PC-PT PC-PT
compl comp7
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KopniopaTuBHas ceTb COCTOUT U3 YETHIPEX CETEH:

cers 1 —11.0.0.0/8;

cetp 2 —12.0.0.0/8;

cets 3 — 13.0.0.0/8;

cetb 4 — 14.0.0.0/8.

B kaxxnoii cetn Ha cepBepe ycraHoBieH Web caiit.

3anaHue:

KomnbroTepy comp2 10CTyIHbBI TOJIBKO KOMIIBIOTEPHI CBOEH c€TU U comp4.
Komnbprotepy comp4 10CTyNHbBI TOJIBKO KOMIIBIOTEPHI CBOEH CETU U comp?2.
KomnberoTepy comp8 10CTyIHbBI TOJIBKO KOMIIBIOTEPHI CBOEH CETU U compb.
Kommprotepy comp6 10CTyIHBI TOJIBKO KOMIIBIOTEPHI CBOEH CETH U comps.

Tonbko komnerOTEpHl compl, comp3, compS u comp7 MOT'YT OTKPBIBaTh BCE CaliThl HA CEPBEPAX
S1, S2, S3 u S4.

Bapuant Ne2 Co3naiite ceTh, MpeCTaBICHHYIO HA PUCYHKE:

12.0.0.2
13.0.0.2
11.0.0.2
er-PT
server3
Serder-PT
11.0.0.11 seryerl
g, Lan 12.0.0.0
PC-P
compl

12.0.0.1

+ Lan 11.0.0.0

Py 11.0.0.1 13.0.0.1 Lan 13.0.0.0 A&
e a > o S—4
2950-24 14.0.0. 188 104y 2950-24

swi Routerl sw3

14.0.0.2

e ' Lan 14.0.0.0

2950-24
swé Server-PT
serverd

KoprniopatuBHasi ceTb COCTOUT U3 YETHIPEX CETEH:
cerp 1 —11.0.0.0/8;

cets 2 —12.0.0.0/8;

cerp 3 —13.0.0.0/8;

cets 4 —14.0.0.0/8.

B xaxmoii cetn Ha cepBepe ycraHoBiieH Web cailT.
3agaHue:
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1 - Cerp 14.0.0.0 HegoctynHa u3 cetu 11.0.0.0.

2 - Komnerorepam compl u comp2 pa3peniuTh OTKPBITHE CaiiTa Ha server3, HO 3alpeTUuTh Mpo-
CIIyIIUBAHME Server3 1o KOMaHJe ping.

3 — Kommnbrotepy compl pa3pemuTs 10CTyn Ha Server2, HO 3alpeTUTh OTKPBITHE caiiTa Ha 3TOM
cepsepe.

4 — KomnbloTepy comp2 pa3peuiuTh AOCTYN Ha serverl, HO 3ampeTuTh OTKPHITHE caiiTa Ha
serverl, pa3pemuTsb TOCTYIl U OTKPBITHE caiiTa Ha server4.

3ananue 6. [Tosnakomuthcst ¢ Bo3MoxkHOCTMU yTriutel WireShark.

A

N koW

YcranoBuths WireShark Ha BupTyansnyro mammay VM Ware.
ITpoBectu uccinenoanue npuema nakeroB APR n ICMTP g aroro cmonenupoBarb
ping Mexly peaqbHON M BUPTYAJIbHOM MAIINHOM.
ITpoBecTu uccienosanue nmpruema nakeros cepsepa DNS cepsepa.
OcBouTth npumenenus guiabtpos Capture.
OcBoutb npumenenus punstpoB Display Filters.
OcBouTth nepexsar (paitaoB, KAPTUHOK MIPU Nepeaaye 1o CeTH.
OcBoutb nepexsar ay1noQailyioB ¢ MPOCIyILIMBAHUEM Ay U0 IOPOKKH.
JUist KaXKJI0TO MCCIIeIOBAHUS POBECTH CTATHCTHYECKYIO 00paboTKYy:
a. Conversations

b. Flow Graph
c. Protocol Hierarchy
d. 10 Graph

3aganue 7. YcraHoBKa U afiMuHUCTpUpoBaHue cepBepHbIX OC.

N

Beimonauth ycranoBky cepeproit OC Linux.

YcTaHOBUTH U HACTPOUTH cepBep Samba.

W3y4uTh npueMBbl YAAIEHHOTO aqMUHHCTPHpOBaHus cepsepa Ubuntu u Samba ¢ momo-
o yrwuntel PuTTY.

3ananus sl KOHTPOJIbHON padoTsl (cemectp 9)

Pazpabotka n peanusanus cxemsl ajipecaliui 1 Mapiipytusanuu B [P-ceru:

Paspabotare cxemy aapecanuu (KpUTEpUH — HaWIyylllas CyMMapu3alusi, MUHUMAIb-
HBII pacxo/1 aJIpecoB)
o paccuuTaThb HEOOXOTUMBIE pa3Mephl ceTed Ui 3aJaHHBIX CETMEHTOB M CeTeil,
CBSI3BIBAIOIIMX MAPLIPYTU3ATOPBI APYT C APYTOM
o W3 ykazanHoro 6i0ka aJpecoB Ha3HAYUTh aJpeca BCEM CETSIM U HHTepdeiicam
MapIIpyTH3aTOPOB
o Hacrpouts VLAN B koprniopatuBHoii ceTn®.
Jl1s kask1oro MapupyTu3aTopa nocTpouTh TaOIHIly MapIIpyTH3aUU
o BkiounTh B TaONMIly TPUCOETUHEHHbIE CETH™.
o JloGaBuTh 4 cTaTMUECKHUX MapHIpyTa Tak, 4TOOBI JIFOObIE 1Ba XOCTa CETU MOTJIH
B3aMMOJENCTBOBATH APYT C APYTOM
OcranpHbIe CETH — C TMHAMUYECKUMH aapecamu Ha ocHoBe ogHoro DHCP cepsepa.
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e 3amyctuth B cetu oguH DNS cepBep, oiuH mo4YTOBHIN cepBep, oauH cepBep FTP u onun
Web-cepaep.

e PeanuzoBats nonyueHHyro cxemy Ha cumyssitope Cisco Packet Tracer

e Hacrpoiiky MapupyTu3aTopoB IpOM3BOIUTH U3 KOMAHIHON CTPOKH, JIJISl YETO HACTPOUTh
JIOCTYII K 4acTH MapipyTu3atopoB mo Telnet, a yvactu — mo SSH.

JlaHuble 1715 3a/1aHus:

e biok aapecoB Jyisl BBIIETCHUS MTOCETEH:

briox agpecoB st BBIACICHHS
nojaceren

%
8
S

172.16.0.0/12

192.168.0.0/16

56.82.192.0/18

102.63.0.0/14

172.16.0.0/12

192.168.0.0/24

56.82.3.0/16

102.63.0.0/14

32.154.192.0/18

P OONOOTRIWNEF

0 111.25.64.0/20

e [lponumuTe craTHUecKue MapIIpyThl B ogHOM Mapiipytusatope Config — Static. Ipo-
BEpbTE paboOTy CETH.
o CoriacHO BapHaHTY CO3JATE OJHY U3 CICAYIONMIHX CXEM:
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o [lponumuTe AMHAMUYECKUE MapIIPYTHI Ha Ipyrom poyrepe (Bkiaaka Config - RIP)*.

o [IlporectupyiiTe paboOTy CeTH, MPOCIEAUTE 3a MPOABHKCHUEM IAKETOB (KaK B PEKUME
CHUMYJIALINY, TaK U C TOMOIIBIO KOMaH 16l tracert). Pe3ynbraTsl npenctaBbTe B OTUYETE.

o TlocrpoiiTe Tabauily MapmpyTH3alMIO Ui KaXIOro poyTrepa (HaBecTH Jymy (IaHenlb
yIpaBiieHUs] 00bEKTaMH) Ha MapIIPYTH3aTOP U BHIOPATh COOTBETCTBYIOIIUMN ITYHKT)™*.

e OpranmzoBath Heckoabko VLAN cereid.

o Hacrpoiite B cetn npotokon OSPF, ecnmu HeoOxoaumo — 106aBbTe HemocTaromee 060-
pyZOBaHUE B CeTh™.

o Hacrpoiite B cetu nporokon RIP, ecnmu HeoOxoauMo — no6aBbTe HemocTaroniee o0opy-
IIOBAaHUE B CETH*.

o Hacrpoiite B cetn mporokon EIGRP, ecan Heobxoaumo — 106aBbpTe HepocTaromee 000-
pyZOBaHHUE B CETh™.

o Hacrpoiite B cetn nporokon BGP, ecniu Heo6xoanmMo — 106aBbTe HEAOCTAOMIIEE 000PY-
JIOBAaHUE B CETH*.

o Hacrpoiite B cetu mpotokon NAT, eciin HeoOXoauMO — 100aBbTE HEAOCTAIOIIEE 000PY-
JIIOBAaHUE B CETH*.

o Hacrpoiite pacmmpenHslii cnucok orpannueHuii no nepenade naHusix (ACL). Conep-
»KaHue OrpaHNueHHU — Ha Bame ycMoTpenue.

o IlpuBenure pe3ynabTaThl CUMYISIIIMKA PAaOOTHI CETH, MOATBEP)KAAIONINE (PYHKIIMOHUPOBA-
HHE BBIIICTICPEUNCICHHBIX POTOKOIOB™ .

3apanme Nel. [ToctpouTs nOKallbHYIO ceTh mocpeAcTBoM nporpammbsl PCTracer
3aganue Ne2. CoeqUHUTD, UCHIOJIB3YS HYKHBIA THI COEAUHEHUS
3aganue Ne3. CkoHOUTYpHPOBATH MApaMETPhI MOAKITFOUCHUS T Kakaoro [TK.

3ananue Ne4. Co3zgats Tabnuiy IP agpecoB co3ganHoit cetu (ycTpoiictBo, unrepdeiic, 1P an-
pec, Macka MojCEeTH, IITI03).

Baganme Ne5. B pexxume RealTime mpoBepuTh NOAKIIOUCHHE KOMAHION ping: Ha JOKAIbHBINA
anpec, aapec ynanensoro 1K, mmpokoBemareabHblil aapec.

Baganme Ne6. B pexxume Simulation mpoBeputs moaximtoueHre KOMaHIOW ping: Ha JTOKAIbHBIHA
azapec, agpec ynanensoro [1K, mupokosemarenbHbli aapec.

33}13HI/I€ Ne7. B okHe u Ha cxeme MpocacaAnI IICPEABUIKCHUC ITAKETOB BO BCEX ClIydasX, YIIpaB-
JsIsl MoHIaroBO WA pEryjiupyst CKOpOoCTb CUMYIIALIUA

3aganue Ne8. B okHe KOMaHIHOI CTPOKH IPOCMOTPETh U OYUCTUTH arp TabJIMIly, U TOBTOPUTH
IYHKT 6.
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